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1. HosscHUTEIBLHASA 3AIIHCKA

1.1. Hean u 3apa4uy JUCHUILIHHBI

Llenb AUCIUIUTMHBI — TIOJTOTOBUTH BBIITYCKHUKA, YMEIOIIEro pa3padaThiBaTh CHCTEMY IO 00ec-
NeYeHUI0 0E30MaCHOCTH MH(OPMAIIMOHHBIX PECYpCOB, KaK JJIs aBTOHOMHBIX, TaK U pacrpese-
JIEHHBIX BBIYUCIUTEIBHBIX CUCTEM OpPTraHU3alfii T'YMaHUTAPHOU chephl.

3ajaun JUCHUTIIINHBI:

— TMOJIyYeHHE CHCTEMATH3MPOBAHHBIX 3HAHUN O COBPEMEHHBIX KOHIICTIIUSIX, METOJIaX U TEXHO-
Jorusix obecnedyeHuss HHPOPMAIIMOHHOM 0€30MacHOCTH B MH()OPMAIIMOHHBIX CHUCTEMaX pas-
JMYHOTO HA3HAYCHHUS;

— H3YyYEHHUE TEOPETHUYECKHX OCHOB MH(OPMAIIMOHHOH 0€30MacHOCTH;

— (opMupoBaHUEe yMEHHIT UCIIONB30BaTh OCHOBHBIC JTOCTH)KEHUS B 00JIACTH MH(POPMAIIMOHHOM
0€30MacHOCTH NPH peanu3aliy cBoei NpodecCUOHaNbHON AESITEIbHOCTH;

— BIIQJICHUEC HaBbIKaMH oOOecreueHHs 3aiuThl MHPOpPMAuu B MHOOPMAIIMOHHBIX CHCTEMaXx
pa3IMYHOTO Ha3HAYCHHUS,

— pa3BUTHE aHAIUTHYECKOTO MBIIUICHHUS, YMEHHsI CTPOTO U3J1araTb CBOM MBICIIH, PA3BUTHUE CIIO-
coOHOCTel K 0000IIeHUIO U aHANM3y MH(OpPMAIMH, TOCTAHOBKE IeJIel U BBIOOPY MyTeH ee
JOCTHOKCHHUSL.

1.2. IlepeyeHb IUVIAHMPYEMBIX Pe3yJbTATOB O00y4YeHHsl MO AUCHMILJIMHE, COOTHECEHHBIX C
HHIMKATOPAMH JOCTUKEHHS] KOMIIeTeHIIUH

KoMnerennus Nuaukaropbl KOMIeTeHIM Pe3yabTarnl 00yyeHus

I1K-8 — cnocoben | I1IK-8.1 — 3naer cnocoOwl op- | 3HaTh: cmocoObl  opranuzamuu  UT-

nT-

MPUHUMATH  y4a-
CTHE B OpraHu3a-
807051 nT-
UH(PPACTPYKTYPHI
U yIpaBJICHUA
UH(POPMALIUOH-
HOM Oe30ITacHo-
CTBIO

TraHHu3alnunu
UHOPACTPYKTYpBI, METOIBI U
npuéMbl  yIpaBiieHUs HUHOp-
MAaIlMOHHOI 0€30I1aCHOCTLIO

MHQPACTPYKTYpsl U 3aIIUTHl HH(DOpMA-
LIMY, METOJIbl U MPUEMBI YIIPABJICHUS WH-
dhopmarmoHHOM 6€30MaCHOCTHIO OpraHU-
3alui ryMaHUTapHOU cdepsl

[1K-8.2 — Ymeer opraHm3oBbI-
BaTh NUT-undpactpyxrypy
NpEeANpusATHS U IPOLECCHI
yTpaByieHUs] UHPOPMALIMOHHOM
0€30I1aCHOCTBIO

YMeTs: OpraHu30BaTh UT-
UHOPACTPYKTYPY HPEAIPUSITHS TyMaHU-
TapHOU cepbl U 3aUTh HHPOPMAIINH, B
TOM YHUCJIE HUPKYIUPYIOIIEH O KaHallaM
CBSI3H.

[1K-8.3 — Bmageer HaBbIKamu
OpraHu3aluu nT-
UHQPACTPYKTYpBl U YIpaBlie-
HUus uH(popManMOHHONW 0e3-
OIACHOCTBIO

Bnaners: HaBeikamu opranuzauuu WT-
UHPPACTPYKTYPHI MPEINPUATHAS TYMaHU-
TapHOi cepsl U ympaBineHus: uHpopma-
IMOHHOW  O€30IMacHOCThIO, HaBBIKAMU
3amuThl UHPOPMAIIUH, TUPKYIUPYIOIIEH
B MH(OPMAITMOHHOW CUCTEME TIPEITPHSI-
THA.

1.3. MecTo AMCHUILIMHBI B CTPYKTYPe 00pa30BaTe/ibHON NPOrpaMMbl

Hucnunnuaa «CUCTeMBbI KOMIUIEKCHOM O€30MacHOCTH OpraHu3aIuii TyMaHUTapHOU chephl» OT-
HOCHUTCSA K JUCIMIUIMHAM YacTd, (OpPMHpPYyEeMOH ydacTHUKaMH OOpa30BaTEIbHBIX OTHOIICHUMN
0JI0Ka TUCIUIUIMH y4eOHOTO TIIaHa.

Jlist ocBOCHMSI TUCIUIUTMHBI HEOOXOAMMBI 3HAHUWS, YMEHUS W BIaJCHUSA, CHOPMUPOBAHHBIE B
XO€  M3YyYEHHs  CICAYIOUMX  JUCLMIUIAH: «Mudpopmaruka»  «MHbopmannoHHo-
BBIUMCIIUTENHHBIE CETH M TEJICKOMMYHHUKAIIMOHHBIE TeXHOIOTHn», «H(pOopMalnoHHbIE CHCTe-
MbD», «TH(OpMaLIMOHHBIE TEXHOJIOTUNY.

B pesynbrare ocBOCHHS AUCHUTUIMHBI (DOPMHUPYIOTCS] 3HAHUSI, YMEHUS U BIIAJICHUS, HEOOXOIH-
MBbI€ JUISI U3YyUYEHHS CIEAYIOIUX NUCHUIUIMH: «[IpOeKTHBIN npakTuKyM B MH(GOpMaTU3alluu Ty-
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MaHUTapHON cdepb», «YIpaBieHHe NPOeKTaMH HH()OPMAIMOHHBIX CHUCTEM T'yMaHHUTapHOU
cdepbi».

2. CTpyKTYypa AUCHHUILIMHBI

OO01mas Tpy10EMKOCTh AUCIUIUIMHBI COCTaBISACT 3 3.¢., 108 akamemMudeckux yacos.

CTpyKkTypa IMCUMILIMHBI 1JIA 04HOI opMbI 00yUeHMsI

O0beM TUCIUIUIMHEI B ()OpME KOHTAKTHOW pPabOThI OOYYAIOMIMXCS C MEAaroru4ecKuMHU
paboTHUKaMu W (WJIM) JTUIIAMHU, IPUBJICKACMBIMH K pealn3aiuyd 00pa3oBaTeIbHOW MPOrpaMMbl
HA WHBIX YCIIOBUSX, P MPOBEICHUN YICOHBIX 3aHSITHIA:

Cemectp | Tum yueOHBIX 3aHATHI KomnnuectBo
4acoB
5 Jlekuun 14
S) [IpakTnueckue padboThl 28
Bcero: 42

O6beM qucHUIIIMHBL (MOYJIsl) B hopME CaMOCTOSTENILHON pabOoThl 00YYAIOIIHUXCS COCTaB-
nseT _66_ akaJeMUYeCcKHX 4acoB.

3. Conep:kaHue QU CHUTLTHHBI

Tema 1. IlonsiTHe, CyINHOCTH U YIPO3bl HHGOPMAILHOHHOM 0€301TACHOCTH

[TonsiTue Ge3omacHOCTH 00BEKTa (rOCYAAapCcTBa, MPEANPUATHS U MH(OOPMAIIMOHHON CHCTEMBI).
OcCHOBHBIE KOMITOHEHTHI 0€30TTaCHOCTH TOCYAApCTBA M JOMUHUPYIOMIAS POJIb WH(HOPMAITHOHHOM
6e3onacHoctu (Mb). CtaHoBieHHe W pa3BUTHE HOHATHS «MH(OpPMAIMOHHAs Oe30MacHOCTbY.
CymnHocts 1 norstuss Ub u 3ammutel nHGopMarmn. Heo6xomumMocTs M 3HaYeHHE HOPMATHBHO-
IIPaBOBOTO OIpeJiesIeHUs] OCHOBHBIX MoHATHH. CBsa3b Ub ¢ nnpopmaruzanueit odbmecrsa. baszo-
Bbl€ YPOBHHU oOecnieueHns HH()OPMaIIMOHHON O€30MMaCHOCTH U 3aIUThl HHPOPMAIUH.
Knaccugukarus yrpo3 6e30macHOCTH MO LENH pealu3allid Yrpo3bl, NMPUHLHUITY, XapakTepy U
criocoOy e€ Bo3neicTBusl. OCOOEHHOCTH YIpo3 BO3/IEUCTBHS HA OOBEKT aTaKh B 3aBUCUMOCTHU OT
€ro COCTOSIHUS U UCIIOJIb3YEMBIX cpe/icTB aTaki. OCHOBHbBIE METO/Ibl U KaHaJIbl HECAHKIIMOHUPO-
BaHHOTO focTyna kK nHpopmanuu B C. ba3oBbie MPUHIUIIBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHO-
ro JA0cTyna K MH(opMauu B COOTBETCTBUU C HOPMATUBHO-TIPABOBBIMH JOKYMeHTaMu Poccum.
3aauu 1o 3amuTe HHHOPMALMOHHBIX CUCTEM OT peau3aluu yrpos.

Tema 2. 3akoHOaATEJIBHBIN, AAMMHUCTPATUBHBIN W NPOLEAYPHbINi YPOBHH YPOBEHb 00ec-
ne4YeHust HHPOPMALMOHHOH 0e30I1aCHOCTH

[TpeanockIKu CO3/1aHUsT MEXIYHAPOAHBIX CTaHIAPTOB MO OOECNeYeHUI0 HH(OPMAIMOHHON
6e3omacHocTH. Ha3HaueHue cTaHIapTOB U KaKue 3a7aud peraTcsl IpU UCIOJIb30BAHUU CTaHAAp-
TOB B 00JacT MH(OPMAIIMOHHON 0€30MacHOCTH: B ONpEeNIeHUH e obecrieueHust HHpopma-
[IMOHHON 0€30IaCHOCTH KOMITBIOTEPHBIX CHUCTEM, co3faHusl 3((EKTUBHON cucTeMa YIpaBlIeHUs
UH(POPMALIMOHHON 0e30MacHOCThIO, KPUTEPUH OIIEHKH COOTBETCTBUS HMH(OpMAIMOHHON 0e3-
OMACHOCTH 3asIBIIEHHBIM LEJSIM, CO3/IaHUs YCIOBHM NMPUMEHEHUS, UMEIOLIErocss MHCTPYMEHTa-
pust (IPOrpaMMHBIX CPEICTB) oOecredeHus: HH(HOPMAIIMOHHON 0e30MacHOCTH M OLIEHKU €€ Te-
KYILErO COCTOSTHUSL.

Ha3znaueHue M OCHOBHBIE TIOJIOKEHUS MEXAYHApOIHBIX cTaHAapToB: «Kpurepuu OuEHKU
HAJSKHOCTH KOMITBIOTEpHBIX cucteM» («OpamkeBas kHuUTa»), «MHbDOpMarmonHas Oe3ormac-
HOCTh pactpenenéHubix cucteM. Pekomennmammu X.800», ISO 15408 — «OO6mue KputTepum».
Mexnynapoansie ctangapThl cemericta 27000.
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OcHoBHBIE denepalbHbIe OpraHbl, pazpadaTsiBaromue B Poccuiickoit denepani HOpMaTUBHO-
npaBoBbie akThl B chepe b u 3amutel nadopmanmu. ['ocynapcTBeHHas cuctema o odecrnede-
HUO Oe3omacHocTy U 3amuThl HHGopmaruu (I'C3U). OcHoBHBIE 3aKOHOAATENIbHBIC aKThl PD B
oOmacti MH(POPMAITMOHHOW 0E30MaCHOCTH M 3auIUThl HH(opMauu. PykoBoasie TOKyMEHTHI
®Cb Poccun, ®CTIK Poccuu B obnactu b u 3amuTtel nHGOpMAIIMK OT HECAHKIIMOHUPOBAH-
HOTO JIOCTYyTA MpH ee 00padboTke ¢ ucnonbzoBannem CBT.

Konnermus Wb, e€ nenu m a3tansl nmoctpoeHus. [lonmutrka wHGOpMAaMOHHONW 0€30MMacHOCTH
(IINB) xak OCHOBa AagMUHUCTPATUBHBIX MEp IO 3al[UTe WHPOPMALMU HA NPEANPHITHH.
CTpyKTypa IOKYMEHTa, XapaKTepU3YIOIIETro MOJIUTHKY 0€30IacHOCTH, U OCHOBHBIE ATalbl pas-
pabotku [IUb. 3anaun, pemaemslie npu ananuse puckos it MIC. ba3oBble METOAMKY, UCIIOJIB3Y-
eMble JJIs OLleHKU puckoB. OCHOBHBIE CTaHAapThl B oOnactu paspadorku [11b u ananmsa puc-
KOB. ba3oBble MHCTpyMEHTaJIbHBIE CPEJCTBA AJIS aHAINW3a PUCKOB U ylpaBieHHs puckamu. Oc-
HOBHBIE pUHIIUNEI peanuzannu [T1UD.

Haznauenue u 3amaun mporeaypHOro YpOBHS 1O 00ecriedeHnI0 HHPOPMAMOHHOHN Oe30macHo-
cti. OCHOBHBIE KJIaCChl MEp MPOIEAYPHOTO YPOBHSI: YIpaBIeHUE MMEPCOHATIOM, PU3UYeCcKas 3a-
IIMTa, MOAJepKaHue paboTOCIOCOOHOCTH, pearupoBaHME Ha HApYIICHHs peXkuMma Oe301acHo-
CTH, IJIAHUPOBAHUE BOCCTAHOBUTEIBHBIX Pa0OT.

Tema 3. [lporpaMMHO-TeXHUYECKHIl YPOBeHb oOecniedeHUusi MHGOPMALMOHHONI (e301acHo-
CTH

Texnonorust obecrieuenuss UMb, nenu u npuHuunel nocrpoeHus apxurekrypbl Mb. OcHOBHbIE
HOHATHUS MPOrPaMMHO-TEXHUYECKOIO YPOBHS oOecreueHus MHGOPMALMOHHOM Oe30MacHOCTH.
Oco0eHHOCTH COBPEMEHHBIX MH(OPMALIMOHHBIX CUCTEM, CYILIECTBEHHbIE C TOUKU 3peHust odec-
neyeHust UHGOpMaIMOHHOM 0e301acHOCTU. APXUTEKTYpHask O€30I1aCHOCTb.

Mepsl 0e30macHOCTU: MPEBEHTUBHBIE, MPENATCTBYIOIINE HApyIIEHUSIM MH(GOpMallMOHHON 0e3-
OIaCHOCTH, MEpbl OOHApPYXEHMs HapyIIECHUH, MEphI JIOKAIN3YIOIINE, CY)KAIOIIe 30HY BO3/EH-
CTBUSl HapyLIEHWI, MEpbl MO MPOCIIEKUBAHUIO HAPYLIUTENs, MEPhl BOCCTAHOBJIEHMS PEKUMa
0€30IaCHOCTH.

[IporpaMMHBbIe cepBHUCHI 3alUTHl MHPOpMaLMK B MHPOPMAIMOHHBIX cucTteMax. Mnentuduka-
s ¥ ayTeHTU(uUKanus noiab3oBareneil. bazoBbie MeTobl mapoiabHOM ayTeHTHGUKanuu. Moge-
JIM pa3rpaHUyeHUs 10CTyNa K HHPOpMaIUH.

[TpoTokonupoBanue U ayauT (aKTUBHBIM U MACCUBHBIN) MH()OPMAITMOHHON CHCTEMBI, UX OCHOB-
Hble LeIH U 0coOeHHOCTH. ba3oBble MeToabpl KpunTorpadguueckoro npeoOpa3oBaHUs JaHHBIX.
[ToroxoBoe u 6110unoe mudposanue. [Iponenypa popMupoBaHus 31€KTPOHHON MOIIHCH.
Bunsl cereit u cereBble TOnonoruu. basoBas 3TamoHHas Monenb B3aMMOCBS3M OTKPBITBIX CH-
crem (ISO/OSI). OcHoBHbIe TpoTOKOIIBI ceTel Ethernet.

MesxcereBoe skpaHupoBaHue. Buabl MexxceTeBbIX S3KpaHOB. OCHOBHBIE CEPBHCHI 3aIIUTHI B UH-
dopManoHHO-TeTeKOMMYHUKAIMOHHBIX ceTsix (UTC).

Buptyansabie uactabie ceTi. Buns cereit. Pabora VPN Ha paznuunsix ypoBHsIx momenu OSI.
KommnbroTepHble BUPYCHI W BpPEIOHOCHBIE MPOrpaMMBbl: KiaccH(UKalus, METOABI U CpelCTBa
060pbOBI C HUMHU. AHTUBUPYCHBIE IPOrPAMMHBIE KOMITJIEKCHI.



4. Obpa3oBaTesibHbIE TEXHOJIOTHH

Jliis mpoBeieHUsT Y4eOHBIX 3aHATUHN MO AUCHUUIUIMHE UCIOJB3YIOTCS pa3inyHble 00pa3o-
BaTeNbHbIE TEeXHONOTUU. [y opraHuzammuu y4eOHOro mpolecca MOKET OBITh HCIIOJIB30BAaHO
3EKTPOHHOE 00yueHure U (UJIM) TUCTAHIIMOHHBIE 00pa30oBaTeNbHbIE TEXHOJIOTHH.

5. OueHka MIaHUPYEMbIX Pe3yJbTATOB 00YyUYeHUsI

5.1. Cucrema olieHNBaHUA

dopma KOHTPOJIS Makc. KOJIH4€eCTBO 0aJ10B
3a onny pa- |Bcero
ooty
Tekyluii KOHTPOJIb:
— Onpoc 5 6annos 15 6annos
— 3awuma npakmuueckozo 3auamue 1 |5 6annos S bannos
—3awuma npaxmuyeckux 3anamuti 2-5 |10 6annos 40 6annos
[IpomexyTouHas aTTecTalus 40 6annos
IK3ameH
Hroro 3a AucuMnjinHy 100 6annos
OK3amen

ITonmy4eHHBIN COBOKYIHBIA pe3yjbTaT KOHBEPTUPYETCS B TPAAUIMOHHYIO IIKATy OLEHOK U B
mKany orneHok EBpomeiickoil cucteMsl mepeHoca u HakoruieHus: kpenutoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM € TabIULIEH:

100-6anpHas mKa- TpamonHas mxana [kana
na ECTS
95-100 A
8394 OTIMYHO B

68 — 82 XOpOLIO 3aYTEHO C

56 — 67 D

50 _55 YIIOBJIETBOPUTEIHHO E

20 —49 FX
0_19 HEYIOBJIETBOPUTEIHEHO HE 3a4TEHO F
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5.2. Kputepuu BbICTaBJIeHHsI OLIEHKH MO TUCHHUILIHHE

Bananl/
HMIxana
ECTS

OneHka mo guc-
MUILINHE

KpnTeplm OLICHKH PE3yJAbTAaTOB oﬁyqe}mﬂ mo JucCum-
IJIMHE

100-83/
A B

«OTIIMYHOY /
«3a4TeHO (OTJINY-
HO)» /

«3a4TEHOY

BeicTaBnsiercs o0yuaromemycs, €Cii OH IIyOOKO U Ipoy-
HO YCBOWJI TEOPETUYECKHUN U MPAKTUYECKUN MaTepHall,
MOKET IPOAEMOHCTPUPOBATH 3TO HA 3aHATHUAX U B XOJI€
IIPOMEKYTOYHOM aTTECTALUU.

OO0yJaromuiicst KCYEPIBIBAIOIIE U JIOTHYECKH CTPOUHO U3-
JaraeT yuyeOHBI MaTepHrall, yMeeT yBSI3bIBATh TEOPHUIO C
IPaKTUKOM, CIIpaBisieTcs C peleHreM 3aad npodeccuo-
HaJIbHOUM HalpaBJIE€HHOCTH BBICOKOTO YPOBHS CI0KHOCTH,
IPaBUIbHO OOOCHOBBIBAET MPUHSATHIC PEILICHUS.
CB000IHO OpHUEHTHPYETCS B yUeOHOH 1 podecCnoHab-
HOM1 JIuTepaType.

OneHka 1o JUCHUIUIMHE BBICTABIISAIOTCS 00YYarOIEMYCs C
y4€TOM PE3YJIBTATOB TEKYIEH U IPOMEKYTOUYHOM aTTe-
CTaLMH.

Komnerenuu, 3akperi€éHHbIe 3a JUCIUTUTMHONW, CPOPMH-
POBAHbI HA YPOBHE — «BBICOKHID.

82-68/

«XOporIoy /
«3a4TeHo (X0po-
io)» /
«3a4TEHO»

BricTaBisierca 00y4aromemMycsi, €CiIu OH 3HaeT TeopeTuye-
CKHI U MPaKTUYECKUN MaTepuall, FpaMOTHO U I10 CYIIECTBY
M3JIaraeT ero Ha 3aHATHSIX U B XOJ€ MPOMEXKYTOUHOH aTTe-
CTallMM, HE JOIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OOyyaromuiics MpaBUJIbHO MPUMEHSET TEOPETUUECKUE TI0-
JIOKEHHUS IPU PELISHUH NMPaKTUUECKUX 3a7a4 npodeccuo-
HaJIbHOM HAIIPaBJIEHHOCTH Pa3HOI'O YPOBHS CII0KHOCTH,
BJIaJieeT HEOOXOAUMBIMU JIJIsl 3TOTO HAaBBIKAMHU U MPHEMa-
MHU.

JIOCTaToOuHO XOPOIIO OPUEHTUPYETCS B y4eOHOM U Ipo-
(heccuoHaIbHOM JIUTEpATYpE.

OneHka 1Mo JUCHUIUIMHE BBICTABISAIOTCS 00yJaromeMycs C
Y4€TOM PE3yNbTATOB TEKYIIEH U TPOMEKYTOUHOMN aTTe-
CTalLlMH.

Komnereniuu, 3akpeninéHubie 3a AUCUUIIIMHON, CPOpMU-
pOBaHbl Ha YPOBHE — «XOPOLIMIIY.

67-50/
D, E

«yIIOBJIETBOPH-
TEIBHOY /
«3a4TeHo (ymoBe-
TBOPUTENBHO)» /
«3aYTCHOY

BricTaBisiercs oOydaromemycsi, €Cii OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUYECKUH U MPAKTUYECKUI MaTepuall, 10-
MyCKAaeT OT/AEIbHbIEC OINOKY MPH €ro N3JI0KEHUH Ha 3aHs-
TUSX U B XOJI€ MPOMEKYTOYHON aTTECTALIUN.
OOyyaromuiics UCIBITHIBAET ONPeIeIEHHbBIE 3aTPYAHCHUS
B IPUMEHEHUH TEOPETUUECKUX MOJIOKEHUM NPU PELIEHUH
MPaKTUYECKHX 3a71a4 MpodheccuoHaNbHOM HallpaBI€HHOCTH
CTaHJAPTHOTO YPOBHS CIIOKHOCTH, BJIa/IeeT HEOOXOIMMBbI-
MU JUIs 3TOr0 0a30BBIMU HaBBIKAMU U IPUEMaAMH.
JIeMOHCTpHpYET 1OCTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
JUTEPATYypsl IO TUCLUIUIAHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YJaIOIEeMycs C
y4ETOM PE3yIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
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Banasl/ Ounenka no auc- KpuTtepun oneHkH pe3yibTaToB 00y4eHHUsI 110 M CIH-
HMIxana HUIJTHHE IJINHE
ECTS

CTaLlUU.

Komnerenuu, 3akperiéHHbIe 3a JUCIUTUITMHON, CPOPMHU-
POBaHbI Ha YPOBHE — «IOCTAaTOYHBINY.

49-0/
F, FX

«HEYyJIOBIIETBOPHU- | BricTaBisgercs o0y4daromemMycs, eciii OH He 3HaeT Ha 0a30-
TEJIBHOY / BOM YPOBHE TEOPETHUYECKUM U IIPAKTUYECKUN MaTepual,
HE 3a4TEHO JIOITyCKAeT rpyOble OMNOKHU MPHU €ro U3JI0XKEHUU Ha 3aHs-

THUSIX U B XOJI€ IPOMEKYTOUHOM aTTECTALIUH.
OOyyaromuiics UCIIBITHIBAET CEPhE3HBIE 3aTPYIHEHUS B
MPUMEHEHUH TEOPETUYECKUX MTOJOKEHUN IPU PELLIEHUU
MPAaKTHYECKUX 3a7a4 IpoheCcCHOHATbHOM HAMIPaBIEHHOCTH
CTaH/IapTHOI'O YPOBHS CJI0KHOCTH, HE BJIa/IeeT HEOOXO0IU-
MBIMH JJI1 3TOTO HAaBBIKAMH U MPUEMAMH.
JlemoHcTpHpyeT (hparMeHTapHbIC 3HAHUS YIeOHO JTuTe-
paTypsl 110 AUCLHUILIUHE.

OneHka 1o JUCHUILIMHE BBICTABJISAIOTCS 00ydarouemMycs ¢
Y4€TOM PE3YNbTATOB TEKYILEH U TPOMEKYTOUHOU aTTe-
CTalUU.

KomnereHnium Ha ypoBHE «JIOCTaTOUYHBIIN), 3aKPEIIEHHBIE
3a TUCITUTUINHOM, HE COPMUPOBAHBI.

5.3. OuneHounbie cpeacTBa (MaTepuaibl) I TEKYLIero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTeCTANMU 00y4aI0IUXCS M0 JMCIUIITTHHE

Yemmuouii onpoc

YeTHbIN 0NMpoc — 3TO CPEACTBO KOHTPOIIS, OPTaHM30BaHHOE KaK CIeluanbHas Oeceqa mpemnojaa-
Baressl ¢ OOyJaroNIMMCsl Ha TEMBbI, CBSI3aHHBIC C M3y4aeMOU NUCIHMIUIMHOW, U pacCUMTaHHOE Ha
BBISICHEHHE 00bEMa 3HaHU 00YUaIOIIErocs Mo ONpeAeNEHHOMY pa3ieny, TeMe, MpoOiIeMe U T.1I.

LCoNoOA~AWNE

NRPRPRRRPRPRRRERRERRE
CLx~NUTkwWNEO

Ilepeuens ycmuuix 60npocog 011 npoeepKu 3HAHUIL

OcHoBHBIE cocTaBisAoLIMe HH(opManMoHHOH Oe3omacHocTH (VD).
Xapakrtepuctuka npobdsiem Ub.

Konnenius o0beKTHO-OpUEHTUPOBAHHOTO MOAX0/1a K obecneyenuto Mb.
Henocratku TpaaumuoHHOr0 moaxozaa k oobecrneuenuro 1b.
XapakTepucTuka Haubosee pacpoCTPaHEHHBIX YIPO3.

Kputepuu knaccudpukanuu yrpos.

[Ipumeps! yrpo3 JOCTYITHOCTH.

BpenonocHoe mporpammHoe o0ecriedeHue.

OCHOBHBIE YIPO3bI LIETOCTHOCTH

OcHOBHBIE YTPO3bl KOHPUACHITHATHHOCTH.

Yro Takoe 3aKoHO1aTeabHbIN ypoBeHb b 1 mouemy oH BaxeH?
OcHoBHbIe 3ak0oHBI P® B 06mactu UB.

OcHoBHbIE 3apyOeKHbIE cTaHIapThI B obnactu Mb.

UYTto Takoe OIlEeHOYHBIE CTAaHAAPTHI M TEXHUUYECKHE CTICIH(PUKAIIIH?
Urto Takoe OpaHKeBasi KHUTA U J1JIsl YerO OHA MPUMEHSIETCS?
Pexomenmanuu X.800.

Cranpapt ISO/ IEC.

UYto Takoe MoMTHKa OE30TTaCHOCTH M €€ aKTyaJTbHOCTh?

UYro Takoe mporpaMmMa 6€30MacHOCTH U €€ aKTyalbHOCTh?

B dem nposiBisieTcss aAMUHUCTPATUBHBINA ypoBeHb 1B?
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21. Kak CMHXpOHHM3UPYETCS MOJUTHKA 0€301TaCHOCTH C KM3HEHHBIM ITukiiom UC?
22. Dtarmbl yrpaBlIeHUs pUCKAMH B CUCTEME 3aIIUThl HHPOPMALIUH.

23.  OCHOBHBIE TPOTPAMMHO-TEXHHUYECKUE MEPHI 3aIUTHI.

24. TexHonorust uASHTH(PUKALNN U ayTEHTH(PHUKALINN.

25. TexHonorus ynpapieHUs TOCTYIIOM.

26. IIpoTokonupoBaHUE U ayTUT.

27. Texuonorus muppoBaHUs.

28. ApXUTEKTYpHBIE aCHEKThI SKPAHUPOBAHHUSL.

29. Knaccudukarus MEeXCETEBbIX SKPAHOB.

30. Amnanu3 3aMUIIEHHOCTH.

31. BO03MOXHOCTH TUIIHYHBIE CXEM TYHHEIHPOBAHUSI.

32.  Yposuu mogenu OSl|, Ha KOTOPBIX TPOU3BOIUTCS TYHHEINPOBAHHUE
33. 3apmaum ynpasnenus cuctemoit Ub.

Ilpumepnuvie 3a0anusn 011 mecmuposanus

1. Heap1o 321U THI HUPKYJIUPYIOLIEH B MHPOPMALMOHHOM ccTeMbl HH(POPMALIUM ABJISOTC:

a) npedomspawyenue Ymeuky, UCKANCeHusl, Vmpamuyl, OJOKUPOBAHUS Ul HE3AKOHHO20 MUPAICUPOBAHUSL
ungopmayuu.

0) mpenoTBpalleHUE YTCUKH, HCKAXCHNUS, YTPaThl, OJIOKUPOBAHHS WM HE3aKOHHOTO TUPaKUPOBAHUSI MH-
dbopmanuy, a TakKe HECAHKLIUOHUPOBAHHOTO AOCTYIA K HH(POPMAIHH.

B) MpeIOTBpAlICHNE HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMAIHH.

2. llLmo3 6e3omacHocT VPN — 370:

a) CETeBOE YCTPOWCTBO, MOJAKIIOYAaEMOe K JBYM M 0Oojiee CeTsM M BBINOJHSIONIEe (YHKIUU
mUPPOBAHUS U AYTCHTH(PUKAIIUH JIJIT MHOTOYUCIICHHBIX XOCTOB, PACTIOJIOKEHHBIX 32 HHM.

0) cemegoe ycmpoucmeo, NOOKAYdemMoe K 08YM CEemAM U 8blnoansouee yuxyuu wudposanus
U aymenmuuxayuy 05k MHO2OYUCTEHHBIX XOCMO08, PACHOJIONCEHHbIX 30 HUM.

B) CETEBOE YCTPOMCTBO, MOAKIIOYaEMOE K ABYM U Ooliee CETSIM M BBIMOJHSIONIEe (HYHKIIUU
mUPPOBAHUS U ABTOPU3AIUH JIJIS PA3IMIHBIX XOCTOB.

Hpumepnbte 60NPOCHL K IK3AMEHY

=

CylrHoCTh ¥ MOHSATHS HHPOPMAIIMOHHON O€30MaCHOCTH M 3aIIUTHI HH()OpMAIUH.

2. Knaccuduxarus yrpo3 6e30macHOCTH WH(OOPMALIMU 10 LETH pealu3aliy YIpo3bl, TPUHIIU-
Iy, XapakTepy u crnocoly €€ BO31eHCTBUS.

3. OcobeHHOCTH yrpo3 BO3JEHCTBUSI HA OOBEKT aTaKu B 3aBUCUMOCTH OT €r0 COCTOSHUSI U HC-

MOJIb3YEMBIX CPEJICTB aTaKH.

OcHOBHBIE METOIbI U KaHAJIbl HECAHKI[MOHUPOBAHHOTO A0cTyma K nHpopmaruu B UC

5. bBa3oBbie MPUHIUIBI 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa K MHPOPMAIUU B COOT-
BETCTBHH C HOPMATHBHO-TIPAaBOBBIMH JIOKyMEeHTaMHu Poccum.

6. CrpykTypa nonutuka HHGOPMAITMOHHON 0€30MaCHOCTH MPEANPHUITHS KaK JOKYMEHTa U OC-
HOBHBIE 3Tarbl € pa3padoTKH.

7. Ha3HaueHue W OCHOBHBIE TIOJIOKEHUS MEXIYHAPOJHBIX CTaHIApTOB: «KpHUTepuu OLEHKH
HaA&KHOCTH KOMITBIOTEPHBIX cHUcTeM» («OpamkeBas kHuray), «MHpopmarmonHas 0e3-
OMMACHOCTH pactpenenéHupx cucreM. Pekomenammu X.800», ISO 15408 — «O6ume kpute-
pum».

8. PykoBomsmue moxkymeHThl @CB Poccun, ®CTIK Poccun B obnmactu mHPOPMAIIMOHHOMA
0€30MacHOCTH M 3alUThl HH(GOPMAIlMU OT HECAaHKIIMOHUPOBAHHOTO JOCTYIa MpH ee obpa-
6oTke ¢ ucnosanp3zoBanuem CBT

9. Konuenuus nahopMamoHHON 6€30MaCHOCTH MPENNPHUATHS, €€ eI U 3TaIlbl IOCTPOCHHUSI.

10. 3amaum, permaemple IPH aHATN3€ PUCKOB JJisi HHGOPMAIMOHHON CUCTeMbl. ba3zoBbie MeTO-
JTUKH, UCTIOJIb3YEMbIE JJIsl OLIEHKU PUCKOB.

11. Ha3nauenue W 3aja4yd NPOLEIYPHOTO YPOBHs MO oOecreueHHIo HH(OpMAIMOHHON Oe3-

ornacHOCTH. OCHOBHBIE KJIACChl MEP MPOLIEIYPHOTO YPOBHSI.

B



12.

13.

14.
15.

16.
17.
18.
19.
20.
21.
22.

23.

24,
25.
26.
217.
28.
29.
30.
31.
32.
33.

34.
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TexHomorust obecrneueHus UHPOPMAITMOHHON OE30MaCHOCTH, MEJIM M MPUHIUIIBI TOCTPOE-
HUS apXUTEKTYPbI HH(POPMAIIMOHHON 0€30MaCHOCTH.

Oco0eHHOCTH COBPEMEHHBIX MH(POPMALMOHHBIX CHUCTEM, CYIIECTBEHHbIE C TOUYKH 3PEHUS
oOecrieyeHnss HHPOPMALMOHHOM 0€30MaCHOCTH. APXUTEKTypHasi 0€301MacHOCTb.
[TporpamMMHBIe CEpBUCHI 3aLIUTHI HH(OPMALMK B UHPOPMALIMOHHBIX CHCTEMAX.

Ha3nauenue u CymHOCTb WACHTHU(HUKAIMA U ayTeHTU(HUKAIMS oJIb30BaTeneld B nHdopma-
[IMOHHOU CHUCTEME.

OcHOBHBIE MepbI 6€30MIaCHOCTH UH(OPMAIIMOHHOMN CHCTEMBI

bazoBble MeTO/1bI TApOIbHON ayTEHTU(DHUKALIH.

Mopenu pasrpaHu4eHus 10CcTyna K ”HPOPMALUU U UX KpaTKasi XapaKTepUCTHKA
JlickpenoHHast MOJIeNb pasrpaHUUYeHUs JOCTyna K MHGopMauu

MasnnaTHast MOJIeNIb Pa3rpaHUYCHHUs JOCTYNA K HH(POpMAIH

PoneBas paszrpaHuueHus JocTymna K MHPOpMaLuu

[TpoTokonmpoBanue u ayauT (aKTUBHBIA U MACCHBHBIN) HH(OOPMAIIMOHHON CHCTEMBI, X OC-
HOBHBIE LIeJIU U OCOOEHHOCTH.

bazoBeie mMeTonbl Kpunrorpaduyeckoro npeodpazoBaHusi AaHHBIX. [loTokoBoe u O10YHOE
mudpoBaHue.

[Tponeypa popmMupoBaHuUs SIEKTPOHHOM MOIITUCH.

Bunpl cereil u cereBble TOMOIOTUU.

Mogenu ISO/OSI u TCP/IP cereii

OcHoBHbIe IPOTOKOJIBI ceTelt Ethernet.

becripoBoaHble ceTH, UX OCOOEHHOCTH U OCHOBHBIE CTaHIaPThI

CyIIHOCTh MEKCETEBOTO SKPAaHUPOBAHUS U BUJIbI MEKCETEBBIX IKPAHOB.

OCHOBHBIE CEPBUCHI 3aIIUTHI B UHPOPMALMOHHO-TEIIEKOMMYHUKAITHOHHBIX CETSIX

[TonsiTHE, Ha3HAUEHUE, CTPYKTYpPa U BUJIbl BUPTYaJIbHBIX YAaCTHBIX CeTEH.

Pa6ora VPN Ha pa3znmuunbix ypoBHax mozaenu OSl|

KommnbroTepHble BUPYCHI U BPEIOHOCHBIE IPOTPAMMBI: KJIacCU(PUKALINs, METO/IbI M CPEJICTBA
OOpBOBI C HUMH.

AHTHBHpYCHBIE IPOTPAMMHBIE KOMILIEKChI, HA3HAYCHHUE U CPABHUTEIbHAS XapaKTepUCTHUKA

6. YueOHO-MeTOAMUYECKOEe M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI

6.1. CHHCOK MCTOYHUKOB M JINTEPATyPhl

Uctounuku
OcHOBHEIE

. @eodepanvuwiii 3akon o1 27 wrons 2006 r. Nel149-03 «O06 undopmanuu, WHGOPMALTMOHHBIX

TEXHOJIOTHSX U O 3ammTe uHpopmarum» (¢ u3M. u goi., nocia. ot 01.05.2019). [DnexkTpoH-
HBI pecypc|: Pexxum poctyna: http://www.consultant.ru/document/cons_ doc LAW 61798/,
CBOOOJIHBIN. — 3aril. ¢ IKpaHa.

. @eodepanvuviii 3akon ot 27 urong 2006 r. Nel52-O3 «O nepcoHalbHBIX JaHHBIX» (C U3M. U

jgom., mocia. ot 31.12.2017).  [OnexrtponHmlii  pecypc]:  Pexum  nmocryna:
http://www.consultant.ru/document/cons_doc LAW 61801/, ceoGoaHbIi. — 3ari. ¢ SKpaHa.
@edepanvruiil 3akon oT 6 ampens 2011 r. Ne63-D3 «OO r5eKTpoHHON MoANHCH» (C U3M. H
jgom., moci. ot 23.06.2016).  [OnextpoHHBIi  pecypc]:  Pexum  nmocryna:
http://www.consultant.ru/document/cons_doc LAW 112701/, ceoGoaHBIi1. — 3ari. ¢ skpaHa.

. @edepanvubiil 3akon ot 27 nexadbps 2002 r. Nel184-D3 «O TeXHUYECKOM peryJupoBaHUN» (C

u3M. upgon., mnocia. ot 28.11.2018). [Onekrtponsslii pecypc]: Pexum nocryna
http://www.consultant.ru/document/cons_doc LAW 40241/, ceo6oaHbIiA. — 3ari. ¢ SKpaHa.

JlomoTHUTEIbHBIC
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Ilocmanoenenue Ilpasumenvcmea Poccutickou @edepayuu ot 16 anpens 2012 . Ne 313 «O06
YTBEP)KJICHUH TOJIOKEHHUS O JIMLEH3UPOBAHUHU JICATEIILHOCTHU 10 pa3padoTKe, MPOU3BOICTBY,
pacnpoCcTpaHEeHUIO HIM(PPOBATbHBIX(KPUNITOTpapUUECKUX) CPEACTB, MHPOPMAIIMOHHBIX CHU-
CTEM M TEJIIEKOMMYHHKAIIHOHHBIX CHCTEM, 3alIMIIEHHBIX C UCIIOIb30BaHUEM IIN(POBATBHBIX
(kpunTorpaduuECKuX) Cpe/CTB, BHIMOJHEHUIO pabOT, OKa3aHUIO YCIyT B 00yiacTu mudpoBa-
HUS HMH(QOpMAIUK, TEXHUYECKOMY OOCIyXHMBaHUIO MH(POBaIbHBIX (Kpunrorpadude-
CKHX)CPEACTB, HMHPOPMAIIMOHHBIX CUCTEM U TEJIEKOMMYHUKALIMOHHBIX CUCTEM, 3AIIUIIEHHBIX
C HCIIOJIb30BaHUEM MHU(PPOBATBHBIX(KpUOTOrpaUUecKuX) CPEACTB (32 MCKIIOYEHUEM CIIy-
yasi, €CJIM TeXHUYECKOEe OOCITy)KHMBaHUE MHU(PPOBATBHBIX(KPUNTOrpadUUIECKUX) CPEICTB, UH-
(OpMaLIMOHHBIX CUCTEM U TEIIEKOMMYHHKAIIMOHHBIX CUCTEM, 3aLIUIIEHHBIX C UCIOIh30BAHU-
eM MHUQPPOBATBHBIX (KPUNITOrPpaQUIECKUX) CPEACTB, OCYIIECTBISACTCS IS 0OSCIICUeHHS CO0-
CTBEHHBIX HYXXJ IOPHIUYECKOTO JIMLA WIM MHIUBUIYAJIHHOTO MPEIIPUHUMATENS)». (C U3M.
u gon., mnocia. ot 18.05.2017). [DOnekrponnsiii pecypc] : Pexum gocrtyma
http://www.consultant.ru/cons/cgi/online.cgi?rnd=8BEAE327715772BF511477DA184EFFA
2&req=doc&base=LAW&nN=217125&dst=100007 &fld=134&stat=refcode%3D16876%3Bdst
1dent%3D100007%3Bindex%3D0#rn1enft0qj, cBoOoaHBIN. — 3ari. ¢ 3KpaHa.
[Tonoxxenue o pa3pabOTKe, MPOU3BOJCTBE, peATH3AlMU M JKCIUTyaTallud MUGPOBATIbHBIX
(xpunTorpadudeckux) cpencts 3ammtel HHGopmarun (ITonoxenue I[1K3-2005), ytB. [Ipuka-
3oM Jlupekropa ®Ch Poccun ot 09 despans 2005 roga Ne 66. (¢ u3M. u J0IM., TOCT. OT
12.04.2010) [DnexTpoHHbBIN pecypcl: Pexxum JlocTyna:
http://www.consultant.ru/document/cons_doc LAW 52098/, no nepabo4yum JHSM, HO MOXKHO
3aKa3a JOKYMEHT Ha 3JIEKTPOHHYIO MOUTY. — 3aril. C SKpaHa.
Jluteparypa
OcHoBHas

[ernos, A. FO. 3ammTa nndopmanuu: OCHOBBI TEOpUHU: y4eOHUK IS OakagaBpuara U Ma-

ructparypsl / A. 0. Hlernos, K. A. lllernos. — Mocksa: U3narensctBo FOpaiit, 2019. — 309

c. https://www.biblio-online.ru/bcode/433715 (nara obpamenus: 23.08.2019).

[[Tanprun B.®. KommekcHas 3anuTa nHOOpMAIUU B KOPIIOPATHUBHBIX CUCTEMax: y4eo. mo-

cobue / B.®. llansrun. — Mocksa: Ul «©POPYM»: UHDOPA-M, 2019. — 592 c. — (Briciiee

obOpazoBaHue: bakanaspwuar). — Tekcr: AJIEKTPOHHBIH. — URL:

https://new.znanium.com/catalog/product/996789

Snosckuii I'.I'. Cetu cBs3u: Yueonuk / 'ompamreiin b.C., Cokonos H.A., Snosckuii I'.I". —

CII6:bXB-IlerepOypr, 2014. — 401 c. — Pexum nocryma: http://znanium.com/catalog

/product/944261

[ernos, A. FO. 3ammTa nHopmanuu: OCHOBBI TEOpUHU: y4eOHUK N7 OakamaBpuara U Ma-

ructparypsl / A. 1O. lernos, K. A. lllernos. — Mocksa: M3narensctBo FOpaiit, 2019. — 309

c. https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715

JlononmauTenbHas
I'puwuna H. B. Opranu3zaius KOMIUIEKCHOM cucteMbl 3amuThl uHGopmanuu / H. B. I'pu-
mmmHa. - M.: ['enmuoc APB, 2007. - 254 c.: puc., Tadmn.; 20 cM. - 9k3. Ne 541-08 ¢ aBTOTp. aBT.
- buGmuorp.: c. 248-252 (45 Ha3B.).

6.2. [lepeuenb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH « MHTEpHET».

1.

2.

Ocnosvi pabomwvr ¢ Cisco Packet Tracer [OnexTpoHHbId pecypc] : Pexum poctyna :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBodoanbrif. — 3arim. ¢
JKpaHa.

Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [DnekTpoHHbI pecypc] : Pexum
noctyna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOAHBIN. — 3ariI. ¢ PKpaHa
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3. OXPAHA ru. Poccuiickoe CMU o 6e3omacHocTH. [DneKTpoHHBIN pecypce] : Pexum moctyma
> http://www.nicohrana.ru, ceo6oaHbIi. — 3ari1. ¢ 3KpaHa.

4. Sec.ru. ITopran mo Ge3omacHOCTH. [DnekTpoHHbIid pecype] : Pexxum mocryma : http://sec.ru/,
HeoOXxouMa peructpanus. — 3aril. ¢ 3KpaHa.

5. bauk gaHHbIX yrpo3 6e3onacHoctu uHGopmanuu. [daekTponnsiii pecype] / ®CTIOK Poccun,
DAY «'HUUU MIT3U ®CTIK Poccum» — Pexxum nocryna : http://sec.ru/, ceoboaubrit. —
3arii. ¢ ’KpaHa.

6.3 IIpodeccuonanbHblie 0a3bl JAHHBIX U HH(POPMAIMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k mpodeccruonanbHbM 6a3am gaHHbIx: https:/liber.rsuh.ru/ru/bases

HNHudopmannoHHbIe CLIPAaBOYHBIE CUCTEMBI:
1. KoncynbranT Iltoc
2. Tapant

7. MaTepI/IaJIbHO-TeXHI/I‘leCKOG odecneuyeHue AUCHHUIIIIMHBI

Jl1s MaTepuanbHO-TEXHUYECKOT0 00ecTieueHusl AUCIUILITMHBI HE00XOTUMO:
1) i TeKIMOHHBIX 3aHITUH — JIGKIIMOHHBIA KJIacC ¢ BUACOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJIKHO OBITh ycTaHOBIIEHO creaytomee [10:

Nen/m | Haumenosanue [10 [IpouzBoaurens Cnocob6 pacmpocTtpaHe-
HUS

1 Microsoft Office 2010 Microsoft JIMIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIIEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE

4 [Tnardpopma ZOOM ZOOM JIMIIEH3UOHHOE

2) UT TIPAKTHYECKUX 3aHATHH — KOMITBIOTEPHBIH Kiacc, 000pYyI0BaHHbIH COBPEMEHHBIMHU TIEp-
COHAJIbHBIMH KOMIIBIOTEpAMMU JIAA KaXXJ0ro CTyACHTA. Ha KOMITBIOTEPE JOJIKHBI OBITH YCTaHOB-
neHo caenyroniee [10:

Nen/m | Haumenosanue [10 [IpouzBoaurens Cnocob6 pacmpocTtpaHe-
HUs

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 10 Pro Microsoft JTUIECH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JTUTICH3NOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems CBoboiHOE

5. ITnar¢popma ZOOM Z00OM JULEH3UOHHOE

8. ObGecrieueHre  00pa3oBATEJLHOIO Mpomecca sl JUI €  OrPaHUYEHHBIMH
BO3MOKHOCTSIMM 310POBbS 1 HHBAJIN/I0B

B xoze peanuzanmu IUCIUTITNHBI HCTIONB3YIOTCS CIICYIOIUE TOTTOTHUTEIBHBIC METOIbI
00y4YeHHs, TEKYIEro KOHTPOJIS YCTIEBAeMOCTH M MIPOMEKYTOYHON aTTeCTallui 00yUJaIOIUXCs B
3aBUCUMOCTH OT UX MHAUBUIYATBHBIX OCOOCHHOCTEH:

® JJId CJICIBIX 1 C.IIa6OBI/IIL$IH_[I/IXI
— JICKOUHU O(i)OpMJ'IfIIOTC?I B BHUJC JJICKTPOHHOI'O JOKYMCHTA, JOCTYIIHOI'O C IOMOIINBKO KOM-
MbIOTCPA CO CIICHUATIM3UPOBAHHBIM MTPOTPAMMHBIM OGCCHC‘IGHI/IGM;
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— IMCbMEHHBIE 3aJlaHMsl BBINOJIHAIOTCS HAa KOMIBIOTEPE CO CHELMAIU3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CIie4eHUEM, WIM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCsl MHAMBHIyaIbHOE paBHOMEpHOE ocBeleHre He MeHee 300 Jokc;

— ISl BBIMOJIHEHUS 3aJaHUsl TNPH HEOOXOAMMOCTH TPEIOCTABISCTCS YBEIHMYMBAIOIIEEe
YCTPOMCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHNE COOCTBEHHBIX YBEINYMBAIOIIUX YCTPOMICTB;

— MUChMEHHBIE 3a/1aHUS O(OPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;

—3K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MM BBIIOJHSIOTCA B MUCBMEHHOM (opme
Ha KOMITBIOTEpE.

® Ui TIYXHX U CIa0O0CTBIIIANIHX:

— JIEKUUU OQOPMIISIOTCS. B BHJIE JIEKTPOHHOTO JOKYMEHTa, OO MPEIOCTaBIsSETCS 3BYKO-
YCUJIMBAIOILAs anmaparypa MHIMBUYaJIbHOIO IOJIb30BAHUS;

— MUChMEHHBIE 3a/IaHUS BBITIOIHAIOTCSA Ha KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 3K3aMEeH M 3a4€T MPOBOJAATCS B MUCbMEHHOH (hopMe Ha KOMIIBIOTEPE; BO3MOXKHO IIPOBEIE-
HUE B (hOpMe TeCTHPOBAHUSI.

e IS JIWL C HAPYIICHUSIMH OTIOPHO-/IBUTATEIBHOTO arapaTra:

— JIeKUUU O(OPMIISIOTCS B BUJE JIEKTPOHHOI'O JOKYMEHTA, JOCTYIHOI'O C IOMOIIBIO KOM-
IBIOTEPA CO CIIEUATN3UPOBAHHBIM IIPOTPAMMHBIM 00ECIICUCHUEM;

— IMCbMEHHBIE 3aJlaHMs BBINOJIHAIOTCS HAa KOMIIBIOTEPE CO CIELUAIU3UPOBAHHBIM IIPO-
TPaMMHBIM 00€eCTIEeYCHUEM;

—93K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hopMe MIIM BBIOJHSIOTCS B MUCBMEHHOH (opme
Ha KOMITBIOTEpE.

ITpu HEOOXOMMOCTH MpeycMaTpUBAETCs YBEINUYEHUE BPEMEHHU AJIs TIOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHHST  NPOMEXKYTOYHOM  arTecTai  JUis  OOyYaromIuxcs
YCTaHABIMBAeTCS C Y4€TOM UX MHIMBHIYaJbHBIX ICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexyTo4Hast aTTeCTAIHsI MOYKET TPOBOAUTHCS B HECKOJIBKO ITAIOB.

ITpu npoBeneHUM NPOLEAYPHl OLICHUBAHUS PE3YNbTaToOB OOY4YEHHs MpPeayCMaTpUBACTCS
UCTIOJNIb30BAaHNE TEXHUYECKUX CPEJICTB, HEOOXOAMMBIX B CBSI3W C HHIUBUAYAJIbHBIMHU
0COOEHHOCTSAMHU O00ydYaroIuxcs. DTHU CPeJICTBA MOTYT ObITh NMPEIOCTABIECHbI YHUBEPCUTETOM,
WJIA MOTYT HCITOJIb30BaThCSI COOCTBEHHBIE TEXHUYECKHE CPECTBA.

[IpoBeneHue mpoueAypbl OLIEHUBaHMUA  pE3yIbTaroB  OOydeHHUs  JIONyCKaeTcsi ¢
UCTIOJIb30BaHUEM JHCTAHIIMOHHBIX 00Pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcst 1OCTYN K MH(MOPMALMOHHBIM U OnOIMOrpauyeckuM pecypcaMm B CETH
WuTepHer ans kaxzaoro oOyuaromerocss B gopMax, aJaiTUPOBAHHBIX K OFPAaHUYEHUSAM UX 3/10-
POBbS U BOCHPUATHUS MH(OPMALIHH:

® IS CJIEIBIX U CIa0OBUIAIIUX:

— B IleyaTHOM popme yBeTMUeHHBIM HIpU(TOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

® JUIS TIYXHX M CIa0O0CITBIIIAIIHX

— B 1e4aTtHoi (opwme;

— B popMe DIIEKTPOHHOTO IOKYMEHTA.

e Ui OOYYArOIIUXCS C HAPYIICHUSIMU ONIOPHO-/IBUTATEIHHOTO arapara:
— B 1e4aTtHoi (opme;

— B popMe 2IIEKTPOHHOTO IOKYMEHTA;

— B opme ayauodaiina.

Y4eOHble ayAuTOPUH IS BCEX BUAOB KOHTAaKTHOW M CaMOCTOSITEIIHHON pabOTHI, HaydHAS
O6uOnMMoTEeKa M MHbIE MOMEIICHUS sl 0OyYeHHs] OCHAIICHBI CIIEIHabHBIM 000pYZIOBaHHEM U
y4EOHBIMH MECTaMU C TEXHUYECKMMHU CPEACTBAMU O0Y4EHUS:

® JUIs CJICIBIX U CIa0OBUIAIINX:

— YCTPOMCTBOM AJis cKaHUpoBaHus U ureHus ¢ kamepoir SARA CE;

— muctuieem bpaitiss PAC Mate 20;

— npuHtepoM bpaiins EmBraille ViewPlus;
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® Ui TIYXHX U CIa0O0CTBIIIANTHX:
— aBTOMATHU3MPOBAHHBIM Pab0OYMM MECTOM JUIA JIOJICH C HapyIIEHHEeM CliyXa U Ci1a0oCbl-
HIalUX;
— aKyCTUYECKUN YCUIIUTEIb U KOJIOHKU;
e U 00yYaroIMXCsl C HApYLIEHUSIMU OIIOPHO-/IBUTaTENILHOTO anapara:
— MepeBUKHBIMU, PErYIMPYEMBbIMU 3proHoMudeckumu naptamu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM IIPOrPAMMHBIM 00eCIICUeHHEM.

9. MeToauyeckue MaTepuaIbl

9.1. Ill1aHbl NPAKTHYECKHUX 3aHATHI — TpoBepKa chopmMupoBaHHOCTH KomnereHiuii — [1K-8

Ilpakmuueckoe 3anamue 1 (4 u) Pazeopauusanue cemu npeonpusmus

3anaHus:

1. B cumymnstope Cisco Packet Tracer co3nath ceTh opranusanuu u eé Gpuinana.

2. HacTpouTh ceTeBbIc U OKOHEUHBIC YCTPOMCTBA.

3. CocTaBuTh OTYET O MPAKTUUYECKOM paboTe

VYka3zaHus 10 BBINOJHEHUIO 3aJaHUMN:

1. IlpenonaBarens BBIIAET KAXKIOMY CTYIEHTY aJpecHoe mpoctpanctBo IP-anpecos u tpeGosa-
HUSA K TIOJIpa3IelICHUSIM OpraHU3aIlH 110 CTPYKTYPE U KOJTMYECTBY OKOHEUHBIX y3JIOB B KaX-
JIOM OTJIeTIe.

2. CryneHTaM 3amperaeTcs NCIOoIb30BaTh HE CBOE aJIPECHOE MPOCTPAHCTBO. 32 3TO CHUKACTCSI
OIICHKA.

3. OTBeTUTH Ha TEOPETUICCKUE BOIIPOCHI B KOHIIEC MMPAKTUICCKOTO 3aHATHS

Ilpakmuueckoe 3anamue 2 (4 u) Pazepanuuenue 0ocmyna é ce2meHmax cemu

3ananus:

1. B cumynsatope Cisco Packet Tracer B co3qaHHO#M ceTH IPEANPHUSITHS TPOU3BECTH C MIOMOIIIBIO
texHosorun VLAN pa3buenue ceT Ha CErMEHTBI.

2. CocTaBUTH OTYET O MPAKTUIECKOU paboTe

VYkazaHus 10 BHIMOJIHEHUIO 33JaHUMN:

1. PaGoTath CTpOro B CBOEM apECHOM MPOCTPAHCTBE.

2. CtyzaeHTaM 3arnpelaeTcs UCIOoIb30BaTh HE CBOE aJpeCHOE MPOCTPAHCTBO. 32 3TO CHUKAETCS
OIICHKA.

3. OTBeTUTH Ha TEOPETUYECKUE BOIIPOCHI B KOHIIE MPAKTUYECKOTO 3aHATUS

Ilpakmuueckoe 3anamue 3 (6 u) Hacmpoiika cnuckoe KOHmMpo.Jis 00cmyna

Samanus:

1. Ha mapuipytusatopax BHYTPEHHEW CETH OpraHHM3alliy W (urania HaCTPOUTH CIIHUCKH KOH-
TPOJIS IOCTYIA TI0 33JaHHBIM IIperoaBaTesieM TPeOOBaHHSIM.

2. CocTaBUTH OTUET O MPAKTHUECKON padoTe.

VYkazaHus 10 BBITIOJIHEHUIO 33JITaHUI:

1. IlpenonaBarenb BBIIAET KAXKIOMY CTYJEHTY AaHHBIE O TOM, KaKyl0 HH()OPMALIUIO CIEAYEeT
3a0JI0KMPOBATh, a KAKYIO pa3pelinTh A1 KaKI0To OT/Ie]a OpraHu3aluy U Quinania.

2. PabGortatp cTpOro B CBOEM aJ[peCHOM MPOCTPAHCTBE.

3. CryneHTaM 3amperiaeTcst UCIoIb30BaTh HE CBOE aIpeCHOE MPOCTPAHCTBO. 32 3TO CHUXKAETCS
OIICHKA.

4. OTBETUTH Ha TEOPETUYECKUE BOIIPOCHI B KOHIIE TPAKTUYECKOIO 3aHATHS

Ilpakmuueckoe 3anamue 4 (8 u) Mexccemesoe IKpanuposanue

Samanus:

1. IIpoBecTn MexcCeTeBOE KPAaHUPOBAHMS C MCIOIB30BAHMEM MAapIIPYTHU3aTOPOB CETH MpE-
MIPUSTHSL.
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2. JIoGaBuTh K ceTH MpeanpuaTus u (unmnaga mexcereBbie dkpaHbl CiSCO ASA U BBINOIHUTH
IKpaHHpOBaHHE ceTeil ¢ yuéTom orpanndeHwuii smensun Cisco Packet Tracer mis Cisco ASA

3. CocTtaBuTh OTYET O MPAKTUYECKOI padoTe.

Yka3zaHus 10 BBINOJHEHUIO 3aJaHUN:

5. PaboraTh cTporo B cBOEM aipeCHOM MPOCTPAHCTBE.

1. CrynenTam 3ampemnaercs UCIOIb30BaTh HE CBOE aAPECHOE MPOCTPAHCTBO. 3a 3TO CHIUXKACTCS
OIICHKA.

2. OTBETUTH HAa TEOPETUYECKUE BOIIPOCH! B KOHIIE IPAKTUUYECKOTO 3aHATHUS

Ilpakmuueckoe 3anamue 5 (6 u) Cozoanue VPN-kanana

3amanus:

1. Co3naTh 3amUIIEHHBINA TYHHEIb MEXKy OpraHu3anueit 1 Guimaiom.

2. CocraBUTb OTUET O MPAKTHUECKOM padorTe.

VYka3aHus 10 BBINOJHEHUIO 3aJaHUM:

1. PaboTaTh cTpOro B CBOEM aJIpeCHOM IMPOCTPAHCTBE.

2. CryneHTaM 3alpenaeTcs NCIOIb30BaTh HE CBOE aIPECHOE MPOCTPAHCTBO. 32 3TO CHUKACTCS
OIICHKA.

3. OTBeTUTH HA TEOPETUYECKHUE BOMIPOCH B KOHIIE MTPAKTUYECKOTO 3aHATHS

ITo pe3ynpTaTamM MPaKTUYECKOTO 3aHATHS 00ydaroIuecs COCTABISIOT OTUET, CTPYKTypa KOTOPO-
ro mpezacrasieHa Hwke. OTU€T cocTaBisieTcss B JIEKTPOHHOU (opMme ¢ UcHojib3oBaHueM MS
Office 2007 u BbIIIe U TIepenaéTcs MPEoIaBaTeIo MOCPEICTBOM OTOBOPEHHON (OPMBI CBSI3H.
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[Ipunoxxenuel.AHoTarus AUCHUILIMHBI
AHHOTALIUSA JUCHUITJINHBI

Llenb QUCHMIUIMHBL: TIOATOTOBUTH BBITYCKHUKA, YMEIOLIETO pa3padaThiBaTh CHCTEMY IO oOecrie-
YEeHHI0 0Ee30I1aCHOCTH MH(MOPMALMOHHBIX PECYPCOB, KaK Ul aBTOHOMHBIX, TaK U pacHpeenéH-
HBIX BBIYHCIIUTENBHBIX CUCTEM OPraHU3alUi TyMaHUTapHOU CQephl.

3ajauu: MOJydYeHUE CUCTEMATH3UPOBAHHBIX 3HAHMH O COBPEMEHHBIX KOHIEMLUAX, METOAaX U
TEXHOJIOTUSX o0ecreyeHnss MHPOPMALMOHHOW 0e30MacHOCTH B MH(OPMALMOHHBIX CHUCTEMax
pa3IMYHOI0 HA3HAYEHUs; U3YYEHUE TEOPETHYECKUX OCHOB MH(POPMALMOHHOM O€30macHOCTH;
¢dopMHpoBaHHE YMEHHUH HCIOJIbH30BATH OCHOBHBIC IOCTIDKEHHS B 00JacTH WMH(GOPMAIMOHHON
0€30I1aCHOCTH IIPU pealin3aluy CBOeH NMpoQecCuoHanbHOM NesITeIbHOCTH; BIaJCHUE HaBbIKAMU
obecrieyeHns 3amIUThl HHGOPMAIMK B WH(POPMALMOHHBIX CHCTEMaxX pPa3IMYHOTO HA3HAYCHUS;
pa3sBUTHE AHAJIUTUYECKOTO MBILIUICHUS, YMEHHUs CTPOro M3jaraTb CBOM MBICIH, Pa3BUTHE CIO-
coOHocTel K 00001IeHNI0 ¥ aHanu3y WH(GOPMAIIUH, IIOCTAHOBKE IIEJICH U BBIOOPY IyTeH ee JIo-
CTHIKEHHUSL..

B pe3ynbrare ocBOE€HUS AUCHUIIIIMHBI 00y4arOLIUNCS JOKEH:

3Hath: crnocoObl opranuzanuun UT-undpacTpyKTypbl U 3aMThl HHGOPMALIUK, METOJBI U MPHE-
MBI yIIpaBiieHHsI HUH()OPMAIIMOHHOH 0€301MacCHOCTHIO OPTaHU3aIMi T'YMaHUTAPHOH chepbl

VYMmetb: oprauuzoBats UT-uHdpacTpykTypy NpeanpusTus ryMaHUTapHOU c(epbl U 3alIUThl UH-
¢dopMaruu, B TOM 4KCiIe HIUPKYJIUPYIOLIEH MO KaHajJaM CBSI3U.

Brnaners: HaBbikamMu opranuzauuu UT-uHdpacTpykTypsl NpeAnpusaTUs TyMaHUTapHOU cdepsl u
yIrpaBieHus] WHPOPMAIMOHHON 0€30MacHOCThIO, HAaBBIKAMH 3aIIUTHl MH(OPMAIMH, LUPKYIH-
pyrouiel B ”HPOPMALIMOHHOM cUCTeMe MPEeATIPUATHS.



