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1. HosscHUTEIBLHASA 3AIIHCKA

1.1. Lenp u 3aga4yu JUCHUTLINHBI

L{enp AMCIUIUIMHBL: Pa3BUTh y CIyIIATEICH MOAX0/ K PEIICHUI0 TEXHUYECKUX 3a]1a4
MPOrPaMMHO-AIAPATHOHN 3aIUTHl HHPOPMAIIHH.

3amaun: W3y4eHUE OCHOB MOCTPOCHHS MOJCUCTEM MH(POPMAIMOHHON 0€30MacHOCTH, OCBOCHUE
MPHUHIIMIIOB  WCIOJB30BAHMS MPOTPAMMHO-ANIAPATHRIX CPEACTB 3alIUThl  WH(GOpPMAIIUH,
BBIPaOOTKA YMEHU MPOBEACHUS OIICHKU 3aIMIIEHHOCTH HH()OPMAITMOHHBIX CUCTEM.

1.2. ®opMupyeMble KOMIIETEHIIUH, COOTHECEHHBIE C TNIAHUPYEMBIMH PE3yJIbTaTaMU 00yUYeHHS
10 TUCIUILINHE!

KoMmnerenuus HNuauxaropsl PesyabTaThl 00yyeHus
(Kol ¥ HAMEHOBaHUE) KOMIIeTeHIHit
(Kol ¥ HAUMEHOBAHUE)

YK-2 YK-2.1 VYMmers:

CrocoGeH onpenemnsTs Kpyr AHanusupyeT UMeroIuecs aHAJIM3UPOBATh OrPAHUYECHUS
3ajjay B paMKax pecypchl U OrpaHUYEHMUS, BBIYMCIUTEIbHBIX PECYPCOB,
IIOCTaBJICHHOW LIEJIN U OLICHUBAET U BbIOMpaeT BbIOMpaTh ONTUMAJIbHBIN
BbIOMPATh ONTHMAaJIbHbIE ONITUMAJIbHBIE CTIOCOObI Ha0Op MPOrpaMMHO-
CIOCOOBI UX PEILEHUs, UCXO0/ | PEILIEHUs IOCTABICHHBIX annapatHeix [TAC3U1

U3 JIEUCTBYIOILIUX ITPABOBBIX 3a1a4
HOPM, UMEIOLIUXCSL PECYPCOB
1 OTpaHUYECHU

YK-2.2 Brnaners:

CriocobeH ucnonb30BaTh HaBBIKaMU HCIIOJIb30BaHU
3HaHUSA O BAXKHEUIIINX ITOJIOKEHUIN CTaHAApTOB IPU
HOpMax, UHCTUTYTax U pa3paboTke, HacTpoiike u
OTpAacIIsIX IEUCTBYIOLIETO skcrutyataruu [TAC3U

POCCHICKOrO Mpasa JJIst
ompeJesIeHus Kpyra 3a/1a4 u
OITUMAJBHBIX CLIOCO00B UX

pereHwst
OIIK-10 OIIK-10.1 3HaTh: apXUTEKTYPY MOJCUCTEM
CriocobeH B KauecTBe 3HaeT NporpaMMHO- 0€301acHOCTH, CMBICIT 6a30BbIX
TEXHUYECKOTO CIICIIUAITNCTA afraparHble Cpe/CTBa MOHATHUH, TAKUX KaK
NPUHUMATh yyacTue B 3alIUThl UH(OpPMAIUU B UACHTUDUKALMS 1
(OpMHPOBAHUY TTOUTUKU THUTIOBBIX OIEPAITMOHHBIX ayTeHTU(UKaIus,
UH(POPMALIMOHHOM cucTeMax, cucremMax pasrpaHMuYeHHe AOCTyNa U T.11.;
0e30MmacHOCTH, yIpaBieHus1 OazaMu MIPOTOKOJIBI JIOKAJTLHON 1
OpraHU30BBIBATH U JAHHBIX, KOMITBIOTEPHBIX CEeTeBOI ayTeHTU(UKALIUH
MOJIICP’)KUBATh BHITIOJTHEHNE | CETAX
KOMIUIEKCa Mep 1O OIIK-10.2 YMeTh: 0CyLIECTBIATh
00€CIeYeHNIO YMmeer KOHPUTYypHpPOBATH HACTPOUKY MOJIMTUKU YUEHBIX
MH()OPMAIMOHHOM nporpaMMHO-anIapaTHbIC 3aIACeH, BBIITOJIHATD
0€30IaCHOCTH, YIIPaBIIATh CpeZACTBa 3aIIUTHI aJIMUHUCTPUPOBAHNE YUETHBIX
IPOIIECCOM UX peau3alMK Ha | wH(OPMAIIUH B 3aIMCcel MoJab30BaTeNel Ha
00BEKTE 3alTUTHI COOTBETCTBUH C 337aHHbIMU | TaTGopmax Windows u Linux,

MOJTUTHKAMU 0€30TTaCHOCTH | UIAECHTU(UIIMPOBATH CcladbIe
MECTa U ySI3BUMOCTHU




MOJICCTEMBI UICHTH(QHKAIINN 1
ayTeHTU(UKALUY;
pa3pabaTbIBaTh MaTPUILY
pasrpaHuyYeHHS JJOCTYIIA,
peaTr30BBIBATH TUCKPEIIMOHHOEC
pasrpaHMyYeHHE JOCTYIa K
o0bekTaM (alIoBOM CHCTEMBI U
CHCTEMHOTO peecTpa.

OIlK-10.3
Brageer npuHIunamu
(hopMUPOBaHHUS TOJIUTUKH

Bnaners. HaBBIKaMU
aJIMUHHCTPUPOBAHUS TIOJICUCTEM
0e30macHOCTH, HACTPOHKHU

MH(POPMAIIMOHHOM CUCTEMBI, TIOJIUTUK

0e30macHOCTH 00BEKTa 0€301acHOCTH, YIPaBICHHS

uHpOpMaTH3ALUN YUETHBIMH 3aIUCMHU.
OIIK-12 OIlK-12.1 3HaTh: IMHEHKY IPOrPAMMHO-

Crioco0eH TpoBOIUTH
MOJITOTOBKY MCXOJTHBIX
JAHHBIX JIJIS1 IPOCKTUPOBAHHSI
MIOJICHCTEM, CPEJICTB
o0ecIeyYeHH 3aIUThI
uH(GOPMALIUU U JIJIS TEXHUKO-
SKOHOMHYECKOTO
000CHOBaHMS
COOTBETCTBYIOIIHX
NPOCKTHBIX PEIICHUIN

3HaeT NPUHLIMIIBI
(bopMHUPOBaHUS TTOTUTUKH
MH(POPMAIIMOHHOM
0€30MMacHOCTH B
WH(POPMAIIMOHHBIX
CHCTEMax; OCHOBHBIC ATAITbI
mporiecca MpPOeKTUPOBAHUS
1 o01mue TpeOoBaHUS K
COJZIEPKAHUIO TIPOCKTA

anmnapaTHbIX CPEJCTB 3aIUThI
uHpOpMaLUY; TOAXObI K
TECTUPOBAHUIO IIPOIPAMMHO-
annapaTHbIX CPE/ICTB 3aILUTHI
uH(popManuu

Brnaners HaBbIkamMu
IIPOEKTUPOBAHMSI, HACTPONKHU U
HKCIUTyaTal[M1 CPEJCTB 3aLUThI
MH(pOpPMaLIUU C Y4ETOM TEXHUKO-
HSKOHOMMYECKHUX ITOKA3aTEIEH.

OIlK-12.2

YMeer onpenensirsb
HMH(OPMALIMOHHYIO
UHPPACTPYKTYPY U
nH(}OPMaLIMOHHBIE PECYPCHI
OpraHu3aIMH, TOUIeKALIIX
3alIUTe; aHATU3UPOBATh
MoKa3aTeIn KauyecTBa U
KPUTEPHUH OIICHKH CHUCTEM H
OTJENbHBIX METOJIOB U
CPEZACTB 3alUTHI
uHpopMau

YMeTh: 0CyIIeCTBIATH BEIOOD
IIPOrpaMMHO-aIIapaTHBIX
CPEJICTB 3alIUThl THPOPMAIUU
aJIEKBaTHBIX PEIIAEMBIM
3aJ1a4aM; COCTABIIATh METOJIUKU
WCIIBITAHNUMN CPEJCTB 3aIUThI
MH(pOpPMaLKU; TTOJIXO/IbI IO
OLICHKE MOKa3aTelel KauecTBa,
KpUTEPUHU OLIEHKH NPOTrPaMMHO-
anmnapaTHBIX CPEJCTB 3aIUThI
uH(popManun

OIlK-12.3

Bnaneer HaBbIKamMu 10
pa3paboTKe OCHOBHBIX
MoKa3aTesei TeXHUKO-
IKOHOMHYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PEIICHUN

Bmagets HaBpIKaMH
MPOEKTUPOBAHUS, HACTPOUKH U
AKCIUTyaTaIlMd CPEJICTB 3aIUTHI
nH(OpPMAIIUU C YIETOM TEeXHUKO-
DKOHOMHYECKHUX MOKa3aTeliei.

1.3. MecTo JUCHMIUIMHBI B CTPYKTYpe 00pa30BaTEIbHOM MPOrpaMMbl




«IIporpamMmMHO-ammapaTHsle

cpencTBa

3alMThl  MHQOPMALUU»  OTHOCHTCSA K

00s13aTeIbHOM YacTH 0JI0Ka MTUCIMIUIMH YIeOHOTO TIJIaHa.
Jlis  OCBOCHUS IUCHMILIUHBI HEOOXOMUMBI KOMIETCHIMH, (OPMHUpPYEMBIE B XOJIE
W3y4YeHUs TUCHUILIMH: "be3omacHocTh omepamuoHHBIX cucteM”, "3ammTa wHGOpPMAIUU OT

BPEIOHOCHOTO IPOTPaMMHOT0 oOecrieueHus "

B pesynbprare ocBOEHHS TUCHUILTHHBI (POPMHUPYIOTCS KOMIETECHINU, HEOOXOIMMBIE IS
U3yYeHHs cheayromux auciumine: "OneHka 0e30macHOCTH MPOTPaMMHOTO  OOecreueHust

ABTOMATHU3HPOBAHHBIX

2. CTpyKTypa IMCUMILIUHBI

cucrem",
ABTOMATHU3UPOBAHHBIX CUCTEM".

"Be3omacHOCTE

IIporpaMmMHOro obOecrieyeHus

OO0mias TpyA0eMKOCTh JUCIIMIUIMHBI COCTABIISIET 5 3aueTHbIX enuuuil, 180 yacos

CTpyKkTypa IMCUMILIMHBI 1JIA 04HOI opMbI 00yUeHMsI

O0beM TUCIUIUIMHBI B (pOpME KOHTAKTHOW PabOThI OOYYAFOIIMXCS C TEIarOruYeCKHUMHU
paboTHUKaMU W (WJIM) JTUIAMH, TPUBIEKaEMbIMH K peai3aiiu 00pa30BaTeIbHONW MPOTrpamMMbl
Ha WHBIX YCJIOBUSIX, TIPU MPOBEICHUN YICOHBIX 3aHATHMN:

Cemectp | Tun yueOHBIX 3aHATHI KommuecTBo
4acoB
5 Jlexun 24
5 JlaboparopHbie pabOTHI 36
6 Jlexun 16
6 JlaboparopHbie pabOTHI 24
Bcero: 100

O0beM TUCHUIIMHBL B (pOpMe caMOCTOATENbHON paboThl o0yyaronmxces coctabiser 80

aKaICMUYCCKUX YacCOB.

3. Coaep:xkanue JUCHUNINHBI

S cemecTp
Ne HaunmenoBanue pasaena | Coaepxanue
AU CHUTIIMHBI
1 Oomue mnpeacraBiaenuss o | O0miee NOHATHE IPOrPAMMHO-ANIAPATHBIX CPEICTB
NPOrpaMMHO-aNNAPATHBIX 3ammThl  MH(popManuu.  Tumsl  IpOrpaMMHO-
cpeacTBax 3aIIMTHI | aNapaTHBIX  CPEACTB  3alIMTHl  MH(QOpPMAaIIUHU.
uHpopmanuu Cpenctpa Kpunrorpaduueckoi 3aIUTHI
uHpopmauuu. ['eHepaTopbl  MCEBIOCTYYalHBIX
yycell. ANnapaTHble MOYJIN IOBEPEHHOM 3arpy3KH.
CpenctBa  KOHTpOJII ~ BHEIIHUX  HOCHUTEINEH.
MesxceTeBoe SKpaHHUPOBAHUE.
2 CpencrBa uaentudpuxanun u | [loHsatus wuaeHtudukanuu # ayTeHTHQHUKALUU.
ayTeHTH(UKAILUH JlokanbHas ayrteHTu(uKkanus. CBoicTBa  XdII-
¢bynkimii. Anroputv NTLM. Konuenus Pluggable
Authentication  Module.  CereBoii  mpoTokou
ayrentudukaiun Kerberos. Ataku Ha momcucremy
ayTeHTU(UKALINH.
3 Pasrpanunyenue gocryna JluckpenmoHHOE W MAaHJATHOE pa3rpaHudYeHUE
noctyna. CyOBekTsl M OOBEKTHI  JOCTYIIA.
Crpyktypsl ¢aiinoBeix cucreM NTFS wu  UFS,
MetaganHble. CIIUCKH KOHTPOJISL JOCTyma. Security
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Reference Monitor, aBropu3zarusi.

Perucrpanusi codbITHIl
0€e30MacHOCTH

Perucrpanust cobbituii 6ezonmacHoctu. Kareropuwm
perucTpupyeMsIx cOObITHH. Perucrpamus moctyn K
o0bekTaM  (haillloBOW  CHUCTEMBIL.  YTIpaBJICHUE
PETHCTPAIIOHHBIMHU JKypHAJIAMHU.

KonTpoasb nesocTHocTH

[Iponienypa KOHTPOJISL LETOCTHOCTH. AJITOPUTMBI
pacuera kouTposbHbEIX cyMM (CRC, MD5, SHA-1).
CpencTBa rapaHTHITHOTO yIaleHHs] HH)OPMAIIHH.

6 ceMecT

Ne

HaumenoBanue paszaena
AUCHHUILIMHBI

Conepxanue

IIpeamer u 3aja4u
MPOrpaMMHO-ANINAPATHOMN
3alUThI HH(POPMALMU

[Ipenmer 3amutel. CBoiicTBa uHpOpMammu u e
neHHocTh. OOBEeKT 3amuThl HHpOpManu. Bums
uHpopMaluu. YTedka WHPOPMAIUU U €€ BHIBIL.
CereBoe u MexcereBoe BzaumosencTaue. [lonmutuka
0€30MaCHOCTH.

BpenoHocHble mporpamMmsl U
yla/1éHHbIe ceTeBble aTaKu

BpenonocHsle IporpaMmsl.
Komnbrotepusle  Bupycbl.  TposiHCKHE — KOHH.
CereBble uepBu. IloraliHble XOAbBI U PYTKHUTHL.
BPEOHOCHbIE ~ TPOTrpaMMbl  JJs  MOOMJIBHBIX
ycrpoiictB. Ilpoune BpenoHOCHBIE MPOrpPAMMBI.
HaumenoBanue BUPYCOB. DeMeHThI
3allMUTBl  OT  BPEAOHOCHOTO  IPOrpPaMMHOIO
obecneuenus. Texnonorus Black u Whitelisting.
VY nanénueie ceTEBBIC aTaKU.
CereBble ataku. OOOOLIEHHBIN ClIEHapUil aTaku.
ATaku «oTKa3 B OOCIy)KMBaHUU». ATaku Ha
nporokonsl [P, ICMP, UDP, TCP. I'enepatopsl
aTak. Ataka K. MurtHuka. Knaccudukammm
yJIQJIEHHBIX aTaK.

Me:xceTeBble IKPaAHBbI

PasButne TEXHOJIOTHN MEKCETEBOTO
JKPaHUPOBAHUA. dunpTpanys ITaKETOB.
MexcereBble  JKpaHbBl ~ YPOBHS  COEAMHEHUS.
MexcereBble  JKpaHbl — NPUKIAJHOIO  YPOBHS.
MexcereBble JKpaHbI c JUHAMHAYECKON
¢unpTpanueil makeroB. MexceTeBble  IKpaHbI
WHCIIEKIIUN COCTOSIHUM. MexcereBble  3KpaHbI
ypoBHs sapa. [lepcoHanbHBIE MEKCETEBBIE DKPAHBI.
Pacnpenenénnsie MEKCETEBBIE JKpaHBbI.
MesxceteBble dKkpaHbl Web-npuiokenuit. Hosoe
IIOKOJIEHUE  MEXKCETEBBIX  DKPaHOB. O6xo0x
MEKCETEBbIX JKpaHOB. [locTeneHHbI MOAXOX.
TynnenupoBanue. TpebGoBanus ©  moOKazaTelu
3aIUIIEHHOCTH MEXKCETEBBIX JKPaHOB.
TecTupoBaHMe MeEXKCETEBBIX HKpaHOB. [Ipumepsl
MEKCETEBBIX YKPAHOB.

BupTtyajbHble YaCTHbIE CETH

Bupryanuzanus v o0nayHble  TEXHOJOTHH.
TynnenupoBanue. IIporokonsr VPN kananbHOTO
YPOBHSI. [IpoToxkon IPSec. Accornuanust
obecrieyenuss  6e3onmacHOCTH. TyHHENbHBIA U




TPAHCHIOPTHBIA  pexuMbl  mnpoTokona  IPSec.
[IpoTokon oOmeHa uHTEpHET-KItO4aMu. [IpoTokon
ayreHTu(UKanuu 3arojoska. [Ipotokon 6ezonacHon
UHKAICYJIALIMKA  COAEpKUMoOro nmnakera. IIpumep
npumenenus  nporokonga IKE.  CoBmectHOe
ucrnonb3zoBanue npotokojaoB ESP u AH. OcnoBHbie
TUMBl 3aIUIIEHHBIX CBA3ed. [Iportokosnsr VPN
TpaHcnopTHoro ypoBHs. Lludpossie ceptudurarsi.
[Ipumepsl  oTedecTBeHHOro moctpoeHus VPN.
Kpunrouutrossr. Uadpactpykrypa PKI

Cucrembl 00HApYKeHUS U
NpeI0TBPALLICHHS] BTOPKEeHU I

Mopenu cuctem oOHapy)eHus BTopkeHui. Mojenb
H. Heunumnr. Mogens CIDF. Knaccudukarus
chCcTeM OOHapyXeHusi BTop)keHui. OOHapykeHue
curHatyp. Cucrema oOHapyXeHHS BTOP)KEHUH
Snort.  Jlekogep  maketoB.  [Ipemporneccopst.
[Ipemnpoueccopsl cOopku makeroB. IIpenpoueccops
HOpMalM3anuu  IpoTokonoB.  [Ipenponeccopsr
OoOHapy KeHHs aHOMAaJIMiA. IIpoueccop
oOHapyxeHus. Moxaynu BwiBoga. [IpaBuma Snort.
[Ipumepsr  mpaBuin.  OOHapyXeHHE  AHOMAJMIA.
Metonpt Data  Mining. MeToasl  TEXHOJIOTHH
MOOWJIBHBIX ~ areHToB.  MeToapl  MOCTPOEHUS
UMMYHHBIX cucteM. llpuMeHeHue TreHeTH4YecKux
anroputMoB. [IpuMeHeHHE HEMPOHHBIX CETEH.
S3blkm  ommcanus  arak.  [lpyrue = MeTonsl
oOHapykeHHst BTOpxkeHMH. CucTeMbl aHalu3a
3amumEHHOCTH. CHUCTEMBl aHalIM3a IEJIOCTHOCTH.
BcenomorarenbHble CpeacTBa OOHapyKeHHUs.
MeTtonbl 00x0/1a cucTeM OOHApYKEHHsI BTOP>KEHUH.
Metoabl 00xoJa CETEBBIX CHCTEM OOHapYXEeHHUs
BTOp>KeHUH. MeToasl 00X0/1a XOCTOBBIX CHUCTEM
oOHapy>KeHHsI BTOp)KeHUH. J[MHaMHUecKue MEeTObI
o0xonma. TectupoBaHue cucTeM OOHApyKEHUs
BTOpkEHUI. TecTupoBaHNE KOMMEPUECKHUX CUCTEM.
TectupoBaHue HccaeI0BaTENbCKUX MPOTOTHUIIOB.
Metoabl  ¢GopMHpOBaHHS  TECTOBBIX  HaOOpOB.
Marpuna HECOOTBETCTBHUI. Cucremsl
IIPEYNPEXKICHUS BTOPKEHUI

4. O0pa3oBaTe/ibHbIEC TEXHOJIOTUH

S cemecTp
Ne |HaummeHoBaHme .
Buabl yueOHnbIx 3ansaTuii  (O0pa3oBaTesbHbIC TEXHOJIOTHH
n/n (pa3geJa
1 |2 3 4
1. |OO6mme Jlexmums 1.1 TpaaunuoHHas ¢ UCHIOIb30BAHUEM
MPEICTABICHUS O Jlexknusa 1.2 Mpe3eHTalNI
IIPOrpaMMHO- TectupoBanue
anmnapaTHbIX
cpeactBax 3amuThl  |CamocrostenbHas pabora |M3yueHune maTepuanoB JeKIHiA




nHpopmaruu
2 |CpenctBa Jlexnus 2.1 TpanuuvoHHAs ¢ UCIIOIB30BAHUEM
UIeHTU(UKAITIY U Jlexknusa 2.2 Mpe3eHTali
ayTeHTU(UKAIUU Jlexuus 2.3 TectupoBanue
JlaboparopHas pabdota 1.
Beinonnenue 3aganus
CamocrosiTenbHas padbora
N3ydenue MarepuasioB JICKIHIA
3 |Pasrpannuenue Jlexuus 3.1 TpanuuMOHHAs C UCIIOIB30BAHUEM
JIOCTyna Jleknusa 3.2 Mpe3eHTalni
3.1. MuckpeunonHoe |Jlexkuwms 3.3 TectupoBanue
paszrpaHu4eHue
JOCTyTa JlaboparopHas pabota 2.
3.2. IlontHOMO4YHOE Brinonnenue 3aganus
pasrpaHuyeHue CamocrosiTenbHas padboTa
JIOCTyTIa N3yuenue maTtepuaioB JeKIUiI
4  |Perucrpanus Jlexuus 4.1 TpanuuMOHHAs C UCTIOIB30BAHUEM
cOOBITHI Jlexuus 4.2 IIPE3EeHTalNN
0e30MacHOCTH Jlexuus 4.3 TectupoBanue
JlaGopaTopHas pabora 3.
Brimmonnenue 3amanus
CamocrosiTenbHas paboTa
N3ydenune MarepuasioB JICKIHIA
5 |Kontpons Jlexus 5.1 TpaauuuoHHas ¢ UCIIOIB30BAHUEM
L[EJIOCTHOCTH Jlexuus 5.2 IIPE3EeHTalNN
Jlexuus 5.3 TectupoBanue
JlaGopatopHas pabora 4.
Brimmonnenue 3amanus
CamocrosrenbHas pabora
N3ydenue MareprasioB JICKIHIA
6 cemecTp
Ne HaummeHoBaHue .
Buabl yueOHnbIx 3ansaTuii  (O0pa3oBaTeJbHbIC TEXHOJIOTHH
n/n (pasaesna
1 |2 3 4
1. Jlexnug 1 TpaguunoHHas JEKIUSA C
[Ipenmer wu 3amauu WCIIOJIb30BAaHUEM MTPE3CHTALUIA
IPOrpaMMHO- TectupoBanue
anmapartHoil 3ammThl|CamocTosTeNnbHas paboTa
uHpopMaun ITonroroBka K 3aHATHSIM C
ncrnonb3zoBaHneM ObC
2 Vnanéuunie cereBble |Jlekmus 2 TpaguunoHHas JEKIMS C
aTaku MCII0JIb30BaHNEM NIPE3EHTALNN
TectupoBanue
JlaGoparopHas paborta 1.
3aHATHS C UCIIOJIB30BAHNUEM
cnenuanusuposadsoro 10




CamocrosiTenpHas padbora

IloaroroBka K 3aHATUIM C
ucnois3zosanueM ObC

3 |MexcereBble IKPaHBI
¥ anmaparHbie
Kpunrorpaduyeckue
IITIO3BI

Jlexnug 3.1.
Jleknusa 3.2.

JlaGopaTopHas pabora 2.

CamocrosiTenbHas padora

TpanuuyOHHAs JIEKIMS C
MCII0JIb30BaHUEM IIPE3CHTALUN
TectupoBanue

3aHATHUS C UCTIOJIH30BAHUEM
crnenuanuzupoanHoro 10 u
obopymoBaHus

[ToaroroBka K 3aHATHSIM C
ucnosb3zoBanuem JbC

4 |Buptyanuzanus u
WNEEEISE
TEXHOJIOTHH.
BupryansHsie
YaCTHBIE CETU

Jlexkuus 4.1
Jlexnusg 4.2

JlaboparopHas pabdoTa 3.

CamocrosTenbHas pa60Ta

TpanuuroHHAas TEKIMS C
KCIIOJIb30BAaHUEM ITPE3CHTALAN
TectupoBanue

3aHATHS ¢ UCHOJIL30BaHUEM
crienuanuzupoBanHoro [10 u
o0opynoBaHus

ITonroroBka K 3aHIATHSIM

5 |Cucremsl
OOHapyX eHUs U
HPEJOTBPALLICHUS
BTOPKCHUIN

Jleknusa 5.1.
Jlexmus 5.2.

JlaboparopHas paboTa 4.

CaMocTrosTenbHas pa60Ta

TpanuuroHHAs JTEKLMS C
HCIIOJIb30BAaHUEM IIPE3CHTALIUI
TectupoBanue

3aHATHUSA C UCIIOJIB30BAHUEM
crienuanuzupoBanHoro [10 u
o0opynoBaHus

[ToaroroBka K 3aHATHSIM C

ucnois3oBanueM ObC

5. OueHka nIaHUpyeMbIX pe3yJIbTATOB 00y4YeHus:

5.1. Cucrema OLleHUBaHUA

S cemecTp
dDopma KOHTPOJS Makc. KoJIM4ecTBO 0aJ1J10B
3a ogny padorty Bcero
Texkymuit KOHTpoIb (5 cemecTp):
— mecmuposanue (memot 1-5) 4 banna 20 bannos
— nabopamopuvie pabomul (memvi 2-3) 10 6annos 20 6annos
— nabopamopuwie pabomul (memvi 4-5) 10 6annos 20 6annos
[TpomexyTouHast aTTecTanus - 3a4eT 40 6annos
(3auem no bunemam)
HTroro 3a cemectp 100 6annos
6 cemecTp
DopMa KOHTPOJIA Makc. K0JIH4ecTBO 0a/1710B
3a oany padoty Bcero
Texkymuit KOHTpoJb (6 cemecTp):
— mecmuposanue (memwl 1-5) 4 6anna 20 bannos
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— nabopamopuwie pabomul (memvi 2-3) 10 6annos 20 6annos
— abopamopuwie pabomul (memvi 4-5) 10 6annos 20 b6annos
[TpomexyTouHas arTecTanus — YK3aMeH 40 6annos

(ox3amen no 6uremam)
HToro 3a cemecTp 100 6annos

HepequL KOMHeTeHHI/Iﬁ C YKAa3aHHUEM 3TAIlOB UX (bOpMI/IpOBaHI/ISI B IIPOLECCE OCBOCHUA
JAUCHUIITIMHBI MPCACTABJIACTCA B BUJIC Ta6HI/II_HnII

No Koumponupyemwie Koo konmponupyemoii Haumenosanue
n/n | pazdenvt OucyunIuHbsL KomnemeHnyuu OUEHOUHO020 cpedcmea
1. Tembr 1 — 5 OIIK-10.1; OIIK-10.2; OIIK- | Ompoc
10.3; OIIK-12.1; OIIK-12.2;
OIIK-12.3; VK-2.1; VK-2.2;
YK-2.3
2. Jlaboparopusbie 3anstus 1 — | OIIK-10.1; OIIK-10.2; OIIK- | Otuer no
4 (5 cemectp) 10.3; OIIK-12.1; OIIK-12.2; 1a00paTOPHBIM
OIIK-12.3; YK-2.1; YK-2.2; paboram
YK-2.3
3 Jlaboparopusie 3ansaTus 1 — | OIIK-10.1; OITK-10.2; OIIK- | Otyer mo
4 (6 cemectp) 10.3; OIIK-12.1; OIIK-12.2; 1a00paTOPHBIM
OIIK-12.3; YK-2.1; YK-2.2; paboram
YK-2.3

[oyueHHBIH COBOKYITHBIH Pe3yJIbTaT KOHBEPTUPYETCS B TPAIUIIMOHHYIO MIKATy OLCHOK U B
HIKaTy onleHoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTcTBUM ¢ TaONMIIEH:

100-6annbHast TpajuImoHHas Wkaa [Mkana
IKaga ECTS
95-100 A
8394 OTIIMYHO B

68 — 82 XOpOIIO 3a4TEHO C

56 — 67 D

50 _55 YIIOBJIETBOPUTEIHHO E
20-49 FX
0_19 HEYJIOBJIETBOPUTEIHEHO HE 3a4TEHO F

5.2.Kputepuu BbICTaBIEHUS OLIEHKHU MO JUCHUILIMHE

Bamwasl/ | OueHka no KpuTtepuu onieHKH pe3y1bTaTOB 00y4eHHUs N0 TUCHUILINHE

Ixkana | AMCHMILIMHE

ECTS

100-83/ OTJINYHO/ BricraBnsiercst oOy4aromemMycsi, €Clii OH TITyOOKO ¥ POYHO YCBOMJI TEOPETHYECKUH 1
AB 324TEHO MIPAKTUYECKUI MaTepHal, MOXKET IPOJAEMOHCTPUPOBATH ITO HA 3aHATHUSAX U B X0/

MIPOMEXXYTOYHOH aTTECTAIHH.

OOyy4aromuiicst nCUEpNBIBAIONIE U JIOTHYECKH CTPOWHO M3J1araeT y4eOHbIH MaTepHal,
YMEEeT yBSA3bIBATH TEOPHIO C MPAKTHKOM, CIIPABISIETCSI C PEIICHUEM 33/1a4
IpodecCHOHANBEHON HANPaBJICHHOCTH BBICOKOTO YPOBHSI CII0’KHOCTH, ITPABUIILHO
00OCHOBBIBAET MPUHSATHIE PEIICHHS.

CB00OTHO OpHEHTUPYETCS B YueOHOH 1 podeccnoHaIbHOM TuTepaType.

OreHKa O AUCITUIUTMHE BBICTABILIIOTCSA 00yJaromeMycs C y946TOM pe3yIbTaToB
TEKYIIEH W MPOMEXYTOUHOMN aTTeCTaIiu.
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Banany/
HMIxana
ECTS

Onenka o
JTUCIHUILINHE

Kputepnu onieHKH pe3y1bTaToB 00y4eHHUs 0 TUCHUILIAHE

Kommnerenun, 3aKperni€éHHbIC 32 TUCIUILIHHON, COPMHUPOBAHBI HA YPOBHE —
«BBICOKHI.

82-68/

Xoporro/
3a4TCHO

BricTaBiseTcss 00yJaromemMycsi, €CIIi OH 3HAeT TEOPETUICCKUH 1 MPaKTHIeCKAN
MaTepHall, FpaMOTHO U IO CYIIECTBY M3JIaraeT €ro Ha 3aHATHAX U B X0/
MIPOMEKYTOUHON aTTEeCTALNHU, HE OIyCKas CYIECTBEHHBIX HETOUHOCTEH.
OOyy4aronuiicst PaBUIILHO IIPUMEHSET TEOPETHYECKUE MOJ0KEHHS IPU PELICHUH
MIPaKTHYECKUX 33124 Npo(eCcCHOHAILHOM HAlPaBIEeHHOCTH Pa3HOTO YPOBHS
CJIOYKHOCTH, BJIaJIeeT HEOOXOAMMBIMH JJIsl STOTO HaBBIKAMH M PUEMaMH.
JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B y4eOHOH 1 npoecCHOHATIBHON INTEepaType.
OueHKa 0 AUCIHIUINHE BBICTABIIAIOTCS 00yJaronieMycs ¢ y4ETOM pe3yIbTaToB
TEKYLIEN U IPOMEXKYTOUHOM aTTECTAIUH.

Komnerenmmu, 3akperéHHble 3a TUCIUIITMHON, C(hOPMUPOBAHBI HA YPOBHE —
«XOpOIIUNY.

67-50/
D,E

YIIOBJIETBO-
puTeNBHO/
3a4TEHO

BricTaBnsercs 00yJaromemMycs, eCiId OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUSCKUH U
MPAKTUICCKUN MaTepHai, JOMyCKaeT OTACIbHbIC OMIOKH IIPH €T0 N3JI0KCHUHU Ha
3aHATHUAX U B XOJI€ IPOMEXYTOUHOM aTTECTalUH.

OOy4aroNMIACs KUCIIBITHIBACT OMPEACAEHHBIC 3aTPYAHCHHUS B TPUMCHCHUN
TEOPETUYCCKUX MOJIOKEHHM IPU PEIICHUH MPAKTHYCCKHUX 3a1a4 MPO(ECCHOHATBHON
HAIPABJICHHOCTH CTAHAAPTHOTO YPOBHS CJI0KHOCTH, BJIaICCT HEOOXOAUMBIMHU JIJIsI
3TOro 0a30BHIMH HABBIKAMU U MPUEMAMHU.

JleMOHCTpHUpYyeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOH IMTEPATyPhI IO AUCIUTIIHHE.
O1leHKa M0 AMCITUIUIMHE BBICTABILIFOTCS 00yUarOIIEeMycs C YIETOM Pe3yJIbTaTOB
TEKYIIEeH U IPOMEXYTOUHOM aTTECTAIUH.

Komnerenmmn, 3aKperni€éHHbIC 32 TUCIUILIHHON, COPMHUPOBAHBI HA YPOBHE —
«JIOCTaTOYHBIIY.

49-0/
F.FX

HEYJIOBJICT-
BOPHUTEIHHO/
HE 3a4TEHO

BricraBnsercst oOydaroneMycs, €CJId OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETHIECCKUI
U TIPAKTUYECKUI MaTepHall, OIMycKaeT rpyOble OMMOKH MPH €T0 M3JI0KEHUH Ha
3aHATHAX U B X0JI€ IPOMEKYTOUHOH aTTECTAIUH.

OOy4aromuiicst NCTIBITHIBACT CEPhE3HBIE 3aTPYAHCHHS B TPUMEHEHUN TEOPETHUECKUX
TIOJIOKEHUH ITPU PEILICHNH MPAKTHUECKUX 33124 TPO(eCCHOHAIBLHON HANPaBIeHHOCTH
CTaH/IAPTHOTO YPOBHSI CIIOKHOCTH, HE BJIaJIe€T HEOOXOUMBIMH ISl 3TOIO HaBBIKAMH U
IpUEMaMHU.

JleMoHCTpHpYeT (parMeHTapHble 3HAHUSI Y4eOHO JINTepaTyphl 10 AUCIUIUINHE.
OueHKa 1o AUCIMIUIMHE BBICTABJIAIOTCS 00y4aloneMycsi ¢ y4ETOM pe3ysibTaToB
TEeKyIIel 1 MPOMEKYTOYHON aTTecTallly.

KommereHnnm Ha ypoBHE «10CTaTOYHBIIY, 3aKPETUIEHHBIE 32 TUCIUIUIMHON, HE
c(OPMHIPOBAHBL.

5.3. OI_ICHOLIHLIC cpeacTBa (MaTepI/IaJ'ILI) IJI TEKYHUICTO KOHTPOJIA YCIIEBACMOCTH,
HpOMe)KYTOQHOﬁ aTTeCTallnuu o6yqa10m1/1xc;1 MO JUCITUITIINHE

IIpuMepHbIe KOHTPOJIBHBIE BONPOCHI VIS 3a4eTa - IpoBepKa c(hOPMUPOBAHHOCTH

kommnereniuii OI1K-10, YK-2

KonTpoabHbie Bonpochl IIpoBepsiemble
KOMIETeHIHH
1. bazoBble cepBUCH O€30MaCHOCTH. OIIK-10.1, OIIK-10.2
2. Haznauenwe u nmpuHIMN paboTHl yTHINTHI «PeBu3op 1». OI1K-10.1
3. Hasnauenue u npuHIUN paboThl yTHUIUTHI «PeBu3op 2». OIIK-10.1; YK-2.1;
YK-2.2
4. Haznauenue u npunuun padotsl yruautsl PUKC. OIIK-10.1; YK-2.1
5. Unentudukanus u ayreHTUGUKALKS U yIIpaBIeHNE OIIK-10.1, OIIK-10.2
yueTHbIMH 3anucsiMu nonb3oBateneii B CYB/] Oracle.
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6. Pasrpanmuenue nocryna B CYB]I Oracle. OIIK-10.1, OIIK-10.2
7. MannaTtHoe pasrpanuuenue goctyna B Oracle Label OIIK-10.1, OIIK-10.2
Security.
8. Cxema ayrentuduxanuu Hunxema-Ulpenepa. OIIK-10.1, OIIK-10.2
9. TIlIporokon ayrentuduxamnmu Kerberos. OIIK-10.1, OIIK-10.2
10. Hasnauenue u npunImne! padotel Oracle Database Vault. OIIK-10.1; YK-2.1;
YK-2.2; YK-2.3
11. JInneiixa npoaykroB OKb CAIIP. OIIK-10.3
12. Ha3znauenue u GyHKIIMOHATBHBIE BO3MOXKHOCTH AM/JI3 OIIK-10.3; YK-2.1;
AKKOpIL. YK-2.2;
13. Tunet CK3U 1 ux QyHKIIMOHAIBHOE Ha3HAUYCHHE. OIIK-10.2, OIIK-10.3
14. JIuneiika npoykToB Ha pbiake C3U. OIIK-10.3; YK-2.1;
YK-2.2
15. Apxurekrtypa u coctaB C3U SecretNet. OIIK-10.3
16. Pasrpanudenue gocTymna K ycrpoiictBaM B SecretNet. OIIK-10.1, OIIK-10.2;
YK-2.1; YK-2.2; VK-
2.3
17. IlonHOMOYHOE ynpaBieHHue A0cTynoM B SecretNet. OIIK-10.1, OIIK-10.2
18. KonTpo:s nenoctHocT B SecretNet. OIIK-10.1, OIIK-10.2
19. Konuerniusi 3aMKHYTOU MTPOTPaMMHOI cpeibl, peanu3aius B OIIK-10.1, OIIK-10.2
SecretNet.
20. CpezcrtBa aHanmu3a 1 MOMCKa ysa3BuMocTei XSpider u OIIK-10.2, OIIK-10.3;
MaxPatrol. VK-2.1; YK-2.2; YK-
2.3
21. Apxutekrypa u cocraB SafeNet. OIIK-10.2, OIIK-10.3
22. CocraB u HazHadyenune PCl Co6oib. OI1K-10.3
23. ITousTtue «xoibia 3amutse» OC. OIIK-10.2 ; YK-2.1;
YK-2.2; YK-2.3
24. AnmapaTHbIe TEXHOJIOTUH MOICPKKH BUPTYATN3ALUH. OIIK-10.2, OIIK-10.3
25. TIpyuHIUTIBI TOMEHHOM 3aIlUTHI. OIIK-10.2, OIIK-10.3
26. TTonsiTue 1 0COOEHHOCTDH POJIEBON MOJUTUKUA OE30MACHOCTH. OIIK-10.2, OIIK-10.3;
YK-2.2; VK-2.3
27. TpaH3aKkIIMOHHAS MTAMATH ¥ 3anuTa nHpopmanuu B Cynep- OIIK-10.2, OIIK-10.3
OBM. YK-2.1; YK-2.2

IIpumepHbIe 3a1aHMA 1JIs1 TECTHPOBAHUS- IPOBepPKa ¢()OPMHPOBAHHOCTH KOMIIeTeHIM I

OIIK-10, YK-2

1. Ieanio 3ammuThl HHGOPMALNH SABJISIIOTCH:
a) npedomepawjeHue Ymeuyky, UCKANCeHUs, Ympamuyl, OIOKUPOBAHUA UMY HE3AKOHHO20 MUPAXCUPOBAHUS

MH!ZQOQMCII_/{I/H/L

0) BHEIpeHUE CTOPOHHHX MPOTPAMMHBIX areHTOB.
B) TIPEJOTBpaIleHNE YTSCHHS KYPHAJIOB PETUCTPALINH.

2. loBepeHHas 3arpy3Ka — 3T0:
a) CEeTeBOE YCTPOUCTBO, MOAKIIOYAEMOE K MATEPUHCKOM IJ1aTe KOMIBIOTEPA.
0) 3a2py3Ka paznuyHblX ONePAYUOHHbIX CUCIEeM MOJbKO C 3apanee OnpeoeieHHblX NOCMOSHHbIX

Hocumenel  (Hanpumep, MOAbKO _C _ HCeCMKO20 01407('(1) nocne yCcneuwHozco saeepuierus

cneyuailbHovlx npouedyp.‘ Npo6ePKU YETOCHIHOCHU MEeXHUYECKUX U nPOocPpAMMHbBIX cpe()cme 1IK (C
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UCNONIb30BAHUECM _MEXAHUBMA ___NOWA2068020  KOHMPOIS _ UECIOCMHOCMU) U annapamuoll
udenmuurxayuy / aymenmu@uxkayuy nojab306ames .

B) 3arpy3ka OIEPAaMOHHOW CHCTEMBI C BHEIIHUX HE3apeTHCTPUPOBAHHBIX HOCUTENEH 0e3
KOHTPOJISI LIEJIOCTHOCTH 00pa3a orepariiOHHON CHCTEMBI.

IIpuMepHbIe BONPOCHI K IK3aMeHY - IIpoBepka copmupoBanHocTH KomreTeHuuit OITK-12

KoHTpoJibHBIE BOIPOCHI IIpoBepsiemble
KOMIIETEeHI[UH
1. TlpemMer m 0OBEKT 3aIIMTHI TPOTrPAMMHO-ANTAPATHON 3alTUTHI. OIIK-12.1
CoiicTBa, BUIbI HH(GOpMAIUU U €€ IICHHOCTb.

2. Yrteuka nundopmanuu u € Bubpl. KaHansl yTeuku. OIlK-12.1

3. CereBoe M MEKCETEBOE B3aUMOJICHCTBHE. OIlK-12.2

4. Tlonutuka 6€30MacCHOCTH. OIlK-12.2

5. Bpenonocusle nporpammsl. KoMnbloTepHbIE BUPYCHI. OIIK-12.2

6. TpostHCKHE KOHU M CETEBHIC YCPBH. OIlK-12.2

7. Bpenonocusie nporpammsl. [loTalinbie X0Ibl U PYTKHUTHI. OIlK-12.1,

OIlK-12.2

8. BpelmoOHOCHBIE MPOrpaMMBbl AJisi MOOUIIBHBIX YCTPOHCTB. [Ipoune OIlK-12.1,
BPEJIOHOCHBIE TTPOTPAMMBI. OIlK-12.2

9. HaumeHoBaHME BUPYCOB. DIIEMEHTHI 3aIIUTHI OT BPEIOHOCHOTO OI1K-12.1,
MIPOrpaMMHOTO 00€CTICUCHUS. OIlK-12.2

10. Texnonorus Black u Whitelisting. OI1K-12.1,

OIlK-12.3

11. CereBble aTaku. O000IMIEHHBIN CLICHAPUH aTaKH. OI1K-12.1,

OIlK-12.3
12. Ataku «OTKa3 B OOCITYy>KHBaHHI. OI1K-12.1,
OIlK-12.3

13. Artakm Ha mpotokonsl IP, ICMP, UDP, TCP. I'eneparopsl OIlK-12.1,
atak. Ataka K. MuTtHuka. OIlK-12.3

14. Knaccudukanuu ynanéHHbBIX aTak. OIlK-12.1

15. TexHOJOrMH MEXCETEeBOI'0 SKPAHUPOBAHMSL. OIIK-12.1

16. Meto 161 00X0/1a MEKCETEBBIX SKPAHOB. OIlK-12.2

17. TpeGoBaHusT W TMOKa3zaTeNW 3alIUIIEHHOCTH MEXKCETEBBIX OI1K-12.1,
JKPAHOB. OIlK-12.2

18. TectupoBaHHE MEKCETEBBIX IKPAHOB. OIIK-12.3

19. CymiHocTs BUPTYaIH3aIMU B O0JJAYHBIX TEXHOJIOTHIA. OIlK-12.1

20. Tynnemuposanue. [IpoTokossl VPN kaHAIEHOTO YPOBHHI. OIlK-12.2

21. IIpotokomn IPSec. OIIK-12.2

22. TIportokon oOMeHa wHTEpHET-KiItouamu. [Ipumep nprumeHeHus OIlK-12.2
nporokoJa IKE.

23. Tlpotokon  ayTeHTH(HKAIMK  3aroJioBKa. [Tporokoi OIlK-12.2
0e30MacHOI HHKATICYISIIINK coAepKuMoro nakera. CoBMeCTHOE
ncnoJib3oBanre nporokosoB ESP n AH.

24. OcHOBHBIE THUIBI 3alUIIEHHBIX CBszeil. [Iporokomsr VPN OIlK-12.2
TPAHCIIOPTHOTO YPOBHSI.

25. Kpunrouuirossl. OIIK-12.2

26. Undpactpyxrypa PKI OIIK-12.3,

OIlK-12.2

27. Mopenu cucteM 0OHapyKEeHHUsI BTOPIKEHU. OIIK-12.3
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28. Knaccudukanus cucreM 0OHapyKEHUsT BTOP)KCHHI. OI1K-12.3
29. OOHapyXeHHEe CUTHATYp ¥ OOHapY)KEHUE aHOMAJIHIA. OIIK-12.3
30. Cucrema oOHapyKeHHS BTOP)KEHUU Snort. OIIK-12.3,
OIlK-12.2
31. Meroasr Data Mining. MeTonbl TEXHOJOTHHM MOOHIBHBIX OIlIK-12.1,
areHTOB M IOCTPOEHUS] MMMYHHBIX CHCTEM. OIIK-12.2
32. Meroast Data  Mining. IlpumeHeHHE  TIeHETHUYECKHX OIIK-12.1,
QITOPUTMOB M HEMPOHHBIX CETEH. OIlK-12.2
33. Meroasl oOOHapy)XeHHs BTOPKCHHMH Ha OCHOBE aHalM3a OIIK-12.1,
3aIIMINEHHOCTH, aHajlu3a IeJIOCTHOCTH. BcmomorarenabHbIe OIIK-12.2
cpeicTBa OOHAPYIKEHHSI.
34. Metoapl 06X0aa CHCTEM OOHAPYKEHUST BTOP)KCHHI. OIIK-12.3
35. TectupoBaHue CUCTEM OOHAPYKEHUSI BTOPKEHUIA. OI1K-12.3
36. Cuctembl NpeAyNpeKACHUS BTOPKCHUM OIlK-12.1

[IpumepHbIe 3a1aHUA /151 TECTUPOBAHUS- MPOBePKa ¢()OPMUPOBAHHOCTH KOMIIeTeH Ui
OIIK-12

1. Iporokon IPSec paGoraer Ha Kokom ypoBHe Moaean OS|:
a) Ha cemesom yposHe.

0) Ha KaHAJIEHOM YPOBHE.

B) Ha (PU3NUECKOM YPOBHE.

2. PyTKUT — 3TO:

a) KOMITBIOTEPHBIN BUpYC.

0) Habop  npocpammHulX _cpeocmeé _ (Hanpumep,  UCHOJIHAEeMbIX  aiiios,  CKpUnmos,
Konuaypayuonnvix Qdatinos), obecneyusaouux. Mackuposky obvexkmos (npoyeccos, Gaiinos,
Kamano2o8, 0pausepos); ynpasierue (Coobimuimu, npoucxoosmumu 6 _cucmeme);coop OaHHbLX
(napamempos cucmembt).

B) peKJIaMHOE ITPOTrPAaMMHOE 00ecTieueHne

6. YueOHO-MeTOAMYECKOEe M NH(POPMALMOHHOE 00ecneuyeHue TUCIHIIIMHBI

6.1. CnMCOK NCTOYHUKOB U JINTEPATYPHI
Hcroynuku
OCHOBHBIE
1. ®edepanvuwiti  3axon or 27 wmong 2006r. Nel49-®@3  «OO6 undpopmanuy,
MH(OPMALIMOHHBIX TEXHOJOTHSAX U O 3aluTe MHQOpMauu» (C U3M. U JOIM., TMOCH. OT

01.05.2019). [D71EeKTPOHHBIH pecypc] : Pexum JocTyna
http://www.consultant.ru/document/cons_ doc LAW 61798/, cBoGoanbiii. — 3aria. c
9KpaHa.

2. Deoepanvuviii 3akon ot 27 uronst 2006 r. Nel152-D3 «O nepcoHATBHBIX JaHHBIX» (C U3M.
u gomn., nocia. or 31.12.2017). [OnekrtponHbsii pecypc] : Pexum poctymna
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoGomubii. — 3arm. ¢
JKpaHa.

3. Deodepanvhuuii 3axon ot 6 ampens 2011 . Ne63-D3 «O0 3MeKTPOHHON TOATHACHY (C U3M.
u gom., nocia. or 23.06.2016). [OnektpoHHbIi pecypc] : Pexum pgocrymna
http://www.consultant.ru/document/cons_doc LAW 112701/, cBoOGoansiii. — 3ari. c
9KpaHa.
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4. Deodepanvnvii  3axkon ot 27 pexabps 2002r1. Nel84-®d3 «O TexHHYECKOM
PETYIUPOBAHUM» (C U3M. M JOIL., mocia. ot 28.11.2018). [DnexTponnslii pecypce] : Pexxum
noctyna : http://www.consultant.ru/document/cons_doc LAW 40241/, cBoOogHBINA. —
3arii. ¢ sKpaHa.

Jluteparypa
OCHOBHasi

1. Kazapun, O. B. IlporpamMMHo-anmapaTHble CpeICTBa 3allUThl HHPOpPMAauu. 3amuTa
MIPOrpaMMHOTO OOecredeHus: y4eOHUK W mpakTukym s By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : M3garenscTBo FOpaiit, 2020. — 312 ¢. — (Bricmiee oOpa3oBanme).
— ISBN 978-5-9916-9043-0. — Texkcr: snekrponusii / ObC HOpaiit [caiiT]. — URL:
https://urait.ru/bcode/452368

2. UlernoB, A. FO. 3ammra undopmaiuu: OCHOBBI TEOpHH: y4yeOHHMK uig OakanaBpuara |
maructpatypsl / A. 1O. llernos, K. A. lllernoB. — Mocksa: U3natensctBo KOpaiit, 2020. —
309 c. — (bakanaBp u Maructp. Akagemuueckuit kypc). — ISBN 978-5-534-04732-5. —
Tekcer : anextponnsiii / OBC KOpaiit [caiit]. — URL: https://urait.ru/bcode/449285

3. Komnnexcnasa sawuma vadOpMalUd B KOPIIOPATUBHBIX cuUcTeMax : y4yeO. mocobue / B.O.

[Manbrun. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 ¢. — (Briciiee o6pa3oBaHue:
bakanaspuar). - Pexxum goctyma: http://znanium.com/catalog/product/546679

4. Ilanveun B.®. 3amura KoMibloTepHONW nHpOpManuu. DPPEKTUBHBIE METOABI U CPEICTBA

[Dnextponnsiii pecypc| / B. @. llanbrun. - M.: JIMK IIpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexwum nocryna: http://znanium.com/catalog/product/408107

6.2. [Tepeuens pecypcoB HGOPMAIMOHHO-TEIICKOMMYHHKAITMOHHOHN ceTn « THTepHETY.

1. Odpunnanehsiii cailt ®CTOK PO [DnexkrponHsIil pecypc] : Pexum
nocryma: http://www.fstec.ru/, cBo00HBIIA. — 3ari. ¢ SKpaHa.

2. Caiit xomnaanu OKB CAIIP [DnexTpoHHsIi pecypc] : Pexum mocryna:
http://www.okbsapr.ru/, cBo6omHbIi. — 3ari. ¢ 3kpaHa.

HanunonanesHast snektponHast oubnmorexa (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnmorexa wWww.elibrary.ru
OnexTponHas 6ubnuoreka Grebennikon.ru www.grebennikon.ru
Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Taylor and Francis

JSTOR

6.3 IIpodeccuonanbHbie 6a3bl JAHHBIX U HHGOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuoHanbHbIM 0a3zam naHHbIX: hitps:/liber.rsuh.ru/ru/bases

WHdopManinoHHbIE CIPAaBOYHBIE CHCTEMBI:
1. KoncynbranT [lmtoc
2. Tapant
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7. MaTepuajibHO-TEXHUYECKOe o0ecnevyeHne TUCIHUILTHHbI

Jdns  oOecriedeHus  JUCHUIUIMHBI  HWCIIONB3YeTCS  MaTepuUalbHO-TEXHHYecKas  Oasza
00pa30BaTENbHOIO YUPEKACHUS:

1) nns JIEKUMOHHBIX 3aHATHHA - ydeOHAs ayJauTOpHs, JOCKA, KOMIIBIOTEp I HOYTOYK,
MIPOEKTOP (CTAIlMOHAPHBIN WJIM IEPEHOCHON) 1JIsl IEMOHCTPAlMU Y4eOHbIX MaTEpUasoOB.

Cocrasn IIporpaMmMHOI 0 obecreyeHus:

1. Windows
2. Microsoft Office
3. Kaspersky Endpoint Security

Jiist ipoBeieHusl 3aHATHH JISKIIMOHHOTO THITA IPEJIaraloTCsl TeMaTHYECKUE WIUTFOCTPAIIMU B
dopmarte npesenraiuii PowerPoint.

2) [uisi 1Ta0OPATOPHBIX 3aHSATHI — KOMITBIOTEPHBIH KJIaCC MM J1a00paTOpHs, 10CKa, IIPOSKTOP
(craliMOHapHBIA MM TEPEHOCHOM), KOMIIBIOTEp WJIM HOYTOYK JUIsl THpenojaBares,
KOMIIBIOTEPHI AJ1s1 00yUYaOIIUXCS.

CocraB MporpaMMHOT0 0OECTICUECHHUS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox

Microsoft Share Point 2010
Secret Net Studio 8.4

Dallas Lock 8.0

Vmware Player 15.5 + I'octeBast OC CentOS 7
. Open VPN

10. Wireshark 3.0

11. Snort

12. Habop MD:

Avast firewall

Avira firewall

Comodo firewall

DrWeb Security suite
Zone Alarm firewall
OutPost firewall

McAffe Total Security
Avg-internet-security

©CoNoA~wWNE

8. Ob0ecneuyenne 0Opa3oBaTeJbHOIO MPOLECCA AJIS JIMI C OTPAHMYEHHBIMHU BO3MOKHOCTAMH
310pOBbS

B xoze peanuzanuu IUCIUTIITNHBI HCTIOMB3YIOTCS CIICYIONINE TOTTOJTHUTEIIbHBIC
METO/]Ibl 00YUYEHHsI, TEKYIIIETO KOHTPOJS YCIIEBAEMOCTH U IPOMEKYTOUHOU aTTECTAIIMH
00yJaronuxcsi B 3aBUCUMOCTH OT WX UHIAUBUAYATbHBIX OCOOCHHOCTEH:

17



® IS CJICTIBIX U CIIA0OBUISIINX:

— JIeKUUU O(QOPMIIAIOTCS B BHUJAE DJEKTPOHHOTO JOKYMEHTA, IOCTYIMHOIO C IOMOIIBIO
KOMITBIOTEpA CO CHEIMATN3UPOBAHHBIM ITPOrPAMMHBIM 00eCIIeUeHHEM;

— IMCbMEHHBIE 3aJaHUS  BBINOJIHAIOTCA Ha KOMIIBIOTEPE CO  CIELUAIU3UPOBAHHBIM
IPOTPaMMHBIM 00ECTIEYeHHEM, HIJIM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCsl HHAMBHlyalbHOE paBHOMEpHOE ocBelleHre He MeHee 300 Jrokc;

— ISl BBIMIOJIHEHUS 3aJaHUsl TMPH HEOOXOAWMOCTH TMPENOCTABISIETCS YBEIMYHBAIOIIEE
YCTPOMCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHHE COOCTBEHHBIX YBEINYMBAIOIIUX YCTPOICTB;

— MUChMEHHBIE 3a/1aHUS O(OPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;

—3K3aMeH U 3a4€T IPOBOJATCS B YCTHOH (pOpMe MM BBIIOIHSIOTCS B MMCbMEHHOH (Qopme
Ha KOMIIBIOTEPE.

® Ui IIIYyXMX M cIa00CTBIIIAIIHX:

—JIeKUud O(GOpMIISIOTCS B BHUAE OJIEKTPOHHOIO JOKYMEHTa, JMOO IpenocTaBiseTcs
3BYKOYCHWJIMBAIOILAs allllapaTypa UHAUBUAYAIBHOTO TI0JIb30BaHUS;

— MMMCbMEHHBIE 3a/1aHUS BBIOIHSIIOTCA HAa KOMIIBIOTEPE B MUCbMEHHOM (opMme;

—93K3aMEH M 3a4€T NpPOBOAATCA B IHUCbMEHHOM (opMe Ha KOMIIBIOTEPE; BO3MOKHO
npoBesieHue B (hopMe TeCTUPOBAHHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUraTEJIbHOIO anapara:

— JIEKUUU O(QOPMIISIOTCS B BHUJAE DJCKTPOHHOTO IOKYMEHTA, IOCTYIMHOTO C TOMOIIBIO
KOMITbIOTEpA CO CHELMATU3UPOBAHHBIM [IPOrPaMMHBIM 00€CIIeUeHUEM;

— IMCbMEHHBIE 3a/laHusl  BBIINOJHAIOTCA HAa KOMIIBIOTEPE CO CIEHUAIM3UPOBAHHBIM
IPOTrpaMMHBIM 00€CIIEYCHUEM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOM (hopMe HMITM BBIOJIHSIOTCS B MUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH MPENyCMaTPUBAETCS YBEIMUEHUE BPEMEHH IS [TOJrOTOBKH OTBETA.

IIponienypa  mpoBefeHHsT  HPOMEXYTOUHOM  arrecTamuu Ui OOYy4aroLIUXCs
YCTaHABIMBAETCS € Y4YETOM UX HMHAWBHUIYAJIBHBIX ICUXO(U3UUECKHX OCOOEHHOCTEM.
[TpomexyTouHast arTecTals MOXKET IPOBOJUTHCS B HECKOJIBKO 3TAIlOB.

[Ipu nmpoBeneHun npouenypsl OLEHUBAHUS PE3YIbTATOB OOyUYEHHS MpeaycMaTpUBAETCS
UCTIOJIb30BaHNE TEXHUYECKUX CpEACTB, HEOOXOJUMBIX B CBA3M C HWHAWBUAYaJIbHBIMU
OCOOEHHOCTSAMHU OO0Yy4YaroImMXCsl. DTU CPEACTBa MOTYT OBITh IMPENOCTaBIECHbl YHUBEPCHUTETOM,
WJIA MOTYT MCIIOJIb30BAThCsI COOCTBEHHbBIE TEXHUUECKHE CPECTBA.

[IpoBenenure mpoueAypbl OLEHUBAHUS  pe3ylIbTaToB  OOy4YeHHUS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00Pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcss 10CTyl K MH(OPMALMOHHBIM M OHOIMOrpaduueckuM pecypcam B CETH
WuTepHeT Ui Kaxaoro oOydaromierocs B (opMax, aJalTHPOBAHHBIX K OrpaHHUYEHHSIM HX
3/10pOBbS U BOCTIPUATHUS HHPOPMAIUH:

® IS CJIEIIBIX U CIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEIMUYEHHBIM HIPU(TOM;
— B (hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— B IIeYaTHOM opme;

— B (popMe PIIEKTPOHHOTO TIOKYMEHTA.

e s O0YYarOIIMXCS C HAPYIIEHUSIMU ONIOPHO-/IBUTaTENILHOTO anmapara:
— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHOM padoThl, Hay4dHas
O0uOIMoTEeKa W MHBbIE NOMEUICHUs NIl O0y4YeHHs] OCHAIIEHbI ClelHaIbHbIM 000pyJIOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU O0YUEHUS:
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® JUIS CIENBIX ¥ CTa00BUISIINX:
— YCTPOMCTBOM JIJ1s1 CKaHUPOBaHUs U uTeHUs ¢ kamepoid SARA CE;
— muciuieem bpaitis PAC Mate 20;
— npunTepoM bpaiins EmBraille ViewPlus;
® JUIS TIIYXHUX U CIA0OCIBIIIAIINX:
— aBTOMATHU3HPOBAHHBIM PA0OYMM MECTOM JUIsl JIIOJeH C HapylmIeHUEM cliyxa |
CJ1a0OCTBIIIAIINX;
— aKYCTUYECKHM YCUIIUTENb U KOJIOHKH,
e s O0YYArOMIMXCS C HAPYIIEHUSIMU ONOPHO-ABUTaTEILHOTO anrapara:
— HepeIBUKHBIMU, PEryIUPyeMbIMU dpronomudeckumu napramu CH-1;
— KOMIIBIOTEPHON TEXHUKOH CO CIIEIHATLHBIM MTPOTPAMMHBIM 00€CTICYCHHEM.

9. MeToau4eckue MaTepuaJbl

9.1. Ilmanpl 1abOpPaTOPHBIX 3aHATUI
- mpoBepka copmupoanHoctu komnerenuuit OIMK-10,0I1K-12, YK-2

Tembl yuyeOHOW AMCHMILTUHBI MPEIyCMATPUBAIOT MPOBEACHUE JTaOOPATOPHBIX pabOT, KOTOPbHIE
CIIy’KaT Kak LeJIIM TEKYILLEro U MPOMEKYTOYHOI'0 KOHTPOJISI 3a IMOATOTOBKON CTYAEHTOB, TaK U
HEeJISIM TIONyYeHHUS] MPAKTUYECKUX HABBIKOB TMPUMEHEHHUS METOJOB BBIPAOOTKH pEIICHUH,
3aKperyieHUus] M3y4yeHHOro MaTepuaina, pPa3BUTUS YMEHUM, NPUOOPETEHHUs OIbITa pEelIeHUs
KOHKPETHBIX MPo0JIeM, BeCHUS TUCKYCCUI, apryMEHTAIIMH U 3alIUThl BBIOPAHHOTO PEIICHUSI.

Llenpto nabopaTOpHBIX pabOT SABISIETCA 3aKpeIUICHHE TEOpPEeTHYECKOro Marepuaina |
IpUOOpETEHNE MPAKTUYECKUX HABBIKOB HCIIOJIIb30BAHMUSI METO/J0B IPUMEHEHHS IAKETOB
KOMITbIOTEPHOH MaTeMaTHUKHd B NPO(ECCHOHAIBHOW JeATeNbHOCTH, NMPUMEHATh HABBIKH IS
NpUHATUS Hanbosee 3(PPEKTUBHBIX PELIEHUN B YCIOBHSIX OBICTPO MEHSIOLICICS PealbHOCTH,
JUIs OBICTPOM alanTallui K U3MEHSIOIUMCS YCIIOBHSIM JESTEIbHOCTH.

TemaTtuka 1a00paTOpPHBIX padOT COOTBETCTBYET MPOrPaMMe Kypca.

S cemecTp

JlaGoparTopuas padora 1(10 4.). OcHOBHbBIE CEpBUCHI 0€30IACHOCTH - TIPOBEPKa
chopmupoBannocT kommnereniuii OI1K-10,011K-12, YK-2

Lenb pabomul: Mody4YeHNE NPAKTUYECKUX HABBIKOB O CEpPBHCAaX 0€30MacHOCTH COBPEMEHHBIX
MIPOTYKTOB.

Vkazanus no evinonnenuto 3a0anus; 0OpaTUTh BHUMaHNE Ha 0a30Bble MEXaHU3MbI peaTu3aliu
3aIUTHI.

Buinonnenue 3adanus:

B xone npaktuueckoil paboThl CTYI€HThI 3HAKOMSITCSI C OCHOBHBIMHU MOAX0/1aMU B 00J1aCTH
peanu3alyy CepBUCOB 0€30MMaCHOCTH ONepalMoHHOM cucTeM Ha pumepe CentOS 7.
Konmponvhule sonpochi.

1. TTonsiTue cepBuc 6€30MaCHOCTH.

2. ApXHTEeKTypa peau3aIii CEpBHCOB 0€30acCHOCTH.

3. OYHKIIMOHAIBHOCTh CEPBUCOB OE30MACHOCTH.

JlaGopatopuas padora 2(10 u.). CpencrBa ayreHTudukanuu u uaeHTupukanun MAC3U
3ammThl oT HC/I - mpoBepka chopmupoBannocTr komrereniuii OITK-10,011K-12, YK-2
L]env pabomul.: IOTyYeHHE TPAKTUYECKUX HABBIKOB B Pa3pabOTKe U HKCIUTyaTaIl[MH CPEICTB
ayTeHTU(UKALUY U UASHTU(DUKALINH .
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Vkasanus no evinonnenuro 3a0anus: 00paTuTh BHUIMaHUE Ha MPUKJIaHBIC 00JIACTH TIPUMEHEHHUS
CPEZCTB 3alIUTHI IPOTPAMMHOTO 00ECIICYCHUSI.

Buinonnenue 3a0anusi:

B xoze npakTudeckoit paboThl CTYyIEHTHI 3HAKOMSATCS C IITATHBIMU CPEJICTBAMU
ayTeHTU(UKAINY U UICHTU(DUKAIIIH.

Konmponvhuvle 6onpocer:

1.®yHkuMM xemupoBaHus aposei.

2. ITonuTuku 6€30MMacHOCTH U X peanu3anus B coBpeMeHHbIX OC.

3. Mexanu3msbl uaentudukanuu nons3oareneit B [IAC3U Secret Net Studio.

4. Unentudukanus moas3oarencii B [IAC3U Dallas Lock.

JlaGopaTopuas padora 3(8 4.). Perucrpauus coobiTuii 6e3omacuoctu IAC3H 3amuThl oT
HC/JI - nposepka cpopmupoBannoctu komnerernmii OIMK-10,011K-12, YK-2

L]env pabomul: IOTy4eHHUE MPAKTUIECKUX HABBIKOB B MIPOBEACHUH ay/ITa U PETUCTPALIUU
coObrtuii Ub.

Ykazanus no evinonnenuro sadanusn; 00OpaTuTh BHUMaHUE Ha 0043aTeNbHOCTh TpeOoBaHuil PJ|
OCTIK Poccun «3amura 0T HECAaHKIIMOHUPOBAHHOTO A0CTyMa K nHpopmanuu. Yacts 1.
[Iporpammuoe obecrieuenue cpeacts 3amuThl nHGopmanuu. Kiaccudukanus mo ypoBHIo
KOHTPOJISI HEJIEKJIapUPOBAHHBIX BO3MOKHOCTEI.

Buvinonnenue 3a0anus:

B xone npaktuueckoil paboThl MPOBOJUTCS aAyAUT U aHAIM3UPYIOTCs coObiTus b Ha mpeamer
yIpo3.

Koumponvnvie sonpochwi:

1. Ilousarue ayaut O0e30macHOCTH

2. Knaccudukanus codsrruii Ub Ha mpenmer yrpos.

3. CocraBiieHne oTyeTa O IPOBEJACHHON ayUTe.

4. Paborta ¢ )xypHanamu Oe3zonacHoctu. Hacrpoiika ayaura B [TAC3U Dallas Lock u Secret Net
Studio.

JlaGoparTopHnas padora 4(8 4.). Cpeacrpa koHTpoJisi HejocTHocTH ITA3CH 3amuThI 0T
HC/JI - nposepka cpopmupoBanHoctu komnetenuuit OITK-10,0T1K-12, YK-2

Llenv pabomul: NoMyYeHNE NPAKTUYECKUX HABBIKOB B UCCIIEIOBAHUM CPEJCTB KOHTPOJIS
L[EJIOCTHOCTH.

Yxazanus no evinonnenuro 3a0anus; 0OpaTUTh BHUMAaHUE Ha COBPEMEHHBIE TPOTPaMMHO-
anmnaparHble CpeiCTBa KOHTPOJIS LIETOCTHOCTH.

Bvinonnenue 3aoanusi:

B xone npakTrueckoi paboThl CTYA€HTHI IPUOOPETAIOT HaBBIKU PabOTHI CO CPEICTBAMU
rapaHTUPOBAHHOTO yJalleH!Us! UH(OPMAIMH, 3HAKOMSTCS C IPUHLIUIIAMH KOHTPOJIS LIETOCTHOCTH
I10.

Konmponvnvie éonpocw:

1.CpencrBa 10OBEpEHHOM 3arpy3KH.

2. Ilonsitue BIOS u Mmexannu3mbl koHTpouis 1ienoctHocTd OC Ha 3Tane 3arpy3KH.

3. IIpumepsl nonyJIpHbIX HA peIHKE pemeHnid [10 no KOHTPOITIo LETOCTHOCTH.

6 cemecTp

Jla6opaTopuasi pa6ora 1 (8 u.). UccnenoBanue Tpadpuka ¢ mnomompio cHuddepa -
npoBepka chopmupoBannoctr komrereHuii OIMK-10, OITK-12, YK-2

3agaHus:

1. Ilpoananu3upoBaTh BO3MOXHBIE yrpo3bl U araku Ha AVIC opranuzanuu.
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2. Uzyuenue tpadduka c momourpro WireShark.

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUH:

1. V3yunTh TEOPUTHUECKUI MATEPUAI 10 TEME.

2. OTBETUTH HAa TEOPUTUUECKUE BOIIPOCH! B KOHIIE JJAOOPAaTOPHOM pabOThI

JlaGoparTopuas padora 2 (10 u.). McciaenoBanne MeTo10B ceTeBoi PUIbTPALMH HA
npuMepe Hadopa mexceTeBbIX IkpaHoB OC Windows - npoBepka chopMHUPOBAHHOCTH
kommetennuii OIIK-10, OITIK-12, YK-2

3anaHus:

1. Hactpoiika u KoHGHUTyprpoBaHHe MekceTeBoro skpana st OC Windows.

2. Co3panue NeMHIUTapU30BAHHOM 30HBI.

3. TectupoBanue HyHKIIHMOHAILHOCTH.

Yka3zaHus 10 BBINOJHEHUIO 3aJaHUM:

1. V3yuuTh TEOPUTHUECKUN MaTepUal M0 TEME.

2. OTBEeTUTH HAa TEOPUTHUYECKUE BOIIPOCH! B KOHIIE JTAOOPAaTOPHOH pabOTHI

3. Odopmuts oTuéT MO TabOpaTOpHOIL pabdoTe.

JlaGoparopuas paoora 3 (8 u.). Uccienoanue 3anmmenHoctu OC Linux Ha npuMepe

iptables - nposepka chopmupoBannocty komnerennuit OITK10, OIIK-12, VK-2

3agaHus:

1. Hactpouts Ge3omacHoe B3auMoielicTBre AByX IP-cereit Mmexy coboit uepes ceTh 001Iero
nonb3oBanus (MHTepHeT), cpeacTBamu nporpammuoro npoaykra OpenVPN.

2. Co3path KJIIOYH U CepTUPHUKATH 0€30ITacCHOCTH.

3. Hactpouts xoudurypanuonnsiii ¢aitn VPN-kiueHTa.

4. HactpouTs iptables.IIpoBeputh npumMeHeHHe TpaBuil (UITBTPAIIH.

VYka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:

1. V3yunTh TEOPUTHUECKUN MaTepUal IO TEME.

2. OTBETUTH HAa TEOPUTHUUECKUE BOIIPOCH! B KOHIIE JIAOOPATOPHON pabOTHhI

3. Odopmuts 0TUET IO TAOOpATOPHOU padoTe.

JlaGopaTopHnas pa6ora 4 (6 4.). CpeacTBo odHApY KeHUs] BTOpKeHUsI SNOIt - mpoBepka
chopmupoBannoct kommnereniuii  OIIK-10, OIIK-12, YK-2

3agaHus:

1. YcraHoBuTh cucteMy oOHapyXeHuUsl BTOp>KeHHUH Snort

2. Hactpouts Snort moj 3aauu opraHu3alyy.

Yka3aHus 10 BBINOJIHEHUIO 3aaHNMN:

1. V3yunTh TEOPUTHUECKUN MaTEpUaI [0 TEME.

2. OTBETUTH HAa TEOPUTUUECKUE BOIIPOCH! B KOHIIE JJAOOPAaTOPHOI pabOThI

3. Odopmuts 0TUET MO TAOOpPATOPHOU padoTe.



Ipunooicenue 1. Annomayus pabouet
npocpammuvl OUCYUNTUHDBL

AHHOTAIIUSA PABOYEN ITPOTI' PAMMBI JIUCIIUILIAHBI

Hucuurummna «[IporpaMMHo-anmapaTHble CpeicTBa 3allUThl HH()OpMAaIUNy pean3yercs Ha
dakynprere MHPOPMAIMOHHBIX CHUCTEM H 0€30MacCHOCTH Kadeapod KOMIUIEKCHON 3alluTh
uHpopmanuu.

[lenp IUCUMIUIMHBL DPA3BUTh Yy CIOyIIaTeNIed IOAXOX K PEHICHHIO TEXHUYECKHX 3a]1ad
pOTpaMMHO-aNIapaTHOHN 3aIUThHl HHPOPMAITIH.

3agaun: M3y4eHUE OCHOB IOCTPOEHMS MOJCHCTEM MH(OPMAIMOHHON 0€30I1aCHOCTH, OCBOEHHUE
OPUHIUIIOB  HCIOJB30BaHUA TMPOTPAMMHO-ANMAPATHBIX CPEACTB  3allUTHl  WH(pOpPMAIIHH,
BbIpabOTKa YMEHUH IPOBEIEHHS OLIEHKH 3aLUILEHHOCTH HHPOPMALIMOHHBIX CUCTEM.
JucuuruimHa HarpaBieHa Ha pOPMUPOBAHUE CIEIYIOIIUX KOMITCTEHIIHIA:

e VK-2 — CnocobeH omnpenenars Kpyr 3a1ad B paMKax MOCTaBJICHHOW e U BBHIOMPATH
ONTUMAJIbHBIE CHOCOOBI WX pELICHUs, MCXOAS W3 JCHCTBYIOIIMX IPAaBOBBIX HOPM,
UMEIOIUXCS PECYPCOB U OTpaHUYCHHIA

e OIIK-10 — Cnoco0OeH B KayecTBe TEXHHUYECKOTO CIEIMAJNCTa MPHUHUMATh y4acThUE B
(GOpMUPOBAaHUN TOJNUTHKH HH()OPMAIMOHHONH 0E30IacCHOCTH, OpPraHWU30BHIBATH U
NOJ/ICP)KUBATh BBIMIOJIHEHHE KOMILIEKCAa Mep IO OOECIeYeHHI0 HH(POPMAIMOHHOMI
0€30MacHOCTH, YIPABISATH MIPOIIECCOM HX PeaTH3alui Ha OOBEKTE 3aIUThI

e OIIK-12 — CriocobeH mpoBOIUTH MOATOTOBKY MCXOAHBIX JaHHBIX JUISI TIPOSKTUPOBAHHUS
MOJCHCTEM, CPEICTB OOecredeHus: 3aluThl  MHPOPMAUMU H I TEXHUKO-
HSKOHOMUYECKOT0 00OCHOBaHHUSI COOTBETCTBYIOIIMX NMPOSKTHBIX PEIICHUI

B pe3ynbraTe 0CBOGHUS NUCILUILIMHBI 00YYatOLIUICs JOIKEH:

3HaTh: APXUTEKTYpPy IOJCUCTEM O€30MacHOCTH, CMbICA 0a30BBIX TMOHATHH, TakuX Kak
UJCHTUQUKAIMS U ayTeHTU(UKAIUS, pasrpaHUYeHne AOCTyNa U T.J.; MPOTOKOJIbI JIOKAIBHOW U
CETEeBOM ayTeHTU(DUKAIIH.

YMeTh: OCYIIECTBIIATh HACTPONKY MOJIUTUKN YUEHBIX 3alIUCEH, BBIIIOJIHATh aIMUHUCTPUPOBAHNE
YUETHBIX 3amuceil mnosib3oBarene Ha miuatdpopmax Windows u Linux, uaeHTHGUIIMPOBATH
cyabble MecTa U ySA3BUMOCTH MOACHUCTEMbI HICHTH(PUKALIUN U ayTeHTU(UKALIMK; pa3pabaThiBaTh
MaTpHUIly pa3sTpaHUYEHHUs J1OCTYIA, PEaJTU30BbIBaTh AMCKPELIIMOHHOE pa3rpaHUYeHHE JOCTyIa K
o0bekTaM (ailloBO cHUCTEMBI M CHCTEMHOIO peecTpa, aHAJIUW3UPOBaTh OTPaHUYECHHUS
BBIUHCIIUTENBHBIX PECYPCOB, BBIOUPATh ONTUMAJIBHBIA HabOp nporpammHo-annapatHeix [IAC3U
Brnaners: HaBbIKaMM aJMHHUCTPUPOBAHMS IOJACUCTEM O€30MaCHOCTH, HACTPOMKU CHCTEMBI,
NOJUTUK O€30IacHOCTH, YINpaBICHHUsS YYETHbIMU 3alUCSMH, HaBbIKAMH HCIOJb30BaHUS
MOJIOKEHUH CTaHAapTOB NpU pa3paboTke, HacTpolike U 3kciuryatauuu [TAC3U.

ITo guciuminHe npeaAyCcCMOTpCHA NPpOMCXKYTOUHAA aTTCCTAllUA B (bopMe 3a4ycTa (5 CGMCCTp) )51

sK3aMeHa (6 cemecTp).
OO61ast TpyA0EMKOCTb OCBOCHHUS AUCHUIUIMHBI COCTABIISET 5 3a4ETHBIX €TUHHII.
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