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AHHOTALUA

HuctuminHa «MeToibl M CUCTEMBbI 3alllUThl HH(pOpMaIuu, UHPOpMAIIMOHHAS
0€30MacHOCTbY  SIBJISIETCS  00A3aTENbHOM  JUCHUIUIMHOW BapUAaTUBHOM  4YacTu
HaIpaBJICHHOCTH NPOrpaMM MOATOTOBKA HAyYHO-TIEAArormueckux KaJpoB B
acupantype «MeToapl W CHUCTEMbl 3alUThl HHGOpMAIMK, HHPOPMAIIMOHHAS
0€30MacHOCTbY.

Pabouast mporpamma JUCHUIUIMHBI pa3paboTaHa Ha Kadeape KOMIUIEKCHOMN
3amuThl  uHpopManuu HHcTUTyTa UWHGOPMAIIMOHHBIX HAayK W TEXHOJOTUH
0€30MacHOCTH.

ConepxaHne NHUCHMIUIMHBI OXBATBIBACT KPYr BOMPOCOB, CBSI3aHHBIX C
pPacCMOTPEHHEM COBOKYITHOCTH TpOOJieM, CBSI3aHHBIX C  HHPOpMaTH3AIUEH
o0IIecTBa, ¢ UcCiaeA0BaHUEM, pa3pabOTKOM, COBEPIICHCTBOBAHUEM M IIPUMEHEHUEM
MOJIeNIeH, METO/I0B, TEXHOJOTHA, CPEACTB M CHUCTEM 3alTUThI HHPOPMAIIUH, & TAKKE
oOecrieyeHneM MHPOPMALIMOHHON 0€30MaCHOCTH 00BEKTOB U POLIECCOB 00pabOTKH,
nepenaun uHGopMalMu Bo Bcex cdepax NeaTeIbHOCTH OT BHENIHUX M BHYTPEHHHX
yrpo3.

TpeGoBanus Kk pe3yjabTaTaM 0CBOCHUS AUCHUIIUHBI:

B pesynbTaTte u3ydeHus IUCUUILTMHBI ACTIUPAHT JOJIKEH:

3HATh: 3aKOHOJATEJIbHbIE W TIPABOBBICE OCHOBBI 3aIIUTHl HHGOPMAIUHU U
KOMITBIOTEPHBIX TEXHOJOTUM, MEphl MO 00ECIEeUEeHUI0 COXPAaHHOCTH WH(MOpMAIINH,
OCHOBHBIE 3a7lauud oOecredeHus: 0e30MacHOCTH HH(popMalid B MUHPOPMAIMOHHBIX
CHUCTEMaX; TPHUHIUIBI TTOCTPOCHHUS] CHUCTEM 3aIlUTHl WH(OPMAIIMU W WX OCHOBBI;
OCHOBHBIC HAMPABICHUS CO3JaHUS 3aIIWIIEHHBIX WH()OPMAIMOHHBIX CHCTEM,
OTIpPEICTICHUSI W CBOWCTBA MaTEMaTHYECKUX OOBEKTOB, HCIOJIB3yeMBIX B JTOU
o0nacTu.

yMeTh: pemaTh 3aJa4d TEOPETUYECKOTO XapaKTepa M3 Pa3IUYHBIX Pa3feiioB
JTUCITUTIIMHBI, TOKA3bIBaTh YTBEPKACHHS, CTPOUTH IPUMEPHI OCHOBHBIX OOBEKTOB H
noHsATUH. Bramers: MaTeMaTHYeCKMM amnmapaToM, MCIOJIb3YEMbIM B CHCTEMax
3alUThl WH(POPMALUU, OCHOBHBIMU aJTOPUTMaMH, KilacCH(pUKAIMEeH crnocoOoB
3aIUTHl HHOOPMAITUU; METOJaMU 3aIUThl UHPOPMAIIMUA OT HECAHKITMOHUPOBAHHOTO
JOCTYTIa W pPa3pylIaloUX MPOrPaMMHBIX BO3JCHCTBUN TIpoliecca XpaHEHHS H
00paboTKN HH(POPMAIIHH.

BJa/JeTh: HAaBbIKAMU TPUMEHEHUSI TIOJIYYCHHBIX 3HAHUW B HAY4YHO-
UCCIIEIOBATENbCKOM paboTe U HayYHO-TIeJaroru4eckoi padoTe.

O6mast TpyJZOEMKOCTh OCBOCHHS JUCIUIUIMHBI COCTaBJISIET 2 3a4€THBHIC
eauHunbl, 72 d4aca. lIporpamMMoi IHCUMIUIMHBI TPELYCMOTPEHBI JIEKIIMOHHBIE
3aHsaTus (36 4acoB), caMocTosATebHAs paboTa acriupanTta (36 4acos).

[IporpamMmmoil ITUCHHILIMHBI TPETYCMOTPEHBI CICAYIOIIME BHUABI KOHTPOJIS
OCBOCHHMSI TUCIUIUIMHBL: TEKYIIHA KOHTPOJb B GopMe pedepaTta, MpOMEKYTOUHBIHA
KOHTPOJIb B (hOpMe KaHIAUIATCKOTO dK3aMeHa.

1. ITosicHUTEJIBLHAA 3AMUCKA
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Heas aucuMmiuHbl: cHOpMHUPOBATH Yy ACMHPAHTOB MPEJACTABIECHUE O
METO/IaX U CUCTEMAaX 3alIUThl HH(OPMAIUU, HTHPOPMALIMOHHON 0€30MacCHOCTH.

«Meronpl ¥ cuUCTeMBl  3amUThl  WHpOpManuu,  HUHPOpPMAIOHHAS
0€30MacHOCTh» — H3TO JUCIHUIUIMHA, 3aHMMAIOIIAsACS BOMPOCAMM 3aIUIIAEMbIX
00BEKTOB WH(pOpMATHU3AINN, ABTOMATU3UPOBAHHBIMHU CHUCTEMBI, MH()OpPMAIIMOHHO-
AHAJIMTUYECKUMH CHCTEMaMH, MH(POPMAITMOHHO-TEIIEKOMMYHUKAIMOHHBIMHU CETAMU
U CUCTEMaMH U MHBIMH HH(POPMAIIMOHHBIMH CUCTEMaMH, a TaK)K€ BXOISIIMMHU B HUX
TEXHUYECKUMU U TPOTPaMMHBIMU CPEJICTBAMU; aBTOMATU3UPOBAaHHBIMU CUCTEMaMH B
3alUIIEHHOM HMCIOJIHEHUH; METOJaMHU, CIOCOOaMHM U TEXHOJOTHSIMHU OOeCreueHus
WH(pOpPMAITMOHHOM 0e30MmacHOCTH 00BEKTOB nH(pOopMaTH3aLINH,
aBTOMATU3UPOBAHHBIX, MH(OPMAIMOHHO-aHATTUTUYECKUX, uH(}OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX U UHBIX UHPOPMAIIMOHHBIX CUCTEM; METOJIaMU aHaJIu3a U
MPOCKTUPOBAHUS  3AIIUIIEHHBIX  ABTOMATU3UPOBAHHBIX U HMH(POPMAIMOHHO-
aHATMTUYECKUX CUCTEM, HH(OPMAITMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH U CUCTEM
U WHBIX MH(QOPMAIMOHHBIX CHUCTEM, a TaKXK€ BXOISIIMX B HUX TEXHUYECKHX U
IPOTrPAaMMHBIX CpPEICTB; MOJEISAMH, METOJaMu cOopa, 0OpabOTKH, XpaHEHUs H
nepeayn 3aluinaeMo MHQpopMaluu, a TakKe MeTojgaMu Mpuéma, 00pabOTKH U
nepefayd  HMCMOJb3yeMbIX CHTHAJOB, MOJEISIMH, METOJAaMH H CHCTEMaMu
yrnpaBieHUs] HHPOPMAIMOHHOW OE€30MacHOCThIO; CHUCTEMaMH, KOMIUIEKCAMH U
CpeICTBAaMHU TMPOTHBOJCHCTBUS TEXHUYECKUM pa3BeAKaM, METOJaM HX aHalu3a U
OPOEKTUPOBAHUSA, METOAaM, CHCTEeMaM W CpEACTBAM KOHTPOJIA H  OLEHKHU
3alUIIEHHOCTH  MH(poOpMauuu; oOpa3oBaTeNbHBIM  IpPOLECCOM B o0jacTu
nH(OPMAITMOHHON O€30MTaCHOCTH.

Kypc 1aér BO3MOXHOCTb O3HAKOMHUTHCA acClUpaHTaM [0 Hay4dyHOU
cneuuanpHocTd 2.3.6. ¢ o0sacTAMU U pe3yiabTaTaMH HCCIEAOBAHUNW IO 3TOH
JTUCIUIINHE.

3amauM IMCUMINIMHBI: PACKPBITUE CYLIIHOCTH U 3HAYEHMSI METOJOB U CHCTEM
3amuThl UHPOpMaLK, UHPOPMAITMOHHON 0€30MaCHOCTH B CUCTEME HAIIMOHAIBHOU
0€30MacHOCTH, OMPEIECICHUE TEOPETUUECKUX, KOHIIENTYaJIbHbIX, METOJOJIOTHYECKHUX
OCHOB oOecrnieueHus1 6e30MacHOCTH UH(POPMALMH, KiIacCU(DUKALUS U XapaKTEPUCTHKA
COCTABJISIIOUIMX ~MH(OPMAIMOHHONW 0€30MacHOCTM M 3alllUThl  MH(POpPMALIUH,
YCTAaHOBJICHHE B3aMMOCBSI3M M JIOTMUECKOW OpraHM3alyy BXOASIMIMX B HHUX
KOMITOHEHTOB.

MecT0 NMCHUIVIMHBI B CTPYKTYype NMPOrpaMMbl MOJATOTOBKH HAYYHBIX M
HAYYHO-TIeJArOTHYeCKUX KaJPOB B aCIIUPAHTYpe:

HuctunmHa «MeToJbl U CUCTEMBI 3aluThl HHMOpMaIu, HHGOPMAITMOHHAS
0€30MacHOCThY MPUHAICKUT K CIIEIUATBLHBIM TUCIUTLTAHAM.

JlaHHas NUCHMIUIMHA TPU3BAaHA, MPEXKAE BCEro, MOMOYb AaCIUPAHTy B €ro
HAyYHOU JesTeNbHOCTH. JlaHHBIN KypC €CTECTBEHHBIM O0Opa3oM CBSI3aH C KypcaMu
«ndopmaruzanus oOmectBa U uHGOpPMAIUOHHAS 0e€30MacHOCThY, «OCHOBBI
MH(OPMAIMOHHOW 0€30MaCHOCTH U METOJI0JIOTHS 3alUThl HHGOopMaLum», «MeToabl
U CHUCTeMbl HWHXXEHEPHO-TEXHUYECKOW  3alluThl  HHpOpMAIUU»,  «3amura
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uH(pOpMaIMU OT HECAHKIIMOHUPOBAHHOTO BO3AecTBUS. COBpEMEHHbIE MPOOIEMbI
MH(OPMAIMOHHO-U3MEPUTEILHOTO 00€CTICUEHU .

TpeGoBanus Kk pe3yjabTaTaM OCBOEHUS AUCHUIIUHBI:

B pe3ynbpTaTe u3yueHus: AUCUUTUIMHBI aCTIUPAHT JOJDKEH:

3HaTh: 3aKOHOJATENbHBIE W TPABOBbIE OCHOBBI 3aIIUTHl HH(OpPMALUU U
KOMIIBIOTEPHBIX TEXHOJIOTUH, MEPHI MO OOECHEUYECHUI0 COXPAaHHOCTH HH(OpMAIIHH,
OCHOBHBIE 3a7auM obOecrieyeHus] 0e30MacHOCTH MH(POpMAMU B HHPOPMAIIMOHHBIX
CUCTEMax; MPHUHIHUIIBI TOCTPOSHUS CUCTEM 3aIUThl MHPOpPMAIMM M MX OCHOBBI;
OCHOBHBIC HAINpaBJICHHUS CO3JaHUA 3AMIMIIEHHBIX WH(OOPMALMOHHBIX CHCTEM,
ONpEJEICHUs] W CBOWMCTBA MAaTEMaTUYECKUX OOBEKTOB, HCIIOJIB3YEMbIX B HTOU
o0nacTu.

yMeTh: peuiaTh 3aJaudl TEOPETHUECKOro XapakTepa M3 pa3IMuHbIX pa3/eioB
JTUCHUTUIMHBI, JOKA3bIBATh YTBEPKACHUS, CTPOUTH IPUMEPHI OCHOBHBIX OOBEKTOB U
noHATUH. BrameTs: MaTeMaTHYeCKMM ammapaTtoM, HCIOIb3YEeMbIM B CHCTEMax
3alUThl MH(POPMALMU, OCHOBHBIMU aJTOPUTMaMH, KilacCHU(UKalue crnocoboB
3alUThl HH)OpPMAIMK; METOJaMH 3alUTHl HH()OPMAIIUKA OT HECAHKIIMOHHUPOBAHHOTO
JIOCTyIIa W pPa3pylIalOIIMX MPOrpaMMHBIX BO3JCHUCTBUM MPOLIECCA XPAHECHUS H
00paboTku UHGOPMAIUH.

BJAaJeTh: HAaBbIKAMH TPUMEHEHHUS TOJyYEeHHBIX 3HAHWA B HAy4YHO-
UCCIIEI0OBATENbCKOM paboTe U HayYHO-TIeJaroru4ecKkoi paboTe.

2. CTpyKTypa THCUMILUIHHBI (TEMATHYECKHUI TJ1aH)

OO6miass TPyIOEMKOCTh OCBOCHMS JHUCIHMIUIMHBI COCTAaBIISICST 2 3a4yeTHHIC
SJIMHUIIBI, 72 Jaca.

Cemectp Buabl yueoHoii padoTsl, BKIOYast @DopMBbI TEKYILEro
Pazpnen CaMOCTOAITEIbHYI0 pA00Ty aCIIMPAHTOB U | KOHTPOJISA
Ne | AMCHMIUIMHBI TPY/10eMKOCTh ycneBaeMocTH
n/n (B yacax)
®opma
MPOMeKYTOYHOM
aTTecTaluu

Jlex- | [Ipakrt. | CamocTosiTeJbHAA
UM 3aHATHA | padoTa

1 | BBenenue. 4 4 cobeceroBaHNe
OcHoBBI HH(pOPMALIMOHHOI Pedepupoanue
6€30IaCHOCTH | 3aIUTHI POCCHUHCKOHN U
nHpopmanuu 3apy0eKHOMI

JUTEPaTypHl U CTATEH,
paboTa B MUHTEpHET

2 | HopmaruBHOE IpaBOBOE H 4 4 cobeceoBaHue
OpraHU3aIIOHHOE PedepupoBanne
obecrieueHne poccuiickoi u
nH}popMannoHHOH 3apyOeKHOM
0€3011aCHOCTH 1 3alUThI 3 JUTEpaTypHl U CTATEH,
nHpOpMaUU paboTa B HHTEpHET
3 Mertopsl 1 cpeacTBa 4 4 KontponbHas
TEXHUYECKOI 3aIiThI PedepupoBanue pabota
nHpopManun poccuiickoi u
3apyOexHOU

JIUTEPATyphl U CTaTeM,




paboTa B MHTEpHET

4 | UmKeHEepHO-TEXHUIECCKHE 4 6 6 CobecenoBanue
METOJIBI M CPEJICTBA 3alTUTHI PedepupoBanue Pedepar
nHdopmannu poccuiickoit u

3apy0eKHON
JUTEPATypHl U CTATEH,
paboTa B MUHTEpHET

5 | Texuuueckue cpeacraa 4 6 4
OXpaHbl 00BEKTOB PedepupoBanne
nHdopmaruzanuu POCCHICKON U

3apyOeKHOH
JIUTEPATypHl U CTaTEM,
paboTa B IHTEpHET

6 | OcHoBBI KpunNTOTpadHIeCcKOn 4 6 4 cobecemoBaHue
3aIIUTH HHPOPMALIUH PedepupoBanue

pOCCHUICKON U
3apyOeKHOH
JUTEPATypHl U CTATEH,
paboTa B MUHTEpHET

7 | IlpunsiTve opraHu3alnOHHO- 4 6 10 cobeceoBaHme
TEXHUYECKUX PEIIeHUH 10 Pedepupoanue
KOMIUIEKCHOMY 00€CTIeYeHUIO poccHiicKoi 1
nHpopManoOHHOH 3apyOexHOI
6e30macHOCTH JUTEPaTypHl U CTATEH,
aBTOMAaTH3HPOBAHHBIX CHCTEM paboTa B MIHTEpHET

8 HUTOIO: 36 36 Kananaarckmii
3K3aMeH
CprKTypa JAUCHUILIMHBI 1)1 UHBAJIMJAO0B U JIUI[ C OTpaHUYCHHBIMU
BO3MOKHOCTAMU 310POBbs
Cemectp Buas! yue6Hoii padoThl, BKIIOYas DopMBI TEKYlIEro
Paznen CaMOCTOSITEJILHYIO PadOTy ACIIHPAHTOB U | KOHTPOJISI
Ne | AMCHMIUIMHBI TPY/10eMKOCTh ycrneBaeMocTH
n/n (B yacax)
®Dopma
MPOMeKYTOYHOM
aTTecTaluu
Jlex- | [Ipakrt. | CamocTosiTeJbHAA
IHH 3aHATHA | paGora

1 | Beenenue. 4 4 cobecenoBaHue
OCHOBBI HTHPOPMATMOHHON PedepupoBanue
0€30MaCHOCTH U 3alUThI POCCHUHCKOHN U
nHpopmanuu 3apyOekHOH

JIUTEPATyphl U CTaTEH,
paboTa B HHTEpHET

2 | HopmaruBHOE npaBoBOE U 6 4 cobeceroBaHne
OpraHU3aIlIOHHOE PedepupoBanne
obecrnieueHme 3 pOoccUiicKON U
nH}popMannoHHOH 3apyOeKHOM
0€3011aCHOCTH 1 3alUThI JUTEpaTypHl U CTATEH,
nHdopmannu paboTa B MUHTEpHET

3 | MeTtonsl u cpeacTBa 6 4 Kontponbnas
TEXHUYECKOH 3aIUThHI PedepupoBanue pabora
nHdopmannu poccuiickoi u

3apyOeKHOM
JIUTEPATyphl U CTaTEH,
paboTa B HHTEpHET

4 | mxeHepHO-TeXHUIECKHe 4 6 4 CobecenoBanue
METOJIbI M CPEJICTBA 3allTUTHI PedepupoBanue Pedepar




nHpOpMATAN pOCCHICKOH U
3apyOexHOU
JUTEPATyphl U CTATCH,
paboTa B MIHTEPHET

5 | Texuuueckue cpeacraa 4 6 4
OXpaHbl 00BEKTOB PedepupoBanne
nHdopmaTuzanuu POCCHUICKON U
3apy0eKHON

JUTEPATypHl U CTATEH,
paboTa B HIHTEpHET

6 | OcHoBBI KpunNTOTpadHIECKON 4 6 4 cobecemoBaHue
3aIIUTH HHPOPMALIUH PedepupoBanue
pOCCHUICKON U
3apyOeKHOH

JIUTEPATypHl U CTaTeM,
paboTa B MIHTEpHET

7 | [IpunsTHE OpraHU3aIIOHHO- 4 6 8 cobecemoBaHne
TEXHHUYECKHX PELICHUH 10 PedepupoBanne
KOMIUIEKCHOMY 00€CTIe4eHHIO POCCHUICKON U
nHpopManMoOHHOH 3apyOeKHOI
0e30MacHOCTH JUTEPATypHl U CTATEH,
ABTOMATU3UPOBAHHBIX CUCTEM pa60Ta B MHTCPHET
9 HUTOIO: 40 32 Kanagnaarckuii

IK3aMEH

3. Coneprxanue ITMCUUIINHBI

Tema 1. Beedenue. Ocnoebl unpopmauuonnoi 0e30naACHOCMU U 3AULUMDBL
uHgopmayuu

CoBpeMeHHbIE YCIIOBUSL pa3BUTHS HMH(GOPMALMOHHOTO OOIIECTBA M €ro
npusHaku. CocTtosiHUe pa3BUTUs UHPOpPMAMOHHOTO obOmecTtBa B Poccun. [Tpuunnsl
BO3HMKHOBEHHUSI M aKTyaJIbHOCTb IpoOJieMbl oOecrieyeHus HH(OpPMAaLMOHHON
oe3omacHocTH. ['oCynmapcTBeHHas TOJNMTHKA obOecrneueHus UHOOPMAIMOHHON
oe3zonacHoctu.  KitoueBble — mpoOneMbl  MH(OpPMAMOHHOW  0€30MacHOCTH
rocyapcTBa, oOUIeCTBa U JIMYHOCTH M MYTH MX pewieHus. [loHaTuitHblid anmapar B
obOnactu obecniedeHus: MHGOPMALMOHHON 0€30MacHOCTH M 3aIUThl MH(POpPMALUU.
Crpyktypa uHGOPMALMOHHOM O€30MacHOCTM M CBA3aHHBIE C HEW CBOMCTBA.
[Ipuuunbl HapyieHuss WHQPOpPMAIMOHHOW Oe3omacHOCTH. Mojenu HapylieHus
uH(popManMoHHOW Oe3omacHocTH. McTOuHMKKM ©  BuAbl yrpo3. MexaHu3Mbl
peanuzanuu  yrpo3. IlpoGiema KomIuieKCHOro oOecrnedeHus: HUHQPOPMAIMOHHOMN
0e30macHOCTH W CHUCTEMHBIM moaxon kK e€ pemeHuio. COOTHOIICHHE TOHSATUN
uHdopmaImoHHas 6€30MacHOCTb U 3amuTa HHpopmaIuu.

Tema 2. Hopmamuenoe npagogoe U OpP2aHU3AUUOHHOE oOOecneueHue
UHGOPpMaAYUOHHOIL H€30nACHOCIU U 3aUiUmMbl UHPOpMayuu

[IpaBoBoii  ypoBeHh oOecmedeHus  Oe30macHOCTU  MHGOPMAIMOHHBIX
TEXHOJIOTHIA, CUCTEM M PecypcoB. Pojib M1 MeCTO HOPMATUBHOTO PETyJINPOBAHUS TIPH
oOecrieueHUU UHHOPMAITMOHHON O€30MTaCHOCTH U 3aIUTe WH(POpMAITUH.

3amauyn  HOPMATHUBHOTO PETYJIUPOBAHWS OTHOIIECHUHM, BO3HUKAIOIIMX Ha
pa3IUYHBIX CTaAUAX Tpolecca obecrneueHrus WHPOPMAIMOHHONW O€30MacHOCTH U
3amuThl uHGopmammu. CucteMa HOPMATUBHOTO oOecredeHus WHOOPMAIMOHHON
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0€30MacHOCTH. KonuenrtyanbHble  JOKYMEHTHI denaepanbHOTO  YpOBHA.
3aKOHOIATEILCTBO Poccuiickoi denepannun B oOyactu oOecrieyeHus
uH(POPMAIMOHHON O€30MacHOCTH M 3alluThl HH(OpMalMH, a TaKkke B 001acTu
WHTEIJICKTYyalbHOM COOCTBEHHOCTH. 3aKOHOJATENbCTBO O MEPCOHAIBHBIX JAHHBIX,
KOMMEPUYECKOM UM TocyJdapcTBeHHOW TaiiHe. PykoBopsiumue pokymentsl OCTOK
Poccun u mnpuMeHeHme wuX TpeOOBaHWUN B TPAKTUKE 3aIIUTHl HH(POPMAIIHH.
HopmatuBHOE  perynmupoBaHue  KpHUNTOTPAPUUECKOW  3amuThl  WHGOpPMAIIHIH.
HopmatuBHOE oOecredeHue MPOSKTUPOBAHMS 3aIMUMIEHHBIX HHPOPMAIMOHHBIX
cucteM. Bompocbl peryimupoBaHHUs JEATEIBHOCTH B 00nacTh oOecredeHus
uHdopmanmoHHo  Oe3omacHocTd  opranu3zanuil. [lomutuku — Ge30MacHOCTH.
Crangaptel B oOnactu ympaBiieHUs UWHGOPMAIMOHHOW O€30MacHOCThIO U
OCOOEHHOCTH UX NpUMeHeHus. JIuleH3upoBaHue AESITEIBHOCTH B 00JIACTU 3alUThHI
uHpopmarmu. MupoBoii omeIT B obiact obecrieueHUs HUHGOPMAIMOHHON
0e30MacHOCTH U 3alIMThl HH(POPMAIIMKA HA 3aKOHOAATENIbHOM YpoBHE. COBpEMEHHbIE
TEHJICHIIMU Pa3BUTUS CHUCTEMbl HOPMATUBHOTO oOecredeHus: HHQPOPMaIMOHHOM
oe3onacHocTH. OpraHu3allMOHHBIE CHUCTEMBI oOecnedeHus: WHOOPMAUOHHOU
oe3onacHocT. Opranuszanusi 00bEKTOBBIX PEKUMOB 0€30MACHOCTH.

Tema 3. Memoowvt u cpedcmea mexHu4ueckoul 3auiumal UHGopmauuu.

OcCHOBHBIE TOAXOIBI K 3AIIUTE JTAHHBIX OT HECAHKIMOHUPOBAHHOTO JOCTYTIA.
Pasrpannuenue pocryna k wuHpopMmauuu. MueHtudukanus u ayTeHTU(PHUKALUSA
CyOBEKTOB M OOBEKTOB KOMIIBIOTEPHBIX CHUCTEM. MeToabl ayTeHTU(UKAIIH.
[Togxompl K peanu3anud CpeAcTB uaeHTU(uKamuu u ayreHTudukanuu. CpeacTsa
ayTeHTU(DHKALMK TI0JIb30BaTelie. Mojenu ynpasieHus aoctynoM. Mojaens benna-
Jlamamyma. Mogens Take-Grant. JluckpernmonHas mnoiuTuka. PojeBas moiMTHKA.
Mannatnas noautuka. [lomuTuku KOHTpods 1eiaocTHocTH. Moaens buba. Mopens
Kmapka-Buiicona. CucremHas kiaccuUKaIds CpPEJICTB 3alllUThl HMHQPOpMAITUH.
AnmapaTtHeie  cpencTtBa  3ammThl  uHGopMaruu.  OCHOBHBIE  TPHHITUTIBI
(YHKITMOHUPOBAHUS aIMapaTHBIX CPEACTB 3amuThl HHpopMaruu. IIporpamMmmabIe
cpeacTBa 3amuThl uHopManuu. OCHOBHBICE NPUHIUILI  (YHKIIMOHUPOBAHUS
MPOTPAMMHBIX CPEJCTB 3allUThl. MeToAbl U CpelicTBa O00ECIeUeHUs] OE30MaCHOCTH
CETEeBBIX HH(POPMAIMOHHBIX CTPYKTYp. BHpTyanbHble dYacTHbIE CE€THU U HX
npuMeHeHue. MexceTeBoe SKpaHuUpoBaHUE. MeTonbl U CpeACcTBa OOHAPYXKEHUS
KOMITBIOTEPHBIX aTakK.

Tema 4. Husxncenepno-mexnuueckue Memoovl U Cpeocmea 3auiumasl UHGopmayuu.

Knaccudukanus neMacKUpyOIUX MPU3HAKOB UM HUX XapaKTEPUCTHKHU. Buibl
KaHaJIOB YTE€UYKU, UX XapaKTEPUCTUKHU. TeXHUYECKHE KaHaJlbl YTeYKU MHPOpMAIUH,
KJIaccupuKkauus M Xapakrepuctuka. OnThyecKhe KaHalbl YTEUKH HH(POpPMAIUH.
CriocoObl M cpencTBa MPOTUBOJACHCTBUS HAOMIONCHHUIO B ONTHYECKOM JHMAIa3oOHE.
PannosnexTpoHHble KaHalbl YTEUKH HMH(OpMalUU. AKYCTHUYECKHE KaHaJbl yTEYKU
uHpopMaluu. MarepralibHO-BEIIECTBEHHbIE KaHAJIbl YTeUKH HHpopManmu. 3a1auu U
NPUHLIUIIB MHXEHEPHO-TEXHUYECKOW 3amuThl uHopmanuu. CriocoObl U cpeacTBa
WHKEHEPHOW 3allUThl U TEXHUUYECKOW OXpaHbl 00bekTOB. CHocoOBl M CpelcTBa
IPOTUBOJAEHUCTBUS PaAMOJIOKALIMOHHOMY HaOmoneHuto. CnocoObl U cpencTBa
MHOOPMAIMOHHOTO  CKPBITHSI  peuyeBOd  HMHGPOPMALMM  OT  MOJCITYUIMBAHMSL.
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BHCpFeTH‘{CCKOC CKPBITUEC AKYyCTHYCCKOI'O CHIHaJIa. OcHOBHBIC MCTOAbI 3alllUThI
I/IH(I)OpMaI_II/II/I TEXHUYCCKNMU CPpCACTBAMMU.

Tema 5. Texnuueckue cpedocmea oxpamnsvt 00veKmoe uHpopmamuzayuu

OcHOBHbBIE TapaMeTphl CHCTEMbI 3amuThl HHPopMmanmu. Kiaccudukarms
cioco6oB 3amuThl. CyIIHOCTh OPraHU3AIMOHHBIX M TEXHUYECKHUX MEp 3alllUTHI.
Texnuueckue cpeacrBa oxpanbl. @DynkuuoHaneHas cxema komiuiekca TCO.
CtpykTypHasg  cxemMa  KOMIUIEKca  oxpaHHoW  curHanmm3auumu.  Cucrema
LEHTpaIN30BaHHOW OXxpaHbl. OCHOBHBIE TpeOoBaHuUs K noctpoeHuto cucreMbl TCO.
Pexum oxpanbl. JlaTunku, meidpl oXpaHHOW curHanuM3anuu. MHOropyOeXHOCTb
noctpoenus cuctembl TCO. KareropupoBanue o0beKTOB oxpanbl. [lopsiiok
OpUMEHEHUs1 Kiaccudukaropa s OpraHu3alluud  oXpaHbl 00bekTa. Mopens
HapylmuTens, Kak ocHoBa co3nanus cpeacts TCO.

Tema 6. Ocnosvl Kpunmozpaguueckoi 3augumasl UHGopmayuu

OcHOBHBIE TOHATHS W ompeneneHus  Kpunrosoruu. IIpumenenue
CUMMETPUYHBIX KPUOTOCHUCTEM [UIsl 3allUThl HMHQOpPMAMM B KOMIIBIOTEPHBIX
cuctemax. OCHOBHbIE pexUMBbI padoThl anroputma DES. OreyecTBeHHBIN cTaHAapT
muppoBaHUs JaHHBIX, PexxuM mpocToid 3aMeHbl. Pexum rammupoBaHus. Pexum
raMMHUpOBaHUsI ¢ 00paTHOM CBsI3bl0. PesxuM BbIpaOOTKM UMHUTOBCTAaBKU. biiouHble u
noToyHble WU@pel. [IpuMeHeHne acUMMETPUYHBIX KPUNTOCUCTEM JUISl 3aLIUThI
uH(OpMaIMU B KOMITBIOTEPHBIX cucTeMax. KoHIenus KpUunToCUCTEMBI C OTKPHITHIM
KitouoM. OpHOHamnpaBieHHbIE (PYHKIUH, KPUOTOCHUCTEMA IIH(PPOBAHUS JTAHHBIX
RSA. Cxema mmdpoBanus Onb-I'amans. Metonasl uaeHTU(UKAIIUU U TPOBEPKU
IOJJIMHHOCTH MOJIb30BATENIEH KOMIIBIOTEPHBIX CHCTEM.

Tema 7. Hpurmmue OpP2AHU3AUUOHHO-MEXHUUECKUX pemenuﬁ no KOMRNJaEKCHOMY
obecneueHur und)opmauuomwﬁ be3onacnocmu asmomamu3upoeaHHblX CUCmem

CymiectBO  mpoOJieMbl  KOMILJIEKCHOTO — obOecreueHuss HMHPOPMaIUOHHOM
oe3onacHoctu. KommekcHoe obOecrnieueHne UHPOPMAIMOHHOW 0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM KaK COBOKYMHOCTh OpPTaHU3AIIMOHHO-TEXHHUYECKUX
pemieHnid 1mo ux 3amure. CUCTEMHBIM MOAXOA K PEIICHUIO0 MpoOJieMbl. 3agadyu
TPUHATHUS OpPraHU3aAIMOHHO-TEXHUUCCKUX  PEIICHHM o 00ecrevYeHnIo
WHOOPMAITMOHHOW O€30MacHOCTH B PA3JIMYHBIX YCIOBHIX. WrpoBble METOIBI
NPUHATUS PEIICHUA B YCIOBHSIX HMH(POPMAIMOHHBIX KOH(MIUKTOB. ODKCIEPTHBIC
OIICHKM B cucTeMax HHGOpMaMOHHON Oe3omacHocTh. CHUcTeMa KOMIUIEKCHOTO
oOecrieueHuss WHGOPMAIIMOHHON 0E30MAaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.
Py6exu 3amuThl aBTOMaTU3UPOBAHHBIX CUCTEM M CBS3aHHBIC C HUMHU 33J]a4H. JTaIlb
oOecrieueHuss uHMoOpMarmoHHo Oe3zonmacHOCTH. OIlleHKAa PHUCKOB HapyIICHUS
nHpopmaImoHHon 6e3omacHocTr. [IpoekTupoBaHre aBTOMATH3UPOBAHHBIX CUCTEM B
3aIUIIEHHOM  UCMOJMHEHWH.  MexaHu3Mbl  o0ecredeHus:  (PyHKIIMOHATHHOU
YCTOWYMBOCTA U HAA&KHOCTH  3amuThl  uwHopmaruu.  YmpasieHue
WHOOPMAITMOHHONW  O€30MacHOCThI0  aBTOMATHU3UPOBAaHHBIX  cucteM.  OreHka
3¢ (HEKTUBHOCTH 3alTUTHI ABTOMATU3UPOBAHHBIX CHCTEM.

4. UudopmManMOHHbIE U 00pa3oBaTe/ibHbIE TEXHOJIOTHH
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B ydyeOHOM mpouecce IIHMPOKO HCHONB3YIOTCA KaK  TpPAAULMOHHBIE
TEXHOJIOTMM OOydeHus (JIEKLMH, CEMHUHAapbl, IPAKTUUYECKHE 3aHATUS), TaK M
WHTCHCUBHbIC MHHOBAIlMOHHBIE METOAbI OOY4YeHHS (IUCKYCCHM, KPYTJIbIE CTOJIBI,
00y4YeHHUE C UCIIOJIb30BAHUEM MYJIbTUMEANIMHON TEXHUKHU U JIP.).
CamocrosiTenbHas paboTa acnUpaHTOB MPOBOJIUTCA B BHUJE aHHOTUPOBAHMS U
pedepupoBaHusT HAyYHOM JHMTEpaTyphl, CTaTe OTEUYECTBEHHBIX U 3apyOeKHBIX
aBTOPOB.

5. Cucrema TeKylero KOHTPOJIsl yCreBaeMoCTH, MPOMEeKYTOYHOI
aTTeCTAMHU M0 UTOTaM OCBOEHHS THCIIUTITHHBI

Cucrema TEKyIIero KOHTPOJS YCHEBAEMOCTH IO AUCIIUIUIMHE BKIIIOYACT
pedepat, uccIe0BATENBCKUAN TTPOCKT U JIP.

Cucrema TPOMEXKYTOUYHON aTTECTAIIMHM IO HWTOTaM OCBOCHUS HCIUATLIAHBI
BKJTIOYACT KaHJIUIATCKUN 9K3aMeH (3a4eT ¢ OIICHKOM, 3a4eT).

O6beM pedepara mo aucruiuimHe - 15-25 crpaHull nmedyatHoro Tekcra. Ilpu
3amuTe pedepara acmupaHT KpaTKO H3JIAraeT KOHIENIUIO pedepara U OCHOBHBIC
BBIBOJIbI, OTBEYAET HA MTOCTABJICHHBIE BOIIPOCHI.

Kputepun onieHku 3a pedepar

OneHka Conepxanue
Otnr4uHO Pedepar nanucan detko u rpamotHo. Tema pedepara
XOpOIIO  PacKphITa. [IpuBeneHa  KadyeCTBEHHO

noj0o0paHHasl poccHiickas u 3apyOexHas JuTepaTypa.
OTBeThl Ha JIOMOJIHUTENBHBIE BOIPOCHI MO pedepary
MIPaBUJIbHBIC.

Xopouo Pedepar nHanucan yetko u rpamotHo. Tema pedepara
packpeiTa He MNOJHOCTHIO. [IpuBenena poccuiickas u
3apyOexHas nauteparypa. OTBEThl Ha JOMOJHUTEIbHbBIC
BOIPOCHI 10 pedepary npaBUIIbHbIC.
VYnosnerBoputenrHo | Tema pedepara packpbiTa HE MOJMHOCTHIO. OTBETHI Ha
JIOTIOJIHUTENIbHBIE BOMPOCH 1O pedepaTy MNpaBUIIbHBIE,
HO HETOJIHBIE.

HeynosnerBoputensuo | Tema  pedepata He  packpeita. OTBeThl  Ha
JIOTIOJTHUTEIIbHBIE BOIIPOCHI 1o pedepary
HETPaBUIbHBIE.

Kpurepun onieHKH 10 uToraMm mpomMeKyTOYHOM aTTeCTAlMU

Ouenka Copnepxanue

OTuuHO AcnupaHT crnocoOeH 0000ImUTh Marepuall, CAeIaTh
COOCTBEHHBIC BBIBOJIBI, BBIPA3UTh CBOE MHEHUE,
MIPUBECTH WILTIOCTPUPYIOIIHE IPUMEPHI.

Xopouio OtBer acnupaHTa NpaBUJIBHBIA, HO HeNoJHbIA. He
MPUBEACHBI WUTIOCTPUPYIOIIHE IPUMEDHI,
000011ar0111e€ MHEHHE acClIMpaHTa HEJ0CTATOYHO YETKO
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BBIPA’XCHO.

yI[OBJIeTBOpI/ITeJ'IBHO OtBeT HpﬂBHJ’IBHBIfI B OCHOBHBIX IIOJIOKCHUIX,

OTCYTCTBYIOT WUTIOCTPUPYIOLINE MIPUMEDHI,
cOOCTBEHHOE MHEHHE aCIIUPaHTa, UMEIOTCS OIIMOKHU B
JEeTaAX.

HCYI[OBJ'ICTBOPI/ITGJIBHO B otBete aClilipaHTa CYIICCTBCHHBIC OIMMOKH B

OCHOBHBIX aCIICKTAaX TCMBEI.

3auTeHo AcnupaHT crnoco0eH 0000IUTh MaTepual, cAelaTh
COOCTBEHHBIC BBIBOJIBI, BBIPA3UTh CBOE MHEHUE,
MPUBECTH WLTIOCTPUPYIOIINE TPUMEPHI.

He 3aureno B oTBere acnupaHTa CyIIECTBEHHBbIE OIIMOKH B
OCHOBHBIX aCIEKTaX TEMBI.

HpOMe)KyTO‘IHOﬁ aTTeCTallui IO UTOraM OCBOCHUA JUCHHUIIIIMHBI

6. @OHI OLEHOYHBIX CPEACTB ISl TEKYNIero KOHTPOJSI YCHEeBAeMOCTH,

Ne IIpumepHas Tematuka pedeparos

i

1. Teopusa u merononorusi odecrneyeHuss HHOOPMATMOHHOW O€30IaCHOCTH U
3alMThl HHPOPMALIHH.

2. MeTozp1, anmapaTHO-MPOTPAMMHBIC U OpPTaHU3AIMOHHBIE CPEJICTBA 3AIIUTHI
cucteM (00BEKTOB) (OPMUPOBAHUS W NPEAOCTABJICHUS IOJIH30BATEIISIM
UH(OPMAITMOHHBIX PECYPCOB PA3IMYHOTO BUJI

3. Metonpl, Momenu W CpPEACTBAa  BBISABICHUS, WJICHTUDHUKAIIMKU U
Kiaccuukanmyu yrpo3 HapyimieHus HWHGOPMAIMOHHONW 0e30macHOCTH
00BEKTOB PA3JIMYHOTO BUA M Kjlacca.

4. CucrtemMbl JOKYMEHTOOOOPOTA M CPEJICTBA 3AIIUTHI HUPKYIUPYIOMIEH B HUX
uH(hopManuu.

5. Metonsl u cpeiacTBa HMH(POPMAIMOHHOTO TMPOTUBOACUCTBHS yrpo3am
HapylieHuss HHHOPMAITMOHHON 0€30MaCHOCTH B OTKPBITBIX KOMITBIOTEPHBIX
ceTsx, BKitoyas MurepHer.

6. Monenu u MeTob1 GOPMHUPOBAHUS KOMIUIEKCOB CPEICTB IPOTUBOCHCTBUS
yrpo3aMm XxuiieHus (paspyimieHus, Moaudukanuu) uHDoOpMaIUU U
HapyluieHus: HOOPMAITMOHHOM.

1. AHanmu3 pUCKOB HapylIieHUs HWHPOPMAIMOHHOW  O€30MacHOCTH U
YSI3BUMOCTH TIPOIIECCOB TepepaboTku nmHPopManuu B WHOOPMAITMOHHBIX
cucTeMax Jito00To BUIa U 00JacTH MPUMEHEHUSI.

8. Mopnenu mNpOTUBOAEWUCTBUS  yrpo3aM HapylIeHHs HHOOpPMAIMOHHOU
0€30MacHOCTH JIJIs1 JTF000T0 BUIa HHOOPMAIIMOHHBIX CUCTEM.

Q. Mogenn W  METOABI  OIEHKM  3aIIMIICHHOCTH  HWHPOpMaluu U
nH(OPMAITMOHHON O€30MTaCHOCTH 0OBEKTA.

10. Monpenn u MeTonasl OIEHKH J(MO(PEKTUBHOCTH CHUCTEM OOeCTeYeHUS
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nH(popMaIMoHHOM 6€301aCHOCTH 0OBEKTOB 3aIIUTHI.

11. | Texnomornn WACHTHPUKAINA ¥ aAyTCHTH(PUKAIMKM TOJb30BAaTEeIICd W
CyObEeKTOB HMH(POPMAIMOHHBIX mpoiueccoB. CHCTEeMBbl pasrpaHUYEHUs
JOCTYyIA.

12. | Meponpustusi U MeXaHU3Mbl (OPMHUPOBAHUS TIOJUTUKH OOCCIICUCHUS
nH(pOpMAIMOHHONW 0€30MacHOCTU JUIsi 0OBEKTOB BCEX YpPOBHEW HepapXuu
CUCTEMBI yIIpaBJICHUSI.

13. | [IpuHUMOBI W peHieHus MO CO3JaHUI0 HOBBIX U COBEPUICHCTBOBAHHUIO
CYLIECTBYIOIIMX  CPEACTB  3allUThl HMHbOpManMu U  oOecreyeHus
nH(pOpMaIIMOHHOM 6€301TaCHOCTH.

14. | Mopenu, MeToAbl U CpelAcTBa OOECIEUEHUS] BHYTPEHHETO ayauTa |
MOHHMTOPHUHIA COCTOSIHUS 00bEKTa, HaXOSIIEr0Cs MO/ BO3JICHCTBHEM YTIPO3
HapyHIeHHs ero HHOPMaIMOHHON 06€30MaCHOCTH.

15. | Mogenu u MeTo/Ibpl yrpaBiaeHUs] THPOPMAIIMOHHOM O€30MacHOCTBIO.

Ne Ilepeyenn npodIeM, BBIHOCUMbBIX HA KAHAUJAATCKHH YK3aMeH
10|

1. CylHoCTb ¥ NnoHATHE HHHOPMAIIMOHHOW 0€301MacHOCTH.

2. 3HaueHne MHQPOPMALMOHHON OE€30MacHOCTM W €€ MECTO B CHCTEME
HAIIMOHAJILHOI 0€30IaCHOCTH.

3. CoBpeMmeHHas JOKTpUHA HWHQPOpMAIIMOHHON Oe3omacHocT Poccuiickoit
denepanu.

4. CyIIHOCTD U MOHSATHUE 3alTUTH HHPOPMAIIUH.

S. [{eaun 1 3HaYeHUE 3aUIUThl HHPOPMAIUH.

6. TeopeTnueckne U KOHIENTYaJIbHbIE OCHOBBI 3alTUTHl HH(POPMAITHIH.

7. Kpurepuu, ycaoBusi M1 NPUHIMITBI OTHECEHHS] HTHGOPMAIIMK K 3alTUIIIAeMON

8. Knaccuduxkanus nadopmaiium orpaHU4eHHOTO TOCTYTIA 10 BUAM TaiHBbI.

9. Knaccudukanys HocuTenen 3amunaeMonl HHGOpMaIiu.

10. | IloHaTue u CTpyKTypa yrpo3 HHGOpMAIIH.

11. | UcroyHukH, BUABI U CHOCOOBI JECTAOMIM3UPYIOLIETO BO3JCHCTBUS Ha
UH(MOpMaIHIO.

12. [TpuurHbl, 00CTOATENBCTBA U YCIOBHS 1€CTAOUITU3UPYIOIIETO BO3IEHCTBHS
Ha H(OPMAIHIO.

13. | TpeboBanus K cucTeMaM 3aIuThl THHOPMAIIHH.

Cnncok MCTOYHUKOB U JIUTEPATYPbI

OCHOBHbBIE HCTOYHUKH

Kouctutymust Poccuiickoit ®eneparuu ot 25 nekabps 1993 rona,
u3meHeHusiMu ot 30 gexabpst 2008 roma (mocnemHsis peAakiuys). [DIEKTPOHHBIHN

7. YueOHO-MeTOAMUYEeCKOe U HH(OPMAIMOHHOE O0ecniedeHre JUCIMTILTHHbI

C

pecypc]: Pexum JOCTymna:
http://www.consultant.ru/document/cons_doc LAW 28399/, cBoGomnbIif. — 3ari. c
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HKpaHa.

Vka3 Ilpesugenra PO ot 31.12.2015 Ne 683 «O Crparerud HaimoHaJIbHOU
oe3zonacHoctu Poccuiickoit denepaunn» [IaeKTpoHHBIN pecypc] : Pexxum noctyna :
http://www.consultant.ru/document/cons_doc LAW 191669/, cBo6oanbIi. — 3ari. ¢
JKpaHa.

VYxa3 Ilpesunenta PO ot 05.12.2016 Ne 646 «O JloxTpuHe HHPOPMAIIMOHHOM
oe3onacHoctu Poccuiickoit denepannn» [IaeKTpoHHBIN pecypc] : Pexxum noctyna :
http://www.consultant.ru/document/cons doc LAW 208191/, cBoboanbIi. — 3ari. ¢
JKpaHa.

Vka3 IlIpesmgenta PO ot 09.05.2017 Ne 203 «O Crparerun pa3BUTHSA
nHpopmarmonHoro odmectBa B Poccuiickoit denepannu Ha 2017 - 2030 roawn»

[ DNEKTPOHHBIM pecypc] : Pexum JOCTyTa :
http://www.consultant.ru/document/cons doc LAW 216363/, cBoGoaHbIil. — 3ari. ¢
JKpaHa..

®denepanbubiil 3aKk0H «O0 uHGOpMaIK, UHOOPMAITMOHHBIX TEXHOJIOTHIX U O
3amute uHopMammu» ot 27.07.2006 Ne 149-®3 (mocneaHsis penaxius).

[DNEKTPOHHBIM pecypc]: Pexum JOCTyIa:
http://www.consultant.ru/document/cons doc LAW 61798/, cBoGoanbIii. — 3ari. ¢
DKpaHa.

OenepanbHplil 3aKk0H «O nepcoHaNbHBIX MaHHBIX» OT 27.07.2006 Ne 152-03
(mocnemnsiss  pemakuus) [OJIEKTpoHHBIM  pecypc] : Pexum  gocryna
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoGoaHbIif. — 3ari. c
DKpaHa.

["OCTp1 o undopmaImoHHONW O6E€30MACHOCTH U 3aIIUTe UHPOPMAIIUU

I[OHOJ'IHHTCJII)HLIE HCTOYHHKH

O06 ytBepxkaeHnn CocTaBa M COJEp)KaHUS OPTraHU3ALUOHHBIX U TEXHUYECKUX
Mep 1o obecrieueHno 0e30MacHOCTH TMEePCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
MH()OPMAIIMOHHBIX CHUCTEMAaX MepCOHANbHBIX MAaHHbIX: Ilpukaz @enepanbHO
CIIy’KObl MO TEXHUYECKOMY U 3KcnopTHoMy kKoHTponto (PCTIK Poccum) ot 18

despanis 2013 1. N 21 [Dnextponnsnii pecypc] : Pexum pgocrtyma
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/691, cBoOoanbIi. — 3aria. ¢
JKpaHa.

O6 ytBepxaeHuun TpeOoBaHuit o 3ammrTe WHOpPMALUKM, HE COCTABJISIIOLICH
rOCyJIapCTBEHHYIO TailHy, COJEp’Kalleicss B TOCYIapCTBEHHBIX HH(GOPMAIIMOHHBIX
cuctemax: Ilpuka3z @DenepanbHON COYKObI MO TEXHHUYECKOMY M DKCIIOPTHOMY
koHTpotito (PCTIK) ot 11 deppans 2013 r. N 17 [DnexkrponHsiii pecypce] : Pexxum
noctymna : https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702, cBoOoaHbIil. —
3ari. ¢ sKpaHa.

[Tpuka3 denepanbHO CIIy>KOBI IO TEXHUYECKOMY M DKCIIOPTHOMY KOHTPOJIIO
(®CTIK) ot 11 depansa 2013 r. N 17 r. Mocksa // Poccutickas razera. 2013, 22
Mast

[Meronnueckuii AOKyMEHT|. MeToauka ONpencsieHUs] AakTyalbHBIX YIpO3
0e30MacHOCTH MEpPCOHANBHBIX JaHHBIX MpPU UX 00pabOTKE B HMHPOPMALMOHHBIX
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CHUCTEMax IMEPCOHAIBHBIX JaHHBIX. YTBepxkaeHa npukazoM PCTD Poccum 14
beBpais 2008 r. [ DneKTpOHHBII pecypc] Pexxum JIOCTyTIa
http://fstec.ru/component/attachments/download/290 (nara obpamenus: 14.08.2019).

OcHoBHas aquTEpaTypa

["anatenxo B.A. OcHoBBI HH(OpPMALIMOHHOW 6€30MacHOCTH : y4eO. mocodue :
JUTsl CTYIEHTOB BY30B, oOydarommuxcs mo cneruanbHocTH 351400 "Ilpuxnamgras
unpopmatuka" / B. A. lNanarenko ; [mox pen. B. b. berenuna). - 4-e u3g. - M. :
WuTepuer-YH-T nnpopm. texnonoruii : BUHOM, Jla6. 3nanwmii, 2008. - 205 c. : puc.,
Tabu. - (Cepust "OcHOBBI HHPOPMALIMOHHBIX TexHONorui"). - bubmumorp.: ¢. 200-205.
- ISBN 978-5-94774-821-5 : 270.00.

Koganenko 10.U. [TpaBoBoii peskuM TUIIEH3UPOBAaHUS U cepTuduKanuu B cepe
HH(POPMAITMOHHOW OE€30ITaCHOCTH : y4eb. mocodue JyIs ciyliaTesiei, 00yJarommuxcs
1o nporpamme J1on. npod. oopazoBanus B obmactu uHpopm. 06e3omnacHocty "OCHOBBI
JUIEH3UPOBAaHUA U cepTuduKanuu B obmactu 3ammrtbl uHbopmarmu" / 0. .
KoBanenko. - Mockga : ['opsiuas nunusi-Tenexom, 2012, - 138 c. : Ta6n. ; 21 cm. -

(YuebHoe mocoOue A BBICIIMX y4eOHBIX 3aBeleHuid). - bubmumorp.: ¢. 134-138. -
ISBN 978-5-9912-0261-9 : 341.00.

Bectauk PITY. Cepusa «HUupopmatuka. NHopmanmoHHas 0€300aCHOCTD.
MaremaTtukay.

JlonoiHUTEIbHAS JJUTEepaTypa

Mamntok, A. A. Teopust 3anmthl uaopmanuu / A.A. Mamok. - Mocksa : ['op.
nuHug-Tenexom, 2012, - 184 c.: mi.; . ISBN 978-5-9912-0246-6, 500 5x3. - Tekcr :
anektpoHHbii. - URL: https://new.znanium.com/catalog/product/367555 (nmara
obpamenus: 23.08.2019)

Jlapun M.B., fIukoBas B.®. Opranu3zainus XxpaHeHUs 3JEKTPOHHBIX TOKYMEHTOB

// CoBpeMEeHHBIE TEXHOJOTUH JISTOMPON3BOJICTBA U JOKyMeHTooOopoTa. — 2013. - No
5.-C.6-17.

Pecypcbl UaTepHer

Coser  OezonmacHoctn  Poccuiickoii ~ @epepauun  [odui.  cait].
http://www.scrf.gov.ru/

OdenepanbHas Cliyxk0a MO0 TEXHUUYECKOMY W JKCIOPTHOMY KOHTPOJIIO [Ooduil.
caiir], http://fstec.ru

YnpasneHue «K» MB/] Poccun [odwuir. caiT].
https://mBr.pd/mvd/structurel/Upravlenija/Upravienie K MVD Rossii

NHcTUTYT MHGOPMALMOHHBIX HayK U TexHoioruit 6esonacHoctu PITY [odu.
caiir], http://www.rsuh.ru/iint

Meroanueckue  mocoOusi, pEKOMEHAAlMH, TepeyHu  [odui.  calT
denepanpHOrO apxuBHOTro arenrctTra], http://archives.ru/documents/methodics.shtml.


http://fstec.ru/component/attachments/download/290
http://www.scrf.gov.ru/
http://fstec.ru/
http://www.rsuh.ru/iint
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NudopmanmonHass 0e30MacHOCTh OpraHu3alMii  OaHKOBCKOM  CHCTEMBI

Poccuiickoit  ®depeparuun  [odui. caiit IleHTtpansHoro ©Oanka Poccuiickoii
deneparun], http://www.cbr.ru/credit/qubzi_docs

8. MaTepuaibHO-TeXHHYECKOe o0ecnevyeHne TUCIUININHbI

Jlisg mpoBeneHus JEKUMOHHBIX 3aHSATHH U CaMOCTOSITENIBHON pPabOTHI MO
JTUCIUIUTMHE UCTIONB3YIOTCS CIAEAYIOUINE KIacChl 1 000pyA0OBaHuUE:

CriennanbHOM KJIacc sl U3yYEHUsS] TEXHUYECKON 3alUuThl HHPOpMaIuu

1. KommuiekT 060pyoBanusl, B T.4. IPUOOPHI:

— «[lupasnbsty wmm aHasor — npubop Il OOHApyXEHHs M JIOKaJIU3aLUH
CPEICTB HErJIacCHOro chéMa MH(OPMALIMU: COCTOUT U3 OCHOBHOI'O OJIOKA yIpaBJICHUS
Y MHAMKAIMKM, KOMIUIEKTa [peoOpa3oBaTeieil u Mo3BOIsSET padoTaTh B CIAEAYIOLIUX
peXuMax: BBICOKOYACTOTHBIA JETEKTOP-4aCTOTOMEP; CKAHUPYIOUIUN aHaJIM3aTOp
IPOBOJAHBIX JWMHUM; Jerekrop MK-u3mydeHuil; JOeTeKTop HU3KOYaCTOTHBIX
MarHUTHBIX TOJIed; BUOPOAKYCTUYECKHH NPUEMHUK; aKyCTUYECKH MPUEMHUK;
IIPOBOJHON AKYCTUYECKUN NIPUEMHUK.

— HenuHelHplii 10KaTOp — YCTPOMCTBO JJIsi MOMCKA PagrO3aKIaTHBIX
yctporctB. Yacrora mepemarunka 860 MI'n, BeixomHas uMImyibCcHas MOIIHOCTH
>200 Brt, wMoaynsuMs 30HAMPYIOIIETO CHUTHAJNA AMIUIMTYJIHO- HMITYJIbCHAS,
YYBCTBUTEIBHOCTh HE XyXke -123 nb/BT, npuHuMaemblii CUTHAI - 2 U 3 TapMOHUKH,
WHIUKaLKs -3ByKoBas ¢ aAuanazoHom 30 nb.

— «llukaga-M» wiIM  aHaOr — KOMIUIEKCHOE YCTPOMCTBO  3aIllUTHI
uHpopMaIuu B TeIePOHHBIX JTNHUAX.
— «KpoHa» wiM aHajgor — KOMIUIEKC OOHApY>KEHHUS PaAHOU3ITydaroluxX

CpPEICTB M PAJUOMOHUTOPHHTA [JIi OOHAPYKEHHsS U JIOKAJIW3AIlMH CpPEJICTB
HEIJIACHOTO cbeMa HWHGOpMaIK, TMepelalluX JaHHbIE 10 pPaJuOKaHAIy
(pammo3aKkiia oK), UCIOIB3YIONINX BCE M3BECTHBIC HA CETOJHSIIHUMN JIEHb CPE/ICTBA
MAaCKHUPOBAHUSI, @ TAKXKE JJISI PEIICHUS] TUPOKOTO Kpyra 3ajady paJMuOMOHUTOPHUHTA.
C BBICOKMM OBICTPOJICUCTBUEM OMPEEAeT MapaMeTphbl JIOOBIX PaIUOCPENICTB B
nuamalzone 1o 3 I'Tm.

MoOWIIbHBIN MMPOKOANATIA30HHBIN BCEPEKUMHBIA TPUEMHUK

—npuéMHuk  AR8600 Mx2 wnum ananor - [mamazon w4actor 100
['a...3000MI'u; Buasl Moaynsinuu npuHUMaeMmbix curHaioB WEFM, NFM, SFM,
WAM, AM, NAM, USB, LSB, CW; mar niepectpoiiku nporpammupyembiii ot 50 I'1t
10 999 kI'; CKOpOCTh CKAHUPOBAHUA - 37 1IArOB MEPECTPONKU YaCTOThI B CEKYHIY;
KOJIMYECTBO KaHaoB maMaTH - 50 kanayoB x 20 6ankos = 1000.

— IlouckoBeiii npuéMHuk «CkoprnuoH 3.5» wuium aHaior (MpUEMHUK-
nogaBurelib) — auana3zoH yactoT 30...2000 MI'u,BpeMst mpocMoTpa Auana3oHa — HE
oomee 10 ¢, momHOCTH TeHEpaTopa — 6osee 50 MBT.

— lymomep — mpubOp IS OIEHKH AaKyCTHYECKOW 3anuiiEéHHOCTU
TMOMEIICHU N

2.2 cTeHja sl U3y4eHUsl 3alUIIEHHOCTH TeJIe(OHHBIX JTUHUH.

CHCHH&HBHOﬁ KJIacC I U3YUCHHA TCXHUYCCKHUX CPCACTB OXPAaHLbI


http://www.cbr.ru/credit/gubzi_docs
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Y4eOHO-TeMaTUYeCKUe CTEHIbl C DJIEMEHTAMH CHUCTEM TEJIEBU3HMOHHOTO

HAOJIOICHUS], IEPUMETPOBBIX CUCTEM OXpaHbl OOBEKTOB, MPUMEPHI HUCIIOIb30BAHUS
CHUCTEM OXpPaHHO-TIO)KApHOW CHrHaMM3alMu Ha oOO0BekTax (Bcero 12 CTEHIOB).
JleMOHCTpaloHHas cucrema OXpaHHO-TIOXKapHOU CUTHAJIA3ALIIH, C
WCITOJIb30BAaHUEM: TPUEMHO-KOHTPOJIBHOTO mpudopa «PyOuH-6», wu3Bemaresnei:
naccuBHble (PoroH-4) w akTHBHBIE UHOpakpacHbie (Bekrtop-3, Bektop-3),
paguoBoiHOBBIe (DoH-1), emkocTHbIE (Cet-11M), Maruutokontaktueie (CMK-1) u
ANEKTPOKOHTaKTHbIE (Dosbra). JleMOHCTpallMOHHAs CUCTEMa MO3BOJISIET HM3ydaThb
dusznyeckue NPUHIUIBI PaOOTHl H3BEUIATENeH, YCIOBUS HMX OKCIUTyaTallid U
0COOEHHOCTH pa3MelIeHHs Ha 00beKTe, onpeaessaTh TpedoBanus k cucreMam OIIC u
OCYIIECTBJISATH UX BHIOOP.

JlaGoparopus IIporpaMMHO-anmapaTHbIX CPE/CTB obecrnieueHust
nH(pOopMaIIMOHHOM 6€30IaCHOCTH

JlokanbHas ceThb, 12 KOMITbIOTEPOB, MOAKIIOUEHHBIX K HTepHeT ([Iporeccop:
Celeron D 2,2, omepatuBHas mnamsTh: S12Mb, o0beM xéctkoro nucka: 40Gb.
Huckooa CD, DJIT monuTtop 157)

I1O: Windows XP, Microsoft Office, Visual Studio 2005, VMware Player
(Open Source), Free BSD (Open Source), Living Disaster Recovery Planning System
10

MynbTUMEIUINHBIA KOMITBIOTEPHBIN KJ1acC

JlokanbHas cetb, 13 KoMmbIOTEpOB, MOAKTIOYEHHBIX K MHTEepHEeT (IIpomeccop
Atom 1,6 GHz. OmneparuBnas namsatb: 2I'b. O6bem xéctkoro amcka: 160Gb.
HuckoBog DVD, Web-kamepa, 3BykoBasi rapHUTYpa), IPOEKTOP.

[1O: Windows XP, MS Office 2003, Visual Studio2005, Matlab R2010a,
Autodesk AutoCAD 2010, Autodesk 3DSMAX Design 2010, Adobe Photoshop CS4,
Turbo Delphi 2010, Adobe Extend Script Toolkit CS4, Adobe After Effects CS4 ,
Adobe Dreamweaver CS4

JlekumoHHas ayguTopus
1 kommnbroTep (IIpoueccop: Pentium 4 3GHz. OnepatuBHas namsate: 512Mb.

O6bem xéctkoro nucka: 80Gb. uckoBoa DVD), npoekTop, 3ByKOBbIE KOJIOHKH.
IT1O: Windows XP, MS Office 2003

9. MeToauyecKkue yKa3aHusl 10 OPraHU3alMU MPAKTHYECKUX 3aHATHI

(npu HATUYHMHU B Y4eOHOM IJIaHE MOATOTOBKH ACIIUPAHTOB)
HET

10. PexomMeHIaM 1 110 OPraHU3ANUH CAMOCTOATEIbHON PadoThI
aCIMpPaHTOB

CamocrosiTennbHast ~ paboTa  acUpaHTOB  opraHuszyercs B (dopme
aHHOTUPOBAHUA U pedeprupoBaHUSI HAYIHOU JTUTEPATYPHI, CTaTEl OTEYECTBEHHBIX U
3apyOeXHBIX aBTOpoB. OpraHuzamus CaMOCTOATENIHLHON pPabOThI aCIUPAHTOB
HaIpaBJieHa Ha OCYIIECTBICHUE HAYYHOU JIEATeIbHOCTH, TIOJITOTOBKY MyOIMKaINid, B
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KOTOPBIX HU3JIararoTCs OCHOBHBIC HAYUHBIC PC3YJIbTAThbl AUCCEPTALUH, ITIOATOTOBKY K
HpCHOﬂaBaTCHBCKOﬁ JACATCIBbHOCTH.

Ceenenusi 00 aBTopax (cocTaBuTe/Is1X) pado4eid NporpaMMbl M CHUIIINHBI
MeTo/bl U cUCTEMBI 3alTUTHI HH(GOPMAaLIUK, HHPOPMAITMOHHAS O€30MaCHOCTh

CocraButens: [.A. MuTiommuH,

KaHIAUAAT TCXHUYCCKUX HAYK
(Maumanel, paMuius, y4. CTCICHb, Y4. 3BaHUE) (monmuce)



Jlucer nsmeHenui

B padoueil mporpamMme JUCHUNIMHBI

(Ha3Banue quCIUILTAHBI)

METOAbI U CUCTEMBI 3AHIUTHI UH®OPMAIINUUN,
NHOOPMALIMOHHASA BE3OITACHOCTD

/11

Jlarta
BHECEHUS
N3MEHEHUN

Jarta u Ne
IIPOTOKOJIA
3aceaHus

Kadenpsl

Conepxxanue
A3MEHEHUSA

Iloamuce
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