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1. [TosicHUTEIbHAA 3aAIMCKA

1.1. Lens u 3agaun QUCHUILIMHBI
L{ens AMCIUTUIMHBL: Pa3BUTh y CAyIIATENEH MOAXO0/ K PEIISHUI0 TEXHUUECKHUX 3a/1ad TPorpamMmm-
HO-aIlMapaTHOM 3aUTHl HHPOPMAITHH.
3amaun: u3yuyeHrne BCTPOECHHBIX MexaHn3MoB Oe3omacHocT OC, 0CBOCHHE MPUHIIUIIOB UCTIOJh-
30BaHUS MIPOTPAMMHO-AMIIAPATHBIX CPEACTB 3AIUTHI MH()OPMALIUU, BEIPAOOTKA YMEHH ITPOBE-
JIEHUS OIIEHKH 3aIIUIICHHOCTH HH()OPMAITMOHHBIX CUCTEM .

1.2. ®opMupyeMble KOMIIETEHIIMU, COOTHECEHHBIE C TUTAHUPYEMBIMH pe3yiibTaTaMu 00ydeHus

IO AUCHUIIIINHE:

Koanl xomie-
TeHLINH

Conep:xaHue KoMIeTeHIUH

Ilepedyenn nuIaHNpyeMbIX pPe3yJIbTATOB
o0y4eHMs 10 JIMCHUILINHE

[IK-3

JIOJDKEH 00J1aaTh Croco0-
HOCTh 3 ]MUHUCTPUPOBATH
MOJICUCTEMBI HH(OPMAITUOH-
HOM 0€30ImacHOCTH 00bEeKTa
3alIUTHI

3HaTh MECTO CPEJICTB 3aIUTHI HH(OPMaLIUU
B coBpeMeHHbIX OC, NpUHLINIIBI peaIn3alyu
MEXaHWU3MOB HJICHTH(PUKAIINKI U ayTeHTUDU-
Kanuu cyobekToB pocTyna B OC, mpUHIIUITBL
pasrpanudeHus gocryna k oobexram B OC,
MIPUHIHUIIBI OPraHU3alUy PETUCTPALIUU CO-
obITHi1 6e3onmacHocTy B OC.

YMeTb onpeaensaTb UCTOYHUKU U YTPO3bI
nHpopMmannonHoit 6e3omacuoctu B OC, paz-
pabaThIBaTh MEpHI 1O 3aIIUTE OT UICHTU(HU-
LMPOBAHHBIX yIPO3;

BBIOMpATh, YCTAHABIIUBATH U HACTPANUBATh
cpenctBa 3amuThl nHGopMmanuu OC, mpuHU-
MaTh y4acTHe B pa3paboTKe MOJUTHKHU Oe3-
OIIaCHOCTH.

Brnanets npodeccroHanbHOM TEPMUHOIOTH-
€i, HaBbIKaMHM HACTPOMKH M SKCILTyaTallu1
BCTPOGHHBIX CPEJICTBAX 3aIIUTHI HH(POpMa-
uu OC.

[1IK-6

JIOJDKEH 00JIaaTh CIIOCOOHO-
CTBIO IPHHUMATH YIaCTHE B
MPOBEJICHUH MPOBEPOK pado-
TOCTIOCOOHOCTH ¥ 3P EKTHUB-
HOCTHU CPpCACTB 3alllUThl UH-
dbopmaru

3HAaTh OCHOBHBIC MPHUHIIMITBI OIEHKU
paboTOCIIOCOOHOCTH W TECTUPOBAHUSA
00opya0BaHus 00pabOTKH U Mepeauu 1aH
HBIX, KPUTEPHH U MEPHI HaJIS)KHOCTH, BO3-
MO>KHOCTH U 0COOEHHOCTH OpTaHHU3allMOH-
HBIX, allllapaTHBIX U MPOrPAMMHBIX CPEICTB
0€30MaCHOCTH U 3aIUTHI

nHpopMaIuu.

YMETh COCTaBIISTh U PEATM30BHIBATH TIAHBI
TECTHPYIOUINX MEPOTIPHUATHIA, HIMUTUPOBATh
BHEIIIHUE ¥ BHYTPCHHUE aTaKy HapyIICHUS
CUCTEMBI 0€30ITaCHOCTH.

BrnaneTs HaBbIKaMH SKCIUTYaTallud |
TECTHPOBAHUS TIPOTPAMMHO-ATIIIaPaTHBIX,
KpUNITOTpaQUIeCKUX U TEXHUIECKHX
CpeAcTB

3alIUTHI UH(OPMAITHH.
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1.3. MecTo TUCHMIUIMHBI B CTPYKTYpe 00pa30BaTENbHOM MPOrpaMMbl

JuctummHa «be30macHOCTh ONepaioHHbIX CUCTEM) OTHOCUTCS K BapHaTHBHOW 4acTH OJOKa
JTUCIUTIIIMH y4eOHOTO TUTaHa.

Jlyisi ocBOEHUSI TUCIUTUIMHBI HEOOXOAUMBI KOMITETEHITNH, COOPMHUPOBAHHBIE B XOJA€ MU3YUCHUS
CIEAYIOUUX AUCHUIUIAH: «Teopusi BEpOSTHOCTEM W MaTeMaTH4ecKas CTaTUCTHKay», «Jluckper-
Hasi MareMaTuka», « TeXHOIOTus U METOJbl MPOrpaMMHUpOBaHus», «MHMOPMAIIMOHHBIE TEXHO-
JIOTHIY.

B pesynbrare ocBOeHUS TUCHUILIUHBI (GOPMHUPYIOTCS KOMIETCHIIMH, HEOOXOIUMBIC IS U3yde-
HUS CIICAYIONIUX M MPOXOXKICHHS NMpakTHK: «KomruiekcHoe obecnieueHne 6€30MmacHOCTH 00BhEeK-
Ta uHpopMaTHu3anun», «be30mnacHOCTh KPUTUYECKU BaXHBIX cuctem», «[IpoektmpoBaHmue cu-
CTEM 3aIlUTHl 00BEKTOB HH(POPMATHU3AITUN

2. CTpyKTYypa JUCUMILIIUHBI

CTpyKkTypa AMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO01mas Tpy10EMKOCTh AUCIUIUIHHBI COCTABISET 3 3.¢., 108 4., B TOM 4rciie KOHTaKTHas paboTa o0y4a-
IONUXCS C TpernojaBaTenieM 42 4., MpOMEXKYTOUYHAS aTTecTanus 18 4., camocrosTenabHas paboTa 00y-
yarommxcs 48 4.

Bunpr yue6HOM paboTh
(B yacax) @OopMBI TEKYILETO
KOHTaKTHas KOHTPOJIS yCIeBa-
: €MOCTH
Ne Pasnen nucnumnim- Q 2 O = ’
> = = ® < | dopma mpomexy-
/1 HBI/TEMBI 5 a. = & & N
o) o) ) S o TOYHOM aTTeCTa-
&l s | § |Ex §Ex|58 5'S
§ = T [E§ &% g E g & | uwm (no cemecm-
S 2|15 |Ef 5188 | 25 pam)
[0} Q [0} o % < 5 =S O =
(ORI = O E s =& o)

1 Obwas apxumexmypa | 4 |2 10 Ompoc.
ocC

2 4 |4 4 10 Ompoc.

Mecmo cepsucog bes- p

3ammTa n1abopa-
onacrnocmu 6 OC

TOPHBIX paloT.

3 Ynpaenenue yuemnoi- |4 | 4 6 10 Ompoc.

MU 3ANUCAMU, UOCH- 3ammTa n1abopa-
mugurayus u aymet- TOPHBIX PaboT.
muguxayus 8 OC

4 Ynpaenenue oocmy- 4 |6 4 10 Ompoc.
nom k obvekmam 3ammTa n1abopa-
gatinosoul cucmemvl TOPHBIX padoT.

5 4 6 8 Onpoc. 3ammTa
Paboma c mepmuna- 6 nabopaTopHBIX pa-
10M ooT.

4 18 Ox3zamen no dbue-
Ok3zamen
mam
HUTOTO: 22 20 18 48




3. Conep:kaHue QM CHUATIINHbBI

Ne

HaumenoBanue pasgena AuCHU-
IIMHBI

Conepxanue

Oo0mas apxurextypa OC

[Ipobnema 3amuTBl MPOrPaMMHOTO OOECIICYCHUS
ABTOMATH3MPOBAHHBIX CHCTEM. OOBEKTHI 3alTUTHI.
3ammTa MporpaMMHOrO O0ECHeUYeHUsl KaK CHCTeMa
HAYYHBIX JUCIUTUINH.

Mogenu yrpo3 6€30MacHOCTH MPOrPaMMHOT0O odec-
neueHuss 1 OC. OCHOBHBIE PUHIIUTIBI OOECTICYCHUS
6e3omacHocTH nporpaMMmHoro odecneuenus u OC.

MecTo cepBHUCOB 0€30MACHOCTH B
ocC

bazoBrle HAaYYHBIC IMOJIOKCHUA U OCHOBAHUA TCOPUU
3amuThl Tiporpamm. [lorstue CepBuca 06e3o0macHO-
CTH.

YnpapieHue y4eTHBIMH 3anucs-
MH, WIEHTH(QUKALUS U AyTeHTH-
¢puxanmusa 8 OC

YropaBiieHue y4YeTHBIMU 3alHCSIMH M MEXaHU3MBI
ayreatudukanuun B OC. Unentudukanus u ayreH-
tudukanus B fomere Active Directory. ITponenypsr
UJCHTUYHBI TPOCTOM JIOKAIbHON UIIEHTU(PUKALUN 1
ayTeHTU(UKALUY, HO B JIAHHOM CiIydae, Mpu pPeru-
CTpaliyl B JOMEHE, OOMEH JaHHBIMU MEXAy pabdo-
Y€l CTaHIUEN U CEPBEPOM IMPOUCXOIUT IO IMPOTO-
koiy Kerberos v5 rev6 (6ornee HameXHBIN 3a cUeT
oborogHOW ayTeHTH(UKauU, Ooyiee OBICTpoe Co-
eAMHEHUE U Jp.).

YnpasieHue 10CcTynomM K 00bek-
TaM (paiJI0BOM CUCTEMbI

Cucrema KOHTPOJIS TOCTYIa COCTOUT W3 YYaCTHUKA
0e30macHOCTH (ITOJIB30BATEIH, TPYIIIBI MTOJIH30BaTE-
nei, cmyKObl, KOMIBIOTEPHI), MapKepa IOCTYIIa,
00BEKTOB JOCTYIIA, IECKPUITOPOB OE30MaCHOCTH
aJITOpUTMA MPOBEPKU TIPaB.

JleckpunTopbl 6€30MaCHOCTH - 3TO CIIUCOK 3alpPETOB
u pazpemenuii (Discretionary Access Control List,
DACL), ycTaHOBIEHHBIX IS JaHHOTO OOBEKTA,
CIHUCOK Ha3HaueHui ayauta (System Access Control
List, SACL) u Ha3zHaueHue TpaB s KKIOTO KOH-
kperHoro SID (Access Control Entry, ACE, npu
ATOM CIHCOK Ha3HA4YeHHWH ayauTa oObekTa Active
Directory moxet coaepxarb ctpoku ACE, Ha3Ha-
YeHHBIC OTIENBHBIM atpulyram). Perucrpamnus co-
OBITHIA ¥ J)KypHaJIbl OE30MACHOCTH.

Pabora ¢ TepmMuHaioM

D¢ dextuBHas npodeccruoHanpHas padoTa B Linux
HeMbICTUMa 0€3 MCMOJIb30BaHUS KOMAaHIHOW CTpO-
ku. [lomp3oBaTensM, MPHUBBIKIINM PadOTaTh B CH-
cremax ¢ rpadudeckuMm wuHTEpdeiicom, pabdora ¢
KOMAaHJIHOH CTPOKOW MOJKET ITOKa3aThCs HEYm00-
HOM: TO, 9TO MOXKHO CJIeJIaTh OJJHUM IepeTacKUBa-
HUEM MBIIIBI0 B KOMaHTHON CTPOKE MOTpeOyeT BBO-
Jla C KJIaBUATYPhl HECKOJIBKHUX CIIOB: KOMAHJIBI C ap-
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rymeHTamMu. OJIHaKO B Linux 3TOT BHJ WHTepderica
Bcerza ObUl OCHOBHBIM, @ MO3TOMY M XOpOILO pas-
BUTHIM. B KOMaHHBIX 000JI0YKaX, UCIIOJIb3YEMBIX B
Linux, €CTh Macca clnoco0O0B AKOHOMUU YCHIIUN
(Ha>kaTU# Ha KIIABUIIN) MPU BHITIOJHEHUH Hanboee
pacnpoCTpaHEHHBIX JEHCTBUN: aBTOMAaTUYECKOE J10-
MOJIHEHUE JJIMHHBIX Ha3BaHWW KOMaHJA WU UMEH
¢aiioB, MOMCK W MOBTOPHOE BHINOJHEHHE KOMaH-
Jbl, Y>K€ KOTJIa-TO HCIIOJHSBILEWUCS paHbIIe, MOJI-
CTaHOBKa CMHCKOB MMEH (aillioB MO0 HEKOTOPOMY
mabjaoHy u MHOroe apyroe. [IpemmyiecTBa Ko-
MaHJHOW CTPOKH CTaHOBSTCSI OCOOCHHO OYEBHJIHBI,
Korja TpeOyeTcs BBIMOJNHATH OJHOTUITHBIC OTepa-
MU HAJ MHOXECTBOM 00BEKTOB. B cucreme ¢ rpa-
¢dbuueckum uHTEpdEHcoM MOTPeOyeTCss CTONBKO Tie-
pETacCKUBAaHUUN MBIIIBIO, CKOJIBKO €CTh OOBEKTOB, B
KOMAaHJIHOH CTpOKe OyAeT JOCTaTOYHO OJHOU KO-

MaHIbL.

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . |O0Opa3oBaTejbHbIE TEXHOJO-
HanmenoBanmue pasgena |Buabl yueOHbIX 3aHATHIH
n/n THH
1 |2 3 4
1. |Obwas apxumexmypa OC |Jlexyus 1.1 Tpaouyuonnas ¢ ucnorb306auu-
eM npezeHmayuti
Camocmosmenvrasn paboma |Hzyuenue mamepuanog nexyuii
2 |Mecmo cepsucos be3- Jlexyus 2.1 Tpaouyuonrnas ¢ ucnorb308aHU-
onacnocmu 6 OC Jexyus 2.2 emM npezeHmayuii
Jlabopamopnoe 3ansamue 1. |H3yuenue mamepuanog iexyuii
Camocmosmenvuas paboma
3 |Vnpasnenue yuemuvimu  |Jlexyus 3.1 Tpaouyuonrnas ¢ ucnonb308aHU-
3anucamu, udenmuguxa- |Jlexyus 3.2 emM npezeHmayui
yus u aymeHmuguxkayus 8
ocC Jlabopamopnoe 3anamue 2. |H3yuenue mamepuanos nexyui
Camocmosmenvuas paboma
4 |Vnpasnenue oocmynom x |Jlexyus 4.1 Tpaouyuonrnas ¢ ucnoib308aHU-
obvexmam ¢aiinosoti cu- |Jlexyus 4.2 emM npezeHmayuil
cmembvl Jlexyus 4.3
Buvinonnenue 3a0anus
Jlabopamopnoe 3auamue 3.
H3yuenue mamepuanog iexyuti
CamocmosmenvHasn paboma
5 |Paboma c mepmunanom |Jlexyus 5.1 Tpaouyuonnas ¢ ucnorb306auu-
Jlexyus 5.2 eM npezeHmayuti

Jlexyus 5.3




Jlabopamoproe 3anamue 4.

Camocmosmenvnas pa60ma

Bouinonnenue 3a0anus

H3yyenue mamepuanos nexyuii

5. Ouenka nJIaHUPYyeMbIX Pe3yJIbTATOB 00y4eHM st
5.1. Cucrema oneHUBaHUS

®opMa KOHTPOJIS Makc. K0JM4ecTBO 0aJJI0B
3a onny pa- |Bcero
ooty
Tekyimuii KOHTPOJIb:
— onpoc (memvlt 1-6) 5 6annos 30 6annos
— 1abopamopHule 3a0anus (memvt 3) |6 bannos 6 bannos
— abopamopuvie 3a0anus (memol 4-6) |7 6a1108 24 b6anna
[TpomexyTouHas aTTecTanus 40 6annos
9K3AMEH
Hroro 3a nucuunauny 100 6annos
IK3AMEH

[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLEHOK U B
mKany oreHok EBpomneiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnHILIEH:

100-6annpHas mKa- TpazuimoHHas WKana [xana
Ja ECTS
95— 100 A
2304 OTIIUYHO B

68 — 82 XOPOIIO 3a4TE€HO C

56 — 67 D
5055 YIIOBJIETBOPUTEIHLHO E

20 — 49 FX
019 HEYIOBJIETBOPUTEIIEHO HE 3aUTCHO F

5.2. Kputepuu BbICTaBICHUS OLIEHKU 1O JTUCIUIUIMHE

Banany/ OneHka 1o auc- Kpurepun oueHKH pe3yJibTaTOB 00y4eHH sl MO U CIU-

HIxana IHUIJINHE IJIMHE

ECTS

100-83/ «OTIUYHOY/ BricraBisiercst o0yyaromemMycs, €ciid OH IITyOOKO U Ipod-

A,B «3a4TeHo (0TInyY- HO YCBOMJI TEOPETUYECKHUI U MTPAKTUUYECKHUI MaTepual,
HO)»/ MOXET MPOAEMOHCTPUPOBATH ITO HA 3aHATUAX U B XOJI€
«3a4TEHO» MIPOMEXKYTOUYHON aTTECTALUU.

OOy4Jaromuiicss UCYEPIBIBAIOIIE U JIOTHUECKHA CTPORHO H3-
JaraeTt yuyeOHbIN MaTepual, yMeeT YBSI3bIBaTh TEOPHIO C
MIPAKTUKOH, CIIPABIISETCA C pelIeHUEeM 3a1a4 Ipodeccro-
HaJIbHOM HAIPAaBJIEHHOCTH BBICOKOTO YPOBHS CII0KHOCTH,
MIPaBIJIBHO OOOCHOBBIBACT MPUHSTHIC PEIICHUSI.
CBoOOHO OpHEHTUPYETCS B Y4eOHOH U TpodeCcCHOHAIb-
HOH JIUTEparype.
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Banany/
HIxana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-
TUINHE

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEMycCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
cTaluu.

Kommnerenum, 3akpeniéHubie 3a JUCIUIUTMHON, CHOPMHU-
pPOBaHbI HA YPOBHE — «BBICOKUI».

82-68/

«XOPOII0Y/
«3a4TeHO (XO0po-
110)»/
«32UTEHO»

BricTaBnsierca o0yuaromemMycsi, €Cii OH 3HaeT TeopeThye-
CKMI U NIPAKTUYECKUN MaTEPUAII, TPAMOTHO U I10 CYLIECTBY
M3JIaraeT €ro Ha 3aHATUSAX U B XOJ€ MPOMEXYTOUHOU aTTe-
CTallMM, HE 0IyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO0yuaromuiicst MpaBMWIHBHO MMPUMEHSET TEOPETHICCKHUE TI0-
JIOKEHUS NIPU PELICHUU MPAKTUUECKUX 3a]1a4 Ipodeccro-
HaJIbHOM HalPaBJIEHHOCTH Pa3HOI'O YPOBHSI CIIOKHOCTH,
BIIa/IeeT HEOOXOJUMBIMHU JJII TOTO HABBIKAMU U MpUEMa-
MU.

JIOCTaTOYHO XOPOIIO OPUEHTUPYETCS B Y4eOHOH U MPo-
(dheccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YJaIOmEMycCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaluu.

Kommnerenum, 3akpeniaéHubie 3a JUCIUIUTMHON, CHOPMHU-
POBaHbI HA YPOBHE — «XOPOIIUIY.

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/
«3a4teHo (ymoBie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricTaBnsercst o0ydaromemycs, eciiu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUN U ITPAKTUYECKHUM MaTepuall, 10-
MyCKaeT OT/AEIbHbIC OMNUOKU MTPH €ro U3JI0KEHUHU Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiicst UCIIBITHIBAET OIpeIeEHHbIE 3aTPYIHEHHS
B IIPUMEHEHUH TEOPETUUECKUX MOJIOKEHUI PU PELIEHUH
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOI HAlIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMH U IPUEMAMH.
JIeMOHCTpHUpPYET 1OCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOM
JUTEpaTyphl 10 AUCIUILIMHE.

OreHKa 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYalOmEeMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLUH.

Kommnerenum, 3akpeniéHubie 3a AUCIUIUTMHON, CHOPMHU-
POBaHbI Ha YPOBHE — «10CTATOYHBIN Y.

49-0/
F,FX

«HEY/IOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsercst oOydaromemycs, €Ciiu OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETHUUECKUHN U IIPAKTUYECKUNA MaTepual,
JOTyCKaeT rpyOble OMUOKY MPHU €ro U3JI0KEHUHN Ha 3aHs-
TUSX U B X0JI€ IPOMEKYTOYHOM aTTECTALUH.
OO0yuaromuiicst HICTIBITHIBACT CEPHE3HBIC 3aTPYTHCHUS B
NPUMEHEHUH TEOPETUUECKUX MOJIOKEHUH MTPU peLIeHUN
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOM HAIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, HE BIIaJieeT He0OX01u-
MBIMH /ISl 3TOTO HaBbIKAMU U TPUEMaMHU.

JleMoHCTpHpYeT (pparMeHTapHbIe 3HAHUS yUeOHOH TuTe-
paTypsl IO JUCIUIUIMHE.

O1eHKa MO0 JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOMEMYCs C




10

Banany/ OneHka mo auc- Kpurepun oueHkHu pe3yJbTaToOB 00y4eHHs MO IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS

y4E€TOM PE3yIbTaTOB TEKYILEH U IPOMEKYTOYHOM aTTe-
CTaLlMH.

KomMmniereH1umn Ha ypoBHE «OCTaTOUHBINY, 3aKPETUIEHHBIE
3a AMCUUIUIMHON, He COPMHUPOBAHBI.

5.3. OueHouHble cpecTBa (MaTepuabl) sl TEKYLIET0 KOHTPOJIS YCIIEBAEMOCTH, IPOMEKYTOU-
HOM aTTecTanuy 00yJaroIIUXCs 0 AUCIUILTHHE

[IpumepHbIe KOHTPOJIBHBIE BOIIPOCH! JIS 9K3aMEHa - ITpOBepKa c(hOPMUPOBAHHOCTH KOMIIETEH-

R N

nuii [1K-3, ITK-6
TakTuka JeCTBYS 3I0yMBIIICHHUKA U OOMaHHBIE CHCTEMBI 3aIIUTHI.
Anmunuctpuposanue OC.
AynuT 6€30macHOCTH.
3amuta ot HCJI B coBpemennbix OC.
Buas! monmutuk 0€301acHOCTH.
. AKKpeauTaIs UCIbITaTeIbHBIX JTA00OPaTOPHil M OPTAHOB IO CEPTHU(HUKAIIMN CPEICTB 3aIIUTHI

HHq)opMauHH no TpeboBanuto 6ezonacHocty nHGopmaruu. [Topsaok akkpenuTauy.

7.
8.
9.

10.
11.
12.
13.
14.

KoHTpoIb 11€10CTHOCTH UCHIOTHIEMOM CpeIbl.
3asBuTeNU U UX QYHKUIUH. 3asBKa Ha poBeneHue arrecranuu OU.
[Topsimok npoBeneHus arrectalui 00bekToB nHpopMaTu3zanuu. CoaepkaHue 3asBOK.
[Mopsiaok B3auMOIEHCTBHS 3asIBUTEISI M OpPTaHa 110 MPOBEJCHUIO aTTECTAIUH.
OCHOBHBIE TEHJCHIIUU B 00JIACTH 3aLIUTHI HH(OPMALIHH.
Amnanuzaropsl Tpad(huka B COBpeMEHHOM MHpeE.
[TonsTus naeHTU(GUKAIMN U ayTCHTHU(DUKAITIH.
Hcnonp3oBanne «00IauyHbIX» TEXHOJIOTUN IPU pean3allii MEXaHU3MOB 0€30aCHOCTH U

MHOI'Oar¢HTHbIC CUCTCMBI.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
34.
35.
36.

3amuTa BUpTyasbHo# cpeasl OC ¢ UCIOIb30BaHUEM THIIEPBU30DPA.
[IpenmyiiecTBa anmapaTtHON BUPTyaTU3ALNY.

MoOwIbHBIEC areHTHl U UX UCIOJIb30BAHHUE.

HHTennexTyanbHble CUCTEMBI IPEIYTIPEKACHUS BTOPKEHUH.

HIrtarueie cpenctsa 3ammtl OC Windows.

Cospemennbie C3U. [Ipumepbl HCTIOTB30BaHMUS.

AHTUBHpPYCHI KaK CPEJICTBO 3aIIUTHI OT BpegoHocHOro I10.

Cpenctpa mmdpoBaHus JUCKOB.

Bpenonocnoe I1O 1 MeToas! IpOTUBOAEHCTBUS.

[ToHsITHE CKPBITHIN KaHa.

Bunast mudposanus B coBpemeHabix OC.

Arttectranusa CBT.

[MaponpHas 3ammTa U X31I-QyHKIHH.

Mertoap! nepexBaTa nHbOpMaKK U TexHoorus mporusoericteus CCHB.
[lepcniekTUBHBIC HANIPABICHHS Pa3BUTHSI BHICOKOCKOPOCTHBIX CETEH M MX 3aIIUTHI.
Buer atak nmpu peanusaiiy SKCKIIO3UBHBIX aITOPUTMOB aTakK.

OcHoBHBIE pa3paOOTYMKH MMAKETOB JUIsI KBAHTOBBIX BBHIUMCIICHUI.
[Tpo6Giiema 3aUTHl IPOrpaMMHOTO 0OecTieyeHUs] aBTOMAaTU3UPOBAHHBIX CHCTEM.
3ammTa nporpaMMHOro 00ecreueH s Kak CUCTeMa HayYHbBIX JUCLUIUINH.
Yrpo3sl 6€3011acCHOCTH TPOTPAMMHOTO 00ECIICYCHUSI.
TexHoMOrHYECKast U HKCIUTyaTallHOHHAs 0€30IMacCHOCTh MPOTrPAMMHOTO 00ECTICYCHHUS.
Mopenu yrpo3 6€301macHOCTH MPOrPaMMHOTO 00eCTICYEHUSI.
OcHOBHBIE IPUHIIUITEI 0OecTIeYeH s 0€30MACHOCTH MPOTPAMMHOTO 00ECTICUSHUS.




37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.

11

Mertoap! aHanu3a 6€30MacHOCTH MPOTrPaMMHOT0 00eCTIeUeHusI.
MeTobl 3aIUTHl TPOrPaMM OT KOMITBIOTEPHBIX BUPYCOB.
Ayrentuduxanus u uneHtudukanus. [Iporokon LDAP.
CucreMbl ayauThI.

HIrtarueie cpenctaa 3ammtbl OC Linux.

IMonsgrue xompa 3ammtel OC.

MexaHu3Mbl TOMEHHOM 3aIlUTBHI.

Apxurektypa OC.

JloBepeHHas 3arpyska u KoHTpoib BIOS.

[TpuMmepsl onepaliMOHHBIX CUCTEM B 3AIIUIIEHHOM UCIIOJHEHUH.
MounuTtopusr npoueccos OC.

DneKTpoHHbIE KItouu. [[puHIMIBI paOoTHI.

Wnentudukamus u ayrentudukanus B fomene Active Directory.
ITpoTokon LDAP.

[punnunst padotsl Kerberos,

MynbTUIOMEHHBIN TUIIEPBU30P.

OC 2000. OcobeHHOCTH PaOOTHI IUTAHUPOBUIMKA U TIPUHIIUIIOB 3AIIUTHI.
OC «®Denunkc». OcoOEHHOCTH TOMEHHOM 3aIATHL.

UAC — Konrtpons yuerHsix 3anuceit B OC Windows.

IPSec. Onucanue npoToKoiIa U IPUMEHEHUE.

Ilpumepnvle 3a0anusn 011 mecmMupoBanus- NPOGEPKa chopmMupoeaHHocmu KoOMnemeHyuil
IIK-3, IIK-6

1. Yto Takoe AAA:

a) aymenmuguxayus, asmopuzays, ayoum.

0) ayauT 6€30MacHOCTH.
B) paccienoBanue HHIUMIeHTOB Ub.

2. Winlogon —3t0:

a)

Jlorotun OC Windows.

6) Komnonenm OC Windows, omeemcmeenniil 3a uoenmuduxayio/aymenmupukayuio noab3o-

samenei.
B) CepBuC neyaTu.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieyeHHe U CUNILTUHBI
6.1. CiucoKk UCTOYHUKOB U JINTEPATYPHI

ctounuku
OcCHOBHEBIE

. @edepanvuwiii 3akon oT 27 urons 2006 r. Nel49-03 «O0 undpopmanuu, nHPOPMALMOHHBIX

TEXHOJIOTHSX W O 3amuTe uHbopMamuu» [DIeKTpOoHHBIH pecypce]| : Pexum nmocrtyma :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoO6oaHbIN. — 3ari. ¢ 3KpaHa.

. @eoepanvrviil 3akon ot 27 mionsg 2006 1. Nel152-D3 «O nepcoHanbHBIX TaHHBIX» [ DJIEKTPOH-

HBII pecypc] : Pexxum noctyna : http://www.consultant.ru/document/cons doc LAW_ 61801/,
CBOOOJIHBIN. — 3arl. ¢ KpaHa.

. @eodepanvuuiii 3axon ot 6 anpens 2011 r. Ne63-D3 «O0 31eKTPOHHOMU MOIITUCH [3neKTp0H-

HBIN pecypc] : Pexxum JOCTyna
http://www.consultant.ru/document/cons_doc LAW 112701/, ceo6oansbIii. — 3ari. ¢ skpaHa.

. @eoepanvrouii 3axon ot 27 nexadps 2002 r. Nel84-d3 «O TexHUUIECKOM perym/IpOBaHI/H/I»

[D51eKTpOHHBIN pecypc] : Pexum JOCTyna
http://www.consultant.ru/document/cons_doc LAW 40241/, ceoGoanbIi. — 3ari1. ¢ 3KpaHa.

Jluteparypa
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OcHoBHas
1. Komnnexcuas 3awuma wHGOPMAIMK B KOPIIOPATHBHBIX CHCTeMax : yuel. mocobue / B.D.
[Manerua. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 c¢. — (Bsicmiee oOpazoBaHue:
bakanaBpwuar). - Pexxum goctyna: http://znanium.com/catalog/product/546679
2. Hlanveun B.@®. 3amuta xommnbioTepHoil nHopMaru. DPeKTUBHbIE METOIBI U CPEICTBA
[DnexTponnsblit pecypc] / B. ®@. lllansrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum nocryna: http://znanium.com/catalog/product/408107

6.2. [lepeuens pecypcoB nH(HOPMAIIMOHHO-TEIIEKOMMYHHKAITMOHHOH ceTu « THTepHET».

1. OdpummanpHeiii cailt komranum Microsoft  [DnekTponnslii pecype] : Pexum mocrty-
na: http://www.microsoft.com/, cBo60HbI. — 3ari. ¢ 3KpaHa.

2. Uentp paspabotku Microsoft [OnekTponHbIlt  pecypc] :  Pexum  mgoctyma:
http://www.msdn.microsoft.com/, cBo60gHBIH. — 3ari. ¢ 3KpaHa.

7. MaTtepuajibHO-TeXHUYECKOe o0ecredeHne JUCIUNINHBI

Jlyist mpoBeieHus 3aHATHI HEOOXOAMMO CIIEIYIOIIee MaTepruaTbHO-TEXHUYECKOE 00eCIIeUeHHE:
1) NEKIMOHHBIN KJ1acc C BUACONPOEKTOPOM M KOMITbIOTEPOM, Ha KOTOPOM JIOJIKHBI OBIThH yCTa-
HOBJICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 (¢ obs3aTenbubiM Hanmuarem MS PowerPoint) u crapie
2) KOMIIBIOTEPHBIN KJ1acc, 000PYAOBaHHBII COBPEMEHHBIMU MEPCOHATILHBIMU KOMITbIOTEpaMU
JUTSL KQJKJIOTO CTY/ICHTA C BBIXOJIOM B HHTEpPHET. Ha KoMIbIOTEpE JOMKHBI OBITh YCTAHOBIICHBI:
— munenznonnoe [10 MS Windows 7 u crapie;

— muuensnonHoe [10 MS Office 2010 u crape;

— TIporpamMMHBIN runepBu3op Vmware Player;

Ilepeuens 11O

Nerni/ | HaumenoBanwue 110 [TpouzBoauTENH Cnoco6 pacrpocTpaHeHuUs

i (JTUTIEH3MOHHOE WK CBOOOIHO
pacrpocTpaHsIeMoe)

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE

2 Windows 7 Pro Microsoft JIUIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIMLIEH3UOHHOE

4 Microsoft Office 2013 Microsoft JIUIEH3UOHHOE

5 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky JluuensnonHoe

7 Vmware Player 15.5 VMWare CsoOoanoe 110,

+ Pexum nocryna:
I'octeBas OC CentOS 7 https://www.vmware.com/prod

ucts/
Jemo-Bepcust
OrtxkpsiToe 10
Pexxum gocryna:
https://www.centos.org/downlo
ad/
NHcTannsauuoHHbI  TUCTpUOy-
B Linux

HJ’IH IMPOBEACHUA 3aHATHH JICKOMOHHOI'O THUIIA INPEIararoTCa TEMaTUICCKHUEC UILTIOCTPAluA

B (hopmate npesenTanuii PowerPoint.
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Ilepeuens B/l u UCC

Nen HaunmenoBaunue
/i

1 | KoMmnbroTepHble CLIpaBOYHBIE IIPABOBBIE CHCTEMBI
Koncynprant Ilntoc,
I"apanT

8. Obecnevyenune 00pa3oBaTEIbHOIO NMPoOLECCa sl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMHU
310POBbS

B X0[€ peajin3daliuu AUCHUILINHBI UCITOJIB3YHOTCA CICAYIOMNEC JOIMOJTHUTCIIbHBIC
METOBI 00YYCHHsI, TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH M MTPOMEKYTOYHOM aTTecTaly ooyJa-
IOMUXCA B 3aBUCUMOCTH OT UX UHAWBUAYAJIbHBIX OCOGGHHOCTGﬁI

® IS CIICIIBIX U CIIa0OBUIAIINX:

— JIeKuuu 0(pOPMIISIOTCS B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIbIO KOM-
IBIOTEPA CO CNEUAIN3UPOBAHHBIM IIPOTPAMMHBIM 00ECTICUEHHEM;

— MUCbMEHHBIE 3aJlaHMs BBIMOJHAIOTCS HAa KOMIIBIOTEPE CO CHEUHATM3HPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIe4€HUEM, UM MOTYT OBbITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrnieunBaeTCsl MHANBUAYAIbHOE paBHOMEpPHOE ocBerieHne He MeHee 300 Jrokce;

— ISl BBIMOJHEHUS 3aJaHusl NpU HEOOXOAMMOCTH IPEAOCTABISCTCS YBEIUMYMBAIOLIEE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOUCTB;

— MMUCbMEHHBIE 3a/1aHUs 0(QOPMIIIOTCS YBEITMUEHHBIM HIPU(TOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MM BBIOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

— JIEKUUU OQOPMIISIOTCS. B BHJIE JIEKTPOHHOIO JTOKYMEHTA, TUOO MPEeaOCTaBISETCS 3BYKO-
YCHUJIMBAIOILAS aNaparypa MHIMBUAYAIBHOTO OJIb30BAHHUS;

— MUCbMEHHBIE 3a/1aHUS BBITIOJIHIIOTCS HAa KOMIIBIOTEpE B MUCbMEHHOH (opme;

— 9K3aMEeH M 3a4€T NPOBOJAATCS B MMCbMEHHON (popMe Ha KOMIIbIOTEPE; BO3MOKHO MPOBE/IE-
HHE B (hopMe TeCTUPOBAHUS.

e IS JIUL C HAPYIIEHUSMH OMIOPHO-/IBUTATEJIBHOTO anmapara:

— JIeKUUU O(QOPMIISIOTCS. B BUJE JIEKTPOHHOIO JOKYMEHTA, AOCTYIHOIO C IOMOIIbIO KOM-
IBIOTEPA CO CIIEUATN3UPOBAHHBIM IIPOTPAMMHBIM 00ECTIEUCHUEM;

— IMUCbMEHHBIE 3aJlaHMs BBINOJHAIOTCS HAa KOMIBIOTEPE CO CHELMAIM3MPOBAHHBIM IIPO-
TpaMMHBIM 00ecIieueHUeM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (hOpMe WMIIM BBIOJHSIIOTCS B MHUCbMEHHON (opme
Ha KOMITBIOTEpE.

ITpu HEOOXOMMMOCTH MpelycMaTpUBAEeTCs YBEINUYEHUE BPEMEHHU AJIs TIOATOTOBKH OTBETA.

[Iponienypa  mpoBeAeHHsT  NPOMEXKYTOUHOM  arTecTauuu sl OOy4aromuxcs
YCTAHABIMBACTCSI C Y4ETOM UX MHIMBUAYAJIbHBIX ICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[IpomexxyTouHast aTTecTanus MOXKET IPOBOTUTHCS B HECKOJIBKO ITAIOB.

ITpu npoBeneHNH NpOLENYpbl OLEHUBAHUS PE3yIbTAaTOB OOYyUCHMsI MpeLyCcMaTpUBAETCs
UCTIOJIb30BAaHHE TEXHUYECKHX CpPEACTB, HEOOXOOUMBIX B CBA3M C WHAWBUIYAJIbHBIMU
0COOEHHOCTAMHU O00yYaroIuxcs. DTU CPEICTBA MOTYT OBITh IPEAOCTABIECHbl YHUBEPCUTETOM,
WA MOTYT MCIIOJIb30BAThCSl COOCTBEHHBIEC TEXHUYECKUE CPECTBA.

[lpoBeneHne mpoueAypbl OLIEHUMBAHWUS  pE3ylnbTaroB  OOydeHHs JIONyCKaeTcs ¢
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHHA.

ObecneunBaeTcss AOCTyN K MHGOPMAIIMOHHBIM M OMOIHOrpaduYecKuM pecypcaM B CETH
WuTepHer i kaxaoro odyuaronierocss B popMmax, aJanTUPOBAHHBIX K OTPAaHUYEHUSAM HX 3710-
POBbSI U BOCIIPUSTUS UH(DOPMALIUU:

® IS CIICIIBIX U CIa0OBUIAIINX:
— B I1€4aTHON (hopMe YBEIMYCHHBIM HIPUPTOM;
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— B hopMe IIEKTPOHHOTO JTIOKYMEHTA;

— B (hopme aynuodaiina.

® JUIS TIYXHUX U CIa0OCIBIIIAIINX:

— B IIeUaTHOM opme;

— B hopMe NIEKTPOHHOTO JTOKYMEHTA.

e s O0YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO afrmapara:
— B IIeUaTHOM (opme;

— B hopMe IIEKTPOHHOTO IOKYMEHTA;

— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHHsS Ui OOYYEHHUs OCHAIICHBI CIIEIUATBLHBIM O00OpYJOBAaHUEM W
y4eOHBIMU MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUS:

e JUIsS CIENbIX U CIa00BUISAIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUpPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIA0OCIBIIIAIINX:

— aBTOMATU3HPOBAHHBIM pa0OYMM MECTOM IS JIFOJICH C HAPYIICHHEM CIyXa U Cl1aboCIIbI-
HIanux;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKH;

e s O0YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afrmapara:
— MEePEIBUKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMIIBIOTEPHON TEXHUKOH CO CHEIHATbHBIM MPOTPAMMHBIM 00€CTICUCHUEM.

9. MeToau4eckue MaTepHaJIbl

9.1. Ilmanbl 1abOPaTOPHBIX 3aHATHH - MPOBEpPKa CHOPMUPOBAHHOCTH KOMIICTCHITUH
[K-3, TIK-6

Tembl ydeOHOM TUCIUTIIMHBI PETyCMaTPUBAIOT MTPOBEACHHUE JIA0OPATOPHBIX PaboT, KO-
TOPBIE CIIYXKAT KaK LEJISIM TEKYILErO U IIPOMEXYTOYHOTO KOHTPOJIA 3a IOATOTOBKOU CTYIEHTOB,
TaK U LEJSIM MOJIY4YEeHHUs MPAKTUYECKUX HAaBBIKOB PUMEHEHHS] METOAOB BBIPAaOOTKH pPEIICHUI,
3aKpeIuUIeHUs] U3y4eHHOT0 MaTepualia, pa3BUTUS YMEHHA, IPUOOPETEHHS OMbITa PEIICHHS KOH-
KpPETHBIX MPoOJIeM, BeIeHUs AUCKYCCUH, apI'yMEHTAIlUH U 3allUThl BIOpaHHOTo perienus. [o-
MOIIb B 3TOM OKAa3bIBAKOT 3aJaHUA JJIs1 na60paT0pHI>1x pa60T, BbBLAABACMBIC ITPCIIOAABATCIICM Ha
Ka)KIOM 3aHATHH, 33JJaHHs HA CAMOCTOSITENIbHYIO TOJITOTOBKY, I€PEUYEeHb BOIIPOCOB JIJIs TIOTO-
TOBKH K 9K3aMCHY U KOHTPOJIbHLIC TOMAIITHUC 3aaHUs AT CaMOCTOSTEILHOU paGOTBI CTYACH-
TOB.

[enpro 1abopaTOPHBIX padOT SABISETCS 3aKPETUICHHE TEOPETHUECKOTO MaTepuaia u Impu-
oOpeTeHne MPaKTUYECKUX HABBIKOB MCIIOJIb30BaHHS METOI0B TPUMEHEHHUS TAKETOB KOMIIbIO-
TEPHOM MaTeMaTUKU B MPO(eCCHOHANBHOMN NesTeTIbHOCTH, IPUMEHITh HABBIKU ISl TIPUHATHS
HanOosiee 3(h(PEKTUBHBIX PEIICHUN B YCIOBHIX OBICTPO MEHSIOIICHCS peaTbHOCTH, I OBICTPOI
aZlaliTalilii K USMCHAIOIUMCA YCJIOBUAM ACATCIIBHOCTH.

Temartuka 1abopaTopHbIX pabOT COOTBETCTBYET IpOrpaMMe Kypca.

JladopaTopHoe 3ansitue 1(44.). OcHoBHBIE cepBuchI 6e3onacHocTu OC (mpoBepka
chopmupoBannocTu kKomrnereHuud [1K-3)

L]env pabomul: IONy4YeHHE MPAKTUYECKUX HABBIKOB B 3KCILTyaTallUH IITATHBIX CPEJICTB
3amutsl OC.

Vkazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMaHKUE HA CBOMCTBA 3alllMIIICHHOCTH
porpamMm Ha 3Tanax Mpou3BOJCTBA, TOCTABKH M SKCIUTyaTalliy MPOTPAMMHBIX KOMILIEKCOB.
Buvinonnenue 3aoanus:
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B xoze nabopaTtopHoii pabOThI CTYICHTHI Ha PAKTUKE 3HAKOMSITCS C CEpBHCaMU 0e3-
onacHocTtH, npegoctasisieMbie OC Windows u Linux. O0y4atoTcs HacTpauBath mpoduiIy 3aiu-
ThI, 100aBJIATHh U OJIOKMPOBATH YUETHBIC 3AITUCH.

Crnucok uTeparypsi:

[IpuBenén B n. 6 nannou PI1/]

Mamepuanvno-mexnuyeckoe obecneyenue 1a60pamopHo20 3aHAMuUA. Ay TUTOPHSL, OCHA-
IIEHHAs TPE3CHTAIMOHHON TEXHUKOU (IMMPOEKTOP, PKPaH, KOMIBIOTEP/HOYTOYK). KoMIbroTepsr
1o Kosn4ecTBy oOyuatonuxcs ¢ pa3sépuyroir OC MS Windows, BUpTyaabHON MaltmHON
VMPlayer ¢ rocteBoit OC VMPlayer ¢ rocteBoit OC CentOS 7. 3aHATHS TPOBOASTCS B CIEIN-
QJIBHO 000PYIOBAaHHOM KOMITBIOTEPHOM KJIacce.

JlabopaTopHoe 3ansitue 2(6 4.). Unentuduxanusa n ayrearupuxanusa B OC (mpo-
Bepka chopmupoBanHocTH KommereHud  [1K-6)

Llenv pabomul: IONTyYeHHE NPAKTUYESCKUX HABBIKOB B HKCIUTyaTaIlUH MOICUCTEM pa3rpa-
HUYEHUS JoCcTyna B coBpeMeHHbIX OC.

Vkazanus no eévinonnenuro 3adanus: 0OpaTUTh BHUMAaHKE Ha OLICHKY KPUIITOCTOUKOCTH
GYHKIMA XEITUPOBAHUS TapoJIei.

Buvinonnenue 3a0anus:

B xone nabopaTopHoii paboThI CTYJEHTHI Ha MPAKTUKE 3HAKOMSTCS C MEXaHU3MaMH
unentTuukanuu u ayrentupukanun OC Windows u Linux.

Crnucok JIuTeparypsl:

[IpuBenén B n. 6 nannou PI1/]

Mamepuanvno-mexnuyeckoe obecneyenue 1a60pamopHo20 3aHAMuUA. AyTUTOPHS, OCHA-
IICHHAs TPE3CHTAMOHHON TEXHUKOU (MMPOEKTOP, PKPaH, KOMIBIOTEP/HOYTOYK). KoMIbroTepsr
1o Kosm4yecTBy oOyuatonuxcs ¢ pa3sépuyroir OC MS Windows, BUpTyaabHON MaltnHOR
VMPlayer ¢ rocreBoit OC VMPlayer ¢ rocteBoit OC CentOS 7. 3aHATHS TPOBOASTCS B CIEIN-
IBHO 000PYIOBAaHHOM KOMITBIOTEPHOM KJIacce.

JlabopaTopHoe 3ansiTue 3(4 4.). Perncrpauus coObITHII M aHAIU3 KYPHAJIOB 0e3-
onmacHocTH (TIpoBepka copmMupoBaHHOCTH KomriereHnii [1K-6)

Lenv pabomul: TOTYYCHHE MPAKTUICCKUX HABBIKOB B HCCIICIOBAHUN HECAHKIMOHHUPO-
BaHHOTO JIOCTYIIA U CBOEBPEMEHHOTO MPEAYIPEHKICHHUSL.

Ykazanus no eévinonnenuro 3adanus: oOOpaTUTh BHUMaHKE Ha PEKUMBI 3aIICH HHPOpMa-
1uu B KypHajnax 6e3omacHoctr OC Linux u Windows.

Buvinonnenue 3a0anus:

B xozae paboThl UMHUTHPYETCSI MPOIECC, OCYIIECTBISIOMNA HECAHKITMOHUPOBAHHBIN J10-
ctyn k pecypcam OC. 3amaya cryaeHTaM, kak Oyaymum aqmuHuctparopam C3U, cBoeBpeMeHHO
AQHAJIM3UPOBATH U BBISBIATH N0JI0OHBIE YTPO3BI.

Crnucok nureparypsl:

[TpuBenén B . 6 gannou PIIJ]

Mamepuanvno-mexnuyeckoe obecneyenue 1a60pamopHo20 3aHAMuUA. Ay TUTOPHSL, OCHA-
IIEHHAs IPE3EHTALMOHHON TEXHUKOM (TIPOEKTOP, 3KpaH, KOMIbIOTep/HOYTOYK). KoMIbroTepsl
o Koym4uecTBy oOy4varonuxcs ¢ pazsépuyroit OC MS Windows, BUpTyalbHON MalmHON
VMPlayer ¢ roctreBoit OC CentOS 7. 3aHATHS TPOBOIAATCS B CHEIMATIBLHO 000PYAOBAHHOM KOM-
IBIOTEPHOM KJIacce.

JlaGopaTopHoe 3ansiTue 4(6 4.). Pabora ¢ komanaHoii cTpokoii Linux (mposepka
cpopmupoBannoctu komnerenuuid [1K-3, I1K-6)
L]env pabomul: IONy4YeHHE MTPAKTUUECKUX HABBIKOB B 3KCILTyaTauuu coBpeMeHHbIX OC.
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Vraszanus no evinonnenuro 3a0anus; oOpaTuTh BHUMaHUE HAa TPEOOBaHHE KOMITJIEKCHOTO
noxona g 3anutel CBT.

Buvinonnenue 3a0anus:

B xone paboThI CTyIE€HTHI Ha MPAKTHUKE 3HAKOMSATCSA ¢ KOMaHIHOM cTpokoi Linux.

Crnucok nureparypsl:

[IpuBenén B . 6 gannou PITJ]

Mamepuanvno-mexnuyeckoe obecneyenue 1a60pamopHoO20 3aHAMuUA. Ay TUTOPHsL, OCHA-
IIEHHAas IPE3EHTALMOHHON TEXHUKOM (TIPOEKTOP, 3KpaH, KOMIbIOTep/HOYTOYK). KoMIbroTepsl
o Koym4uecTBy oOyvaronuxcs ¢ pazsépuyroit OC MS Windows, BUpTyalbHON MalIuHON

VMPlayer ¢ rocteBoit OC CentOS 7. 3aHATHS MPOBOIATCS B CIEIHAIBEHO 000PYJOBAaHHOM
KOMIIBIOTEPHOM KJ1acce.
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Ipunoocenue 1
AHHOTALIUSA JMCHUTTJIIMHBI

JucumtuimHa «be30macHOCTh ONEPallMOHHBIX CHCTEM» peannsyercs Ha Qakyiprere MH-
(OpMaLIMOHHBIX CHCTEM M 0€30MacHOCTH Uil CTYACHTOB 2-r0 Kypca, 0OydarouIuxcsi 1Mo Mpo-
rpamMme OakanaBpuata 1o HampasieHuto nmoarotosku 10.03.01 Madopmanmronnas 6€30macHOCTb
(mpodmmu monroroBku — Ne 3 KomrekcHast 3ammTa 00bekToB MH(MOpMaTu3anuu) Kadempoit
KOMIUIEKCHOW 3aIlIUThl HH(POPMAIIHH.

enb OUCHUIUIMHBL: HAY4YUTh CTYJEHTOB HCIIOJIb30BATh JI PELIEHUs MpOQecCHOHATb-
HBIX 3a/1a4 COBPEMEHHBIE CPEICTBA MPOTPaMMHO-AINApaTHON 3aIIUTHl HUHPOPMALIUH.
3amaun: GOpMHUPOBAHKHE y CTYICHTOB MpPEACTaBICHUH 0 MexaHu3Mmax 3anmuTel OC, BbIpabOTKa
yMeHu# HacTpauBaTh ¢yHKui OezomacHoctn OC, HAy4YUTh CTYJACHTOB MCIOIB30BATh BCTPOCH-
HbIe cpeacTBa 3amuThl nHGopmaruu OC.

JlucuuruinHa HarpaBiieHa Ha ()OPMHPOBAHUE CIICAYIOIINX KOMIETCHITHI:

o [IK-3 — momxeH o0namaTh COCOOHOCTH aJIMUHUCTPHUPOBATH MOJCHUCTEMBI HH(OpMAIIH-

OHHOI1 0€30I1aCHOCTH O0OBEKTA 3aIATHI

o [IK-6 — nomxkeH o0magaTh CIOCOOHOCTHIO MPUHUMATH YUaCTUE B MPOBEICHUU TPOBEPOK

pabotocriocoOHOCTH U A3PPEKTUBHOCTH CPEJICTB 3AIUTHI HHPOPMAIUH.

B pe3ynbrate 0CBOCHUS TUCIUILTHHBI O0YYaIONIHIACS JOKEH:

3HAaTh MECTO CPEACTB 3amUThl WHGOopManuu B coBpeMeHHBIX OC, MPUHIMITBI peann3aliu
MEXaHU3MOB WACHTU(DUKAIIMHA U ayTeHTH(PHUKAIMUA CyOBeKTOB focTyna B OC, MPUHIMIEI pa3-
rpaHu4eHus AocTyna K oobekraM B OC, MPUHIMITBI OpTaHU3aIMH PETUCTPAIlUU COOBITHI 6e3-
onacHoctH B OC.

YMeTh onpeaensaTh UCTOYHUKU U Yrpo3bl nHpopmanuonHoi 6e3onacHoctu B OC, pa3pada-
TBIBATh MEPHI 110 3alIUTE OT UACHTU(UIIMPOBAHHBIX YIPO3, BRIOUPATh, YCTAHABIMBATH M HACTpa-
UBaTh cpeacTBa 3amuThl HHPopmauuu OC, MpUHUMATh y4acTUE B pa3padOTKE MOJUTHKHU Oe3-
OIIACHOCTH; COCTABJIATh U PEATM30BBIBATH TUIAHBI TECTUPYIOMIUX MEPONIPUITHH, IMUTHPOBATh
BHEIITHHUE U BHYTPEHHUE aTaKu HAPYIIIEHUSI CUCTEMbI 0€30MaCHOCTH.

Brnagets mpodeccnoHanbHON TEPMHHOJOTHEH, HABBIKAMHW HACTPOWKH M IKCILTyaTarliu
BCTPOEHHBIX CpeAcTBax 3amuThl HHGopMaruun OC; HaBBIKAMU JKCIUTyaTallid U TECTUPOBAHUS
IPOTPaMMHO-aNapaTHRIX, KPUNITOTPaQUIECKUX B TEXHUICCKUX CPEICTB 3aIlUThl HH(POpMAIUH.
[To nuctumInHE MpeIyCMOTPEHA MMPOMEKYTOYHASI aTTECTAIHs B opMe IK3aMeHa.

OO0mast TpyA0EMKOCTh OCBOCHHUS AUCIUIUIMHBI COCTABIISICT 3 3a4ETHBIC SIUHUIIBI.
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Ipunooswcenue 2

JUCT UBMEHEHUI
Ne | Texker akryanusauuu win npunaraeMmsii Kk PITJI tokymeHT, [Hara Ne iporo-
COJICpIKAINI U3MEHEHUS KoOJia
1 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- | 29.06.2017e. 10
8peMeHHbIX NpogeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
2 | ObHosnen cocmas npoepammuozo obecnevenus (I10), co- 26.06.20182. 11
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
3 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- | 29.08.2019 2. 1
8peMeHHbIX Npogeccuonatvvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
4 | Obnosnena cmpykmypa oucyuniunsl (MOOYis) 01 OYHOLL 23.06.2020 14
dopmot obyuenus (2020 2.)
5 | Obnosnena ocnosnas u donornumenvuas aumepamypa 23.06.2020 14
6 | Obnosnen pazoen n.4 ObpazosamenbHvle MEXHOIO2UU 23.06.2020 14
7 | Obnosnen cocmas npoepammuozo obecnevenus (I10), co- | 23.06.2020 14
B8peMeHHbIX NpogeccuonarvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHU U

1. CocraB nporpammHuoro ooecnedenus (II0), coBpeMeHHbIX NPodeccuOHAIBLHBIX 043 T1aH-

HbIX (b/1) 1 undpopmannonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabauya 1
Neri/mm Haumenosanue [10 [IpousBonurens Crioco6 pacripocTpaHeHus
(muyensuonHoe unu c60600-
HO pacnpocmpansemoe)
1 MicrosoftOffice 2013 Microsoft JIMIIEH3UOHHOE
2 Windows XP Microsoft JIULEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIUTICH3UOHHOE
4 OC «Anbt O6pazoBanue» 8§ 00O «bazanbt JINLIEH3UOHHOE
CIIO
IMepeuens Bl u UCC
Tabauya 2
Neni/n HaumenoBanue

MexnayHaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymnHbple B pamMkax
HaIlMOHAJILHOM nmoamucku B 2017 T.

Web of Science

Scopus

[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, HOCTYyHBIE B paMKax HaIlMOHATIbLHON
noamucku B 2017 T.
Kypuansr Oxford University Press

KomMmiproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l"apanT

Cocrapurens: K.1.H, gonenr, A.C. Momsakos
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[Tpunoxenue 2
K JINCTY U3MEHEHU U

2. CoctaB nporpammuoro ooecneuyenus (I10), coBpemeHHbIX NPOdecCHOHAIBHBIX 0a3
nanHbIX (b/1) u undopmaunonno-cnpaBounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabauya 1
Nent Haumenosanue [10 [TpouzBoautens | Cnocol pacpocTpaHeHUs
/m (ruyensuonnoe unu c60600-

HO pacnpocmpansemoe)
1 Adobe Master Collection CS4 Adobe JIMLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINICH3UOHHOE
3 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacnpocTpaHsie-

Moe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpaHsie-
Moe
6 SPSS Statisctics 22 IBM JIALICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIALICH3UOHHOE
10 OC «AnwsT O6pazoBanue» 8 00O «ba3zaneT | IUIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINICH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
Ilepeuyens B/l u UCC
Tabnuya 2

Neri/in HanmenoBanmue

MexnayHnaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymHple B pamMKkax
HaIIMOHAJILHOM nmoamucku B 2018 T.

Web of Science

Scopus

[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, MOCTYyIHBIE B paMKax HaIlMOHATIbHON
noamucku B 2018 T.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

DNEeKTPOHHBIC M3JaHUs U3JIaTeIbCTBA Springer

[IpodeccronanbHbie MOTHOTEKCTOBBIE B/
JSTOR

W3 nanust mo oO1iecTBEHHBIM M T'YMAaHUTAPHBIM HayKam

KomnbroTepHble clipaBoYHbIE IPABOBbIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT

Cocrasutens: K.1.1H, monenr, A.C. MoaskoB
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ITpunoxxenue 3
K JINCTY U3MEHEHU U

3.Cocras nporpammuoro odecnedenus (I1IO), coBpeMeHHBIX NPoeccCHoOHATBHBIX 0a3
nanHbIxX (b/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2019 r.)

Ilepeyens 11O
Nent Haumenoanue 10 [IpousBoaurens Crioco0 pacrmpoctpane-
/m HUSA (TUYeH3UOHHOe UTU
€80000HO pacnpocmpa-
HAEeMOe)
1 Adobe Master Collection CS4 Adobe JTUTIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JTUTIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HSIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HSIEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JTUTEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 | OC «AnbT OGpazoBanue» 8 00O «bazanst CIIO | nuuieH3nOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMLEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JULEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JTUTEH3UOHHOE
16 Adobe Creative Cloud Adobe JIMIIEH3UOHHOE
IHepeuyens B/l u UCC
Nent HaumenoBanue
/m
1 | MexnyHnapoaubie pedeparuBHbie HaykoMeTpudeckue b/, qoctynmHbie B paMkax HaIu-
oHabHOM Toanucku B 2019 r.
Web of Science
Scopus
2 | IIpodeccronanbubpie mOMHOTEKCTOBBIE b/], mOCTymHBIE B paMKaX HaIlMOHATBLHOM T0I-
nucku B 2019 1.
Kypnansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypnans! Taylor and Francis
3 | IlpodheccuonanbHbie MOTHOTEKCTOBBIE b/]
JSTOR
W3nanus o oOLIECTBEHHBIM M TYMaHUTAPHBIM HayKam
OnekrponHas 6ubanoreka Grebennikon.ru
4 | KoMnproTepHbIE CITPABOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
I"apanT

Cocrapurens: K.1.1, mouenT, A.C. Momsakos
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[Tpunoxenue 4
K JINCTY U3MEHECHUI

4. O0HOBJICHHE CTPYKTYPBI AUCHHUILUINHBI (MOAYJ151) 1Jis1 04HOM (popmbl 00y4uenust (2020 r.)

CrpykTypa AMcuunJanHbl (MOayJisi) AJis1 O4HOM (popMbI 00yUeHU S
OO0mast TpyA0eMKOCTh AUCIHILTUHBI COCTaBIsAET 3 3. €., 114 4., B TOM 4uClie KOHTaKTHas

paboTta oOydJarommxcs ¢ mpernoaaBareneM 42 4., caMoCTosATeNbHasT paboTa oOydarommxcs 54 .

Bunast yueOHoI paboThI
(B wacax) DOopMBbI TEKYIIETO
KOHTaKTHAas KOHTPOJIS yCTIeBa-
e €MOCTH,
Ne Pasnen nucnumnim- e 2 O 5
> = o = © < | popma mpomexy-
/1 HBI/TEMBI 5 a, £« & & o
D 15 > 5 o o TOYHOM aTTECTa-
o g |Ex & x|%O EQ
5| 8 T |IES 8=1|¢ g g & | uwmu (nocemecm-
S| 5 | E |EH &§E |38 | &
= ™ = < E O E & = S < p CZM)
o ) o Qg =g =S O =z
(R = O E g 75 & =
1 4 |2 4 10 Omnpoc.
OO6m1as apxuTeKTypa
oC 3amuTa nabopa-
TOPHBIX paloT.
2 4 |4 6 10 Ompoc.
MecTo cepBuCcOB 0e3- P
3amuTa nadopa-
onacHoct B OC
TOPHBIX PabOT.
3 VYupasnenue yuetusl- |4 | 4 4 15 Omnpoc.
MU 3aIHCSIMH, HICH- 3amura tabopa-
TU(DUKAIMS U AyTeH- TOPHBIX padoT.
tudukanus 8 OC
4 VYnpasnenue g0cTy- 4 |6 6 13 Ompoc.
oM K 0O0beKTaM (haii- 3ammTa 1abopa-
JIOBOW CHCTEMBI TOPHBIX PaboT.
5 Perucrpanus coosituii | 4 6 6 Omnpoc
0e30MmacHOCTH
4 18 DK3aMmeH 1o oue-
DK3amMeH
Tam
UTOTO: 22 20 18 54

5. O0HOBJIEHHE OCHOBHOM M 0MOJHUTENbHOM JuTepatypsl (2020 r.)

B pazgen 6. YueOHO-MeTOoAMUYEeCKOe U MH(POPMAITMOHHOE O0ecreyeHHue TUCIUTIIUHbI
BHOCATCA cnez[yloume N3MCHCHMUI:

2. NononHuts pasaen OCHOBHas IuTeEpaTypa

Kazapun, O. B. [IporpamMmMmHoO-anmapaTHbIe CpeICTBa 3alIUTHI HHPOpPMAIIUU. 3alUTa MPOrPaMM-
HOro obecrieueHus: yueOHUK M mpakTukyMm Juist By3oB / O. B. Kazapun, A. C. 3a6a0bypun. —
Mocksa : UznarensctBo FOpaiit, 2020. — 312 ¢. — (Bricmee oOpaszoBanue). — ISBN 978-5-
9916-9043-0. —  Tekct: oamekrponnbii //  3BC  Hpaitir  [caiit]. —  URL:
https://urait.ru/bcode/452368

Kazapun, O. B. HagexxHocTh 1 6€3011acHOCTh MPOrPaMMHOT0 00ecTieueHus : yueOHoe TTocooune
s By3oB / O. B. Kazapun, U. b. Illyobunckuii. — Mocksa : M3narensctBo IOpaiit, 2020. —
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342 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-05142-1. — TexcT : 3MeKTpOHHBIN //
OBC Opaiit [caiit]. — URL: https://urait.ru/bcode/454453

2. Jlononuuts pazaen JonosHuTeabHass JuTeparypa

Hlernos, A. 0. 3amura nHpOpMaIKM: OCHOBBI TEOPHH: y4yeOHUK s OakalaBpuaTa U Maru-
crparypsl / A. 1O. lernos, K. A. IllernoB. — Mocksa: U3marensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Axkagemuyeckuit kypc). — ISBN 978-5-534-04732-5. — TekcT: 37ek-
tpouHbIl // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/449285

T'octe, 1. M. OmnepanmoHHbIE CHCTEMBI : YU€OHUK M MPAaKTUKyM aiis By30B / M. M. T'octeB. —
2-e u3n., ucnp. u gorn. — Mocksa : U3parensctBo FOpaiit, 2020. — 164 ¢. — (Bsicmiee o6paso-
Banue). — ISBN 978-5-534-04520-8. — Texkcrt : anextponnsiii // ObC KOpaiit [caiit]. — URL:
https://urait.ru/bcode/451231

6. B anmement paboueit mporpammbl m.4 QOpa3oBaTejibHbIe TE€XHOJOTHM BHOCSTCS
CIIEYIOLNE U3MEHEHUS:

B nepuox BpeMEHHOro NpPHUOCTAHOBIEHHS MOCELIEHHsS] O00Y4aroLUMKCA MOMEIEHUH U
teppuropun PITY. mis opranuzamuu y4eOHOro mporecca ¢ MPUMEHEHHEM 3JIEKTPOHHOTO
o0yueHMs] W JAMCTAaHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJIOTUH MOIYT OBITh HCIIOJIB30BaHbI
clieAyIonme o0pa3oBaTeNIbHbIE TEXHOIOTHHU:

— BUJICO-JICKIINH;

— OHJIAMH-JIEKLIUU B PEKUME PEATbHOIO BPEMEHH;

— JIEKTPOHHbIC Y4eOHUKH, yuyeOHbIEe TOCOOUS, HAyYHbIC U3AHUS B 3JIEKTPOHHOM BUJE U
JIOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTEIbHBIM pecypcam;

— CHCTEMBI JUIsl DJIEKTPOHHOTO TECTUPOBAHMS,

— KOHCYJIBTALIUU C UCTIOJIb30BAHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJCTB.

7. B osnemenT paboueil mporpammel 7. MaTepuHajabHO-TeXHHUYeCKOe o0ecrnevyeHHe
AUCHHUIIHHBI/MOLYJI BHOCATCS CICAYIOLIME N3MCHEHMS:

Ilepeuens B/l u UCC
Neni/m Haumenosanue
1 Mexnynapoansie pedepartuBHble HaykoMmeTrpuueckue bJl, mocTymHbie B pamkax
HanuoHaILHOM noanucku B 2020 r.
Web of Science
Scopus
2 [Ipodeccuonanpabie momHOTEKCTOBBIE bBJI, mOCTYmHBIE B paMKax HaIMOHAIBHOU

noxamnucku B 2020 1.

Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypnans! Taylor and Francis

3 [TpodeccuonanpabIie TOTHOTEKCTOBBIE b/l

JSTOR

W3nanus no o01ecTBEHHBIM U TYMaHUTApHBIM HayKaM
OnektponHas 6ubianoreka Grebennikon.ru

4 KomnbroTepHbie CripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT
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7. MarepuajabHO-TeXHUYECKOe olecredyeHue
AUCHUTITUHBI/MOYJSl BHOCSITCS CIEAYIOIINE U3MEHEHHUS:
CoctaB nporpammHuoro odecnedenns (IIO)

Nent Haumenosanue 10 [IpousBogurens Crmioco0 pacrmpocrtpane-
/m HUSA (TUYeH3UOHHOEe ULl
€60000HO pacnpocmpa-
HslemMoe)
1 Adobe Master Collection CS4 Adobe JULIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
3 Windows 7 Pro Microsoft JIUALIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIALIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
10 | OC «AnbT OGpazoBanue» 8 00O «bazanst CIIO | 1M1IEH3MOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JINLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JULIEH3UOHHOE
16 Adobe Creative Cloud Adobe JINLIEH3UOHHOE
17 Zoom Zoom JIMTICH3UOHHOE
CocraBuUTelb:

K.1.H, nonteat, A.C. MosgkoB




