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1. ITosicHUTeIbHAS 3aNIHCKA
1.1. emp u 3aga4n JUCITUTLIMHBI
Ilenv oucyuniunot:
U3yYeHHE TEOPETUUECKUX U MPHUKIATHBIX BOIPOCOB MHPOPMALMOHHON OE€30MaCHOCTH U 3a-
UTHl nHpOpManuu B cepe ToKyMeHTOoo0opoTa 1 apxuBHOTo aena B Poccuiickoit @enepannu.
3aoauu oucuuniumol:
U3yYUTh UCTOPHUYECKUE ITAlbl Pa3BUTHSI WHPOPMALMOHHON 0€30MacHOCTH W 3allUThl MH-
bopmarmu;
OCBOUTH TEPMHUHOJIOTHIO M IOHATHIHBIN anmapar B 061acTu HHGOPMAIIMOHHON 0e301acHo-
CTH U 3aIIUTHl HHPOpMaIUH;
U3yYUTh HOPMATUBHO-TIPABOBYIO 0a3y, perynupylouryio chepy uHpopmaimonHoi 6ezomnac-
HOCTH ¥ 3aIIUTHI HH(OPMAIMK; U3YYUTh OCHOBHBIE CPEACTBA U METObI oOecrieueHust HH(opMaIu-
OHHOI1 O€30IMaCHOCTH;
HAYYHTb ONPEIEINIATh YTPO3bl, YI3BUMOCTH U PUCKH MH(POPMALMOHHON 06€30MacHOCTH; 00y-
YUTh HABBIKAM 3aIIUTHI HHPOPMALIUY;
HAY4YHUTb IPUMEHSATH MOJIy4YEHHbIC 3HAHUS M HABBIKH 110 HHPOPMAITMOHHOW 0€30MacCHOCTH U 3aIUTe

uHpopManuu B chepe TOKyMEHTOO00pOTa U ApXUBHOTI'O JIejIa.

1.2. ®opMupyemMble KOMIIETCHIINH, COOTHECEHHBIE € IJIAHMPYEMbIMH pe3yJIbTaTaAMH
0o0y4eHHUsI 110 NUCHHILIMHE

JlucuumuinHa HanpasieHa Ha pOpMUPOBaHHUE CIIETYIONUX KOMITETCHIIMNA:

CMOCOOHOCTBHIO MCINOJIb30BATh TeOpeTHYeCKHe 3HAHUSI U METOAbI MCCIEeJOBAHUS HA MPaK-
Tuke (OIIK -1)

Baanenue YMmeHnue 3HaHue

TEPMHUHOJIOTUEN U TOHSITHH-
HBIM ammnaparoM B 00JIACTH
nHpOpMaMOHHOHN Oe3ormac-

OTIPENIeNIATh YTPO3bl, YA3BHUMO-
CTM U PHUCKH HH(OPMAIHOH-
HOM 6€30MaCHOCTH

HOPMATHUBHO-TIPAaBOBYIO  0azy
obecrieyeHnss UHHOPMAITHOHHON
0€30MacHOCTH W 3alIUThl HH-

HOCTH M 3alUThl MH(pOpMa- bopmarmu
012051
BJajeHueM 0a30BbIMH 3HAHUSIMM B 00JacTH  MH(OPMALMOHHBIX  TEXHOJOTHIi

(mporpaMMHBbIe TPOAYKTHI, HCIOJb3yeMble B YNPABJIEHUM [OKYMEHTAMH, CHCTEMbI
3JIEKTPOHHOT0 IOKYMEHT0000p0TA, TEXHOJOTHU CKaHupoBaHus JoKyMeHTOB) (OIIK-2)

Baanenue

YMmeHnue

3HaHue

TEPMUHOJIOTUEN U TIOHSITUHI-
HBIM ammnaparoM B 00JIACTH
nHpOpMaMOHHOHN Oe3ormac-
HOCTH M 3alUThl MH(pOpMa-
IIUH

— aHaJIM3UpPOBaTh MPOOIEMBI
MHPOPMALIMOHHOM Oe301macHo-
CTU W 3aliuThl MHGOpMaNUU B
cucTeMax JOKyMEHTO000poTa
Y apXUBHOM JIeTiC

CHCTEMY JIOKYMEHTAI[HOHHOTO
obecrieyeHus: UHHOPMAITHOHHON
0€30MacHOCTH W 3alIUThl HH-
bopmarmu

1.3. MecTO IMCUMIVIMHBI B CTPYKTYpPe OCHOBHOM 00pa30BaTe/IbHON MPOrpaMMbl




HucuummHa «MHpopMarionHass 06€30MacHOCTh M 3aliuTa WHGOpPMAIMKW» OTHOCUTCS K
6noky b1 nucuumnimz 6a30Boii yacTu y4eOHOTO IUIaHa.

JUiss ocBOEHMS JUCUUIUIMHBI HEOOXOAUMBI KOMIETEHIINH, (JOPMUpPYEMbIE B XOJ€ U3YUCHUS
mucuuiuinH:  «MHpopMaTuka» «BBYUCTUTENbHBIE CHCTEMBI, CETH W TEJICKOMMYHHKALIUN,
«npopmanmonnsie cucteMbd «MHDOpMaAIIIOHHBIE TEXHOIOTUI.

B pesyibrare OCBOCHHS AUCHUILUIUHBI (POPMHUPYIOTCS KOMIIETEHIIMH, HEOOXOIUMBIE IS
M3yYeHUs Cienylomux aucuuiuinH: «Pa3paboTka u BHeapeHue WH(GOPMAIMOHHBIX CHCTEMY,

«YmpaBieHue NPOEKTaMU HHPOPMALTMOHHBIX CUCTEM.

2. CTpyKTYypa JHCHUILINHBI
CTpyKTypa AMCOHMIVIMHBI VIS 3204HOTO0 oTaeseHus (2017 rox)
Obwas mpyooemkocms OUCYUNIUHBL cocmasiaem 2 3auyemmuble eOuHUYbl, 72 4acos, 8 mom

qucijilie KOHmaxkmmhasi paﬁoma 8 uacos, camocmosmesibHas pa60ma 64 uaca.

Bunsl yueOHoit paboThI
(B yacax)
@OpMBI  TEKYLIETO
KOHTaKTHasi =
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Ne [Pazgen JUCLIUILIN- © 2 g 5| 2 €MOCTH,
/11 [HbI/TEMBI 35 g, = E dopma  mpoOMEKy-
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1. | Merogosnornueckue 1 | — | — 1 - 15
acnekTbl HHpopmanu-
OHHOI1 0e30IacHOCTH U
3alUThI HHPOPMALMHU
1.1. | BBegenue B IUCIMILIA- _— | - -—- -—- VYerHbI onpoc 1o
HY TEME.
1.2. | bazoBsle yrpo3bl HHOP- el e e e VYcTHBI ompoc 1o
MAalMOHHOM  0e30macHo- TEME.
CTH
2. | Uapopmanuonnas 1 | — | — 1 - 15
O0e3zonacHocTb. Mepbl
o0ecrieyeHust HMHPOP-
MAalMOHHOK  Oe3omac-
HOCTH
2.1. | 3akoHOAATENbHBINH ypO- e B B I VYcerHbI onpoc 1o
BEHb O0O€CIeYeHus] HH- TEME.
(dhopMarmoHHON 0e3- Jloknan no Teme.
OIIaCHOCTH
2.2. | AIMMHHUCTpPATUBHBIN e B B I VYerHbI onpoc 1o
YpOBEHb, IIeNH, 3a/auH, TEME.
yIpaBJIeHUE PUCKAMH Jloxiyian no Teme.
2.3. | IlpouenypHblii ypOBEHSD, —_— | - - | - VYcTHBI ompoc 1o
Ha3HAuEHHE, OCHOBHbBIC TEME.




HampaBJICHUs W MPHH- Joxian no Teme.
UMbl OpraHU3aLUU pa-
60T
2.4. | IlporpammHO- -—— | - --- YeTHBIN OoIpoc 1o
TEXHUYECKUH  YpPOBEHb TEMeE.
obecrnieueHuss uHpOpMa- [Toaroroska u
IUOHHOW MH(POPMALIUU BBITIOJTHEHUE
nabopaTopHOI
pabotsl Nel.
3. CucreMa 3alUTHI HH- 1 -—_ | - 1 -— 17
(popmannu
3.1. | OcHOBHbBIE TOJIOKEHUS e I B VYerHbI onpoc 1o
[0 OpraHU3alyuyu 3alllu- TEME.
Thl HHOpMALIUU Jloksazg o Teme.
3.2. | [lopsigok  mocTpoeHue — | - - VYeTHbI onpoc 1o
CUCTEMBl 3alUThl HH- TEME.
dbopmaruu [ToaroroBka u
BBITIOJTHEHUE
nabopaTopHOI
pabotbr Ne2.
4. | KouTtpoaibs u oTBeT- 1 |- | - |1> --- 17
CTBEHHOCTH 10 o00ec-
Nne4YeHHw HHPpopmanu-
OHHOI1 0e30IacHOCTH U
3alUThI HHPOPMALMHU
4.1. | Koutponb  cocTosiHuUs e I B VYerHbI onpoc 1o
pexkuma 6e30MacHOCTH U TEME.
3alUThl HH(pOpMAIUU Jloksazg o Teme.
4.2. | OTBETCTBEHHOCTh 3a — | - | - - VYerusbiit onpoc. Ilo
NIPpaBOHAPYIICHUS " TEME.
NpecTyIUieHnss B o0na- Jloknaz o Teme
cTu  UH(POPMAIIMOHHOK
0€30MacHOCTH U 3aIUTHI
uHpopManuu
5. [IpomexyrtouHass  arTe- il B I 3auer no owmneram
cranus (3a4er)
HToro: 4 4 64

3. Copep:xkanue TUCHUNIMHBI

Pa3zpnen 1. Metogosioruvyeckne acneKTbl HHPOPMANMOHHOI 6€30MACHOCTH U 3aIIUTHI HHPOP-

MaIH

Tema 1. BBenenne B JTUCHUILINHY

[TonsiTue 6e3omacHOCTH 00BEKTa (TrocyJapcTBa, MPEANPHUATUS U UH(OPMAIIMOHHON CUCTe-

MbI). OCHOBHBIE KOMIIOHEHTHI O€30MMaCHOCTH TOCYIapCTBa U IOMHUHHUPYIOIIAS POJIb HH(POPMAILIUOH-

Hoii Ge3omacHoctu (MB). CTaHoBieHue U pa3BUTHE MOHATHUS «UH(POPMALMOHHAS 0E30MAaCHOCTHY.

CymHocts ¥ nonsitust b u 3amutel nHpopmanmu. Heo6XonumMocTs M 3HaU€HHE HOPMATHUBHO-
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IIPaBOBOTO OIpeiesieHus] OCHOBHBIX MoHATHi. CBa3b Ub ¢ unpopmarnzanueit odmectsa. basossie

ypOBHU oOecnieueHrs HHHOPMAIMOHHON 0€30MaCHOCTH U 3alTUThl HHPOPMAITUH.

Tema 2. BazoBblie yrpo3sl HHGpOPMALMOHHOI 0€30NIACHOCTH

Krnaccudukanust yrpo3 6e30MacHOCTH 10 LIENU peau3aliiy Yrpo3bl, MPUHIMITY, XapaKTepy U
crioco0Oy e¢ Bo3meiicTBusi. OCOOCHHOCTH YTpo3 BO3IEHCTBUS Ha OOBEKT aTaKU B 3aBUCHMOCTH OT €TO
COCTOSIHMSL U UCIIOJIb3YEMBIX CpeicTB araku. OCHOBHBIE METO/Jbl M KaHaJbl HECAHKIIMOHMPOBAHHOIO
nocryna kK uagopmarmu B C. ba3zoBble MpUHIUIBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTA K
uH(pOpPMAaLUU B COOTBETCTBHH C HOPMAaTUBHO-IIPABOBBIMU JIOKyMeHTamMu Poccuu. 3amaun mo 3amure
MH(POPMALMOHHBIX CUCTEM OT pealiu3aluy yrpos.

Pa3nea 2. UndopmannonHas 0e3onacHocTb. Mepbl o0ecnieyeHnss HHPOPMALMOHHOM
0e3omacHoCTH
Tema 3 3akoHonaTeNbHBIN YPOBeHb o0ecnedeHUus1 HHPOPMAaHOHHOI 0e3011aCHOCTH

[TpennochIKu CO3JaHus MEXIYHApPOAHBIX M POCCHUHCKUX CTaHAAPTOB IO 00ECICUYEHUIO
MH(POPMALIMOHHOM 6€30MacHOCTH.

HazHaueHne ¥ OCHOBHBIE TOJIOKEHMSI MEXIYHAPOJIHBIX cTaHAapToB: «Kpurepuu oueHku
HA/IeKHOCTH KOMIIBIOTEPHBIX cucTeM» («OpamxeBas KHUTay»), «MHpopmannonHas 0e30macHOCTb
pacnipenenennbix cucteMm. Pexomenganuu X.800», ISO 15408 — «O6mue xputepuny. MexayHa-
ponHble ctaHaapThl cemeiicta 27000.

['ocynapcTBeHHass cucrteMa IO O0eCledyeHUI0 Oe30HMacHOCTH MW 3alluThl MH(pOpMaLuu
(I'C3H1). OcHoBHBIE 3aKOHOATENBbHBIE aKThl PO B 0b6macTu nHGOPMAIIMOHHON 0€301MacHOCTH U 3a-
mutel nHpopmarun. PykoBomsmue nokymentst @Chb, ®CTOKa Poccun B obmactu uHpopmarm-
OHHOM 0€30MacHOCTH M 3aIIUTHl HHPOPMALMK OT HECAHKIIMOHMPOBAHHOTO JIOCTYIa IMpHU ee o0pa-
60Tke ¢ ucrnonb3oanuem CBT.

Tema 4. ATMMHHCTPATHBHBIN YPOBEHb, LIeJIH, 321a4H, YIIPABJICHHE PHCKAMH

Konnenmus undopmarmonnoit 6ezomacuoct (Mb), e€ menu u stansl nocrpoenwus. [lomm-
TUKa U Iporpamma HH(GOPMaIMOHHONW 0€301MacHOCTH, KaK OCHOBA aJIMMHUCTPATUBHBIX MeEp IO 3a-
muTe UHPOpMauuu Ha npeanpusTHH. CTPyKTypa JOKYMEHTa, XapaKTepPH3YIOLIEro MOJUTHUKY U
nporpaMMmy UHGOPMAIMOHHON Oe30macHOCTH. AHanu3 u ynpasienue puckamu s UC. bazoBeie
METOJUKH, UCTIOIb3YEMBbIE JUIsl OLIEHKU PUCKOB. ba3zoBble HHCTPYMEHTAJIbHBIE CPECTBA AJIs aHAJIM-
32 PUCKOB M YIPaBJIECHUS PUCKAMH.

Tema S. IIpouenypHblil ypoBeHb, HA3HAYEHHE, OCHOBHbIC HANPABJICHUA U IPUHIUIIBI
opranu3anuu pador

Hasnauenne u 3amaud MOPOIEIypHOrO YPOBHS 1O OOecredeHruto HHGPOPMAIMOHHON

6e3onmacHocTd. OCHOBHBIE KJIACChl MeEp TPOLEAYPHOTO YPOBHSA: YIPABICHHUE MEPCOHAIIOM,
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¢dusnueckas 3ammra, MojJiepKaHue padoTOCIIOCOOHOCTH, pearupoBaHUE HAa HApPYyIICHHs peXUMa
0€30MacHOCTH, TJIAHUPOBAHNE BOCCTAHOBUTEIBHBIX PaloT.
Tema 6. IIporpaMmMHoO-TeXHHMYeCKHIT yPOBeHb oOecniedeHus1 HHGpOpManHOHHOI HHGOpMANUH

OCHOBHBIE TMOHATHS MPOTPAMMHO-TEXHHUYECKOTO YPOBHS oOecrieueHHss MHPOPMALUOHHOM
6e3onmacHocTH. OCOOCHHOCTH COBPEMEHHBIX MH()OPMAIIMOHHBIX CHUCTEM, CYIIECTBEHHBIE C TOYKU
3peHus odecrieueHust UH(POPMAIIMOHHOM 0€30MacHOCTH. APXUTEKTYpHAast O€30MaCHOCTb.

[TporpamMmHbIe CEpBUCHI 3alIUTH HHPOPMALUU B HH(POPMAITMOHHBIX cucTemax. nentugu-
Kauus U ayTeHTU(UKanus mnosb3oBaTteneii. bazoBeie MeToabl maposibHOM ayTeHTH(UKanuu. Moje-
T pa3rpaHddeHus: noctyna K uHpopmaruu. [IporokonupoBanue u ayauT (aKTUBHBIM U MACCHB-
HBI) UH(OPMAIIMOHHON CHCTEMBI, X OCHOBHBIE IIEJIM M OCOOCHHOCTU. ba3oBble METObI KPHUIITO-
rpadudeckoro mnpeoOpa3oBaHus AaHHBIX. [Ipouemypa (QopMHpPOBaHUS BIIEKTPOHHON MOJIHCH.
OkpanupoBanue uH(popmaruu B ceTsix. KommbloTepHble BUPYCHI W BPEIOHOCHBIE MPOrPAaMMBI:
KJaccu(uKaus, METOIbI U cpeicTBa OOPHOBI C HUMH.

Pasnen 3. Cucrema 3amuThl HHpOPMaLUH
Tema 7. OcHOBHBIE M0JI0KEHHS 110 OPraHU3ALMM 3aIUTHI MHpoOpManun

[TonsTHe, 1enu, 3a1a4u CUCTEMBI 3aUThl HHpopMau. CTpyKTypa rocy1apcTBEHHON CH-
CTEMBbI 3alUTHl MH(OpPMAIMH, 337a4d OPraHOB 3aKOHOIATEIbHOM, MCIOIHUTENBHOW U CyaeOHON
BJIACTH 110 CO3JaHMIO YCIOBHIA MO 3aIUTe HH(POPMAITUH.

Bunsl pa3Benok: areHTypHas, OW3Hec-pa3BeiKa, TEXHUYECKas, KOMIBbIOTEpHas pa3BEAKH.
MeTob! 1 CTIoco0bI TOOBIBAHHST MH(OPMAILTHH.

Kananbl yTeuku, myTH NMPOHUKHOBEHHUS (HapylIeHUs) K 3amumaemMoi uHpopmarun. Mo-
nenb noBeneHus HapymuTens. Knaccudukanus HapymuTeneil mo BO3MOXKHOCTH AOCTyIa K 00bEK-
Ty 3aIlUTHI, CTENICHHU MOJTOTOBKH U OCHAIIEHHOCTH CPEICTBAMH B3JI0Ma, (00X0/1a) CPE/ICTB 3aIUTHI
uHpopmanuu. Bo3MoKHbIE IPUYUHBI, YCIOBUS U OOCTOATENBCTBA, CO3IAIONINE MPEAOCHUTKA ISt

CBEpILEHUS NPECTYIUIEHUH (IpaBOHAPYILIEHUN ).

Tema 8 Ilopsaiok mocTpoeHne CHCTEMbI 3alIUTHI HH(POPMaLUH
KommiekcHBIN 1 CUCTEMHBIN MOAX0]] K TOCTPOSHHUIO CUCTEMBI 3aIIUTHI HH(POPMAIIUU: TTOHS-
THS, LIeTH U 3a1a4d. McxoHble JaHHBIE U1 TOCTPOCHHS CUCTEMBI 3aIUThl HHPOPMALUU. DTalbl U
nepedeHb padoT MO CO3JaHMI0 CHCTEMBI 3alMThl MH(OopMau. MeToanka MOAETHPOBAHUS BEp-
0abHOTO 0OBEKTA 3AIIUTHI.
Pa3znen 4. KoHTpoOJIb M OTBETCTBEHHOCTD, 10 00ecne4YeHuI0 HH(POPMALIMOHHOI §€30NACHOCTH
U 3alUThl HH(pOpMALNH

Tema 9. KoHTPOJIb COCTOSAHUSA peskuMa 0€30I1aCHOCTH U 3a1UMThI HHpoOpManuu



OCHOBHBIC ITOJIOXKCHHS 110 OCYHICCTBJICHUIO KOHTPOJIA. HGHI/I, 3aaa4u, MPUHIUIIBI KOHTPOJIA.

OCHOBHBIE MEPONPUATHS 10 OCYILECTBICHUIO KOHTpOJs. IIpoBepka (KOHTPOJIb) BBIIIOJIHEHUE Tpe-

O00oBaHMII HOPMATHUBHBIX JIOKYMEHTOB I10 OOECIEeYeHHIO 0OE30MacHOCTH M 3allUThl WH(pOpMAIUH,

HaIn4us KOH(I)I/II[CHL[I/IEUII:HBIX AOKYMCHTOB U MHBIX HOCHTENEeH KOH(I)I/II[QHI_[I/IaJIbHBIX CBCZLGHI/If/'I.

Tema 10. OTBeTCTBEHHOCTH 32 IPABOHAPYILICHHUS H NPECTYIJICHUsI B 00/1aCTH MH(OPMAIIHOH-

HOM 0€30I1aCHOCTH U 3allUThI HH(POPMALIUH

ITonsTue n BH/JIbI IOpHI[PI‘-ICCKOﬁ OTBCTCTBCHHOCTHU 34 HAPYILICHHUC IMPABOBLIX HOPM I10 3alliu-

Te MHpopMauuu. Mepbl AMCHUIUIMHAPHONW OTBETCTBEHHOCTH corjacHo TpynoBoro konekca P®.

AJIMUHHCTpAaTHUBHAsE OTBETCTBEHHOCTH 3a MPABOHAPYIIECHHS B 00JIACTH 3aIIUTHI HHPOpMAIUU. YTO-

JIOBHAsi OTBETCTBEHHOCTH 3a MPABOHAPYLICHUS U TMPECTYIJICHUA B O0JIACTH KOH(DUICHIMAIBHOM

MH(POPMALIUU U TOCYIaPCTBEHHON TalHBI.

4. Oo0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne |Haumenosanue . Oopazosamenvhvie
Buowt yueonoit pabomot

n/n |pazoena mexHon02uU

1. |Pa3gen 1. Jlexyus 1. Beedenue 6 oucyuniuny, mepmunsl u|Beoonas  nexyus ¢
Mertononorude- |onpeodenenus, nowamue u cyuHocmo UD. UCNOb308aAHUEM
CKHe acnekTsl| Codeporcanue 3aHAMUA: 8UOCOMAMEPUANO8.
uHpopmannonHoii| 1. OnpeneneHne OCHOBHBIX MOHATUI M TEPMUHOB|M3yuenue mamepuana
0e30MmacHOCTH JUCLUIUINHBL. no meme.

(Ub) wu 3amwutel|2. Henu, 3agaun u npunuunst Ub u 3U.

uHpopManuu Camocmosmenvuas paboma: Kouncynomayusa c
(3N). 1. Ceszp Ub ¢ undopmaruzanueii odmiecTsa. UCNONIb308AHUEM

Tema 1. P. HeoOX0oauMOCTh M 3HAYCHHE HOPMATUBHO-|21€KMPOHHOU — NOYMbl
BBenenune B naMc-|IpaBOBOTO OMPENEIEHUS OCHOBHBIX IOHSITHH. (OI1).

[UTUTHHY .

2. |Pa3pmea 1. Jlexyuss 2. bazoevie yeposwvl unpopmayuonnoil|Jlekyus-eusyaruzayus
Mertononorude- |besonacnocmiu. c npumMeHeHuem
CKHeE acnekTsl| Codeporcanue 3aHAMUA: npoexmopa.
nH(popmannoHHo# | 1. ba3oBeie 00BEKTBI W CyOBEKTHI 3alUTHI| M3yuenue mamepuana
0e30MmacHOCTH uHpOpMaLUH. no meme
(Ub) wu 3amwutel|2. UcTrounuku yrpo3 u yrpo3sl Ub.
uHpopMauu Camocmosmenvuas paboma: Kouncynomayusa c
(3N) 1. Kakue 0OBEKTHI 3alIUTHl B MH(POPMALMOHHBIX |UCNOIb30BAHUEM
Tema 2. bazoseie|cuctemax (UC). 9NEeKMPOHHOU NOYMbI.
yrpo3sl uH(opMa-|2. OcHOBHBIE UcTOUHUKH yTpo3 ams VC.

IIMOHHOU Oe3omac-|3. XapakTepHble yrpo3bl s HH()OPMAaIMOHHBIX
HOCTH. pecypcos (HP).




Paznen 2. Jexyus 3. Cmanoapmoer u cneyuguxayuu 6|Jlexyus-eusyaruzayus
HNupopmauuon- |obracmu UB. c npumeneHuem
Hasl oe3onac-|Codeporcanue 3anamusi. npoexkmopa
HOCTb. Mepsi|1. 3HaueHue CTaHAAPTOB B HCHOJIB30BAaHUM WH-|HM3yuenue mamepuana
olecrievyeHust (opMaIMOHHBIX TEXHOJIOTHA. no meme.
nHpopMannoH- (2. CTpyKTypa U OCHOBHBIE IOJIO)KEHUS MEXKIyHa-
HOWi Oe30macHO-|poaHbIX akTOB B cepe Ub.
CTH Camocmosmenvhas paboma: Koncynomayus c
Tema 3. 3akoHo-|/. [loHsiTHE M HA3HAUYEHUE CTAHJIAPTOB. UCNONb308AHUEM
JaTeNbHBIA, ypo-|2. Buabl CcTaHZapTOB © KPUTEPHUH  OLEHKHU|21eKMPOHHOU NOUMbL.
BEeHb  obecrede-|cocTosHUS UH(OPMAIIMOHHON 0€30MacHOCTH.
HUS uHpOpManu-
OHHOW  Oe3ormac-
HOCTHU
Jexyus 4. Cmanoapmer P® 6 obnacmu HUB,|Jlexyus-eusyaruzayus
pykogoosuue ookymernmol ®PCTOKa PD. c npumeHeHuem
Cooeparcanue 3anamusi: npoekmopa.
1. Poccuiickue HOpPMaTHUBHO-TIPABOBBIC aKThl B|M3yuenue mamepuana
obmnactu Ub. no mem.
2. ba3oBble MPUHIUMBI 3aIIUTHI UHPOPMAITUH OT
HecaHKUMoOHMpoBaHHoro npocryna (HCJ) B
COOTBETCTBUU c HOPMAaTHUBHO-TIPAaBOBBIMHU
JOKYMEHTaMHU.
Camocmosamenvhas paboma: Koncynomayus c
I. OcHoBHbIE (enepanbHbie opranbl PO, re-|ucnonvsosanuem
HEPHUPUPYIONIUE HOPMATHBHO-TIPABOBBIE AKTBI B|321eKMPOHHOU NOUMbL.
chepe UB.
2. Karteropun nenHoct wuH(popmamyu B
TOCYAapCTBEHHBIX YUpexaeHusx Poccun.
Pazpnen 2. Jlexyusa 5. AomunucmpamugHulil ypogeHb: yeau,|Jlexyus-euzyanuzayus
Nndopmauuon- |3adauu 1B, ynpasnenue puckamu. c npumMeHeHuem
Hasl o0e3onac-| Codeporcanue 3anamusi. npoekmopa.
HOCTb. Mepsi | 1. Konuenmus Ub. H3yuenue mamepuana
olecrieyeHust 2. llonutuka Ub. no meme.
nHpopmannoH- (3. AHanus puckos Ub.

HOii Oe3omacHoO-
cTH

Tema 4.
AJIMUHUCTpPATUB-
HBI yPOBEHb, lie-
I, 3a1a4u,
YIIPaBJICHUE PpHC-
KaMHU.

Camocmosmenvhas paboma:

1. OcHoBHBIE pa3aeinsl nonutuku Ub.

2. ba3oBble MHCTpyMEHTaJbHBIE CpEACTBA IS
aHaJIN3a PUCKOB.

3. CrpaTteruu ynpaBjaeHHs] pUCKAMHU.

Koncynomayus
UCNONb308AHUEM
IEKMPOHHOU NOYMBbL.

Paznen 2.
HNudopmanuon-
Hasl 0e3omac-
HOCTb. Mepsbi1
odecneyeHus
HH(popManoH-
HOii 0e3omacHo-
CTH.

Tema 5.

Jlexyusa 6. IlpoyedypHulil yposenv. Ha3HAYEHUe,
OCHOBHblE HANPABIEHUs op2anuzayuu pabom,
yenu, 3a0auu, NPUHYUNbL NOCMPOEHUS.
Cooeparcanue 3anamusi:

1. OcHOBHBIE KJIaCCHI MEP MPOLEAYPHOTO YPOBHS.
2. YmpaBieHue IEpCOHAIOM.

3. dusnueckas 3aluTa.

4. Tloxnepxkanue pabOTOCIIOCOOHOCTH.

5

. PearupoBanne Ha  HapylIeHUs  pexXuMa

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.
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IIpouenypHsiii 0€30MacHOCTH.
ypoBeHb, Ha3Ha-|6. [lmaHupoBaHuE BOCCTAaHOBUTENBHBIX PA0OT.
4eHHe, OCHOBHBIC|Koanoxkeuym no nabopamopuoi pabome No2.
HanpaBieHus: op-|Camocmosmenvuas paboma: Kouncynomayusa c
raam3auu paodor,| /. Munumuzanus IIPUBWIIETUI u|ucnonvzosanuem
e, 3a/1auu, [pacrpeesieHue o0s13aHHOCTEH MEXY | 271eKIMPOHHOU NOYMbI..
MPUHIUIIBI  T10-[[IEPCOHAJIOM, KaK OCHOBHOM MPUHIUTT
CTpOEHHUSI. WUCKIIIOUEHHUS]  OT  CIIy4alHBIX  OMHUOOK U

peanu3aluuu npeaHaMepeHHbIX yrpo3

2. OcHOBHbIE TpeOOBaHUS K TMEPCOHANY IO

nojepkanuto padorocnocodnoctu. C.

3. OCcHOBHBIE  MpaBWIa MO  HCKIIOYEHUH

necTabumm3upyomux  GakTopoB  HaPYLICHHS

cocrosinus Ub.

4. JleicTBusl ~ mepcoHajla MO  MHHUMH3ALHUHA

yiiepba Mpu TUTAHUPOBAHUU BOCCTAHOBHUTEIHHBIX

paboT.
Paznen 2. Jlexyus 7. Texnonocus obecneuenus UPB, yenu u|Jlexyus-eusyaruzayus
Nudpopmaumon- |npunyunsvt nocmpoenus apxumexkmypwl HUb. c npuMeHeHuem
Hasl oe3onac-| Codeporcanue 3anamusi. npoekmopa.
HOCTb. Mepsi|(l. OcHOBHBIE MTOHATUS MPOTPaMMHO- | M3yuenue mamepuaia
o0ecneyeHust TEXHHYECKOTo ypoBHs obecnieuenus Ub. no meme.
uHpopmanuon- [2. OcobeHHOCTH COBPEMEHHBIX
HOWi 0e30macHO-MHMDOPMALIMOHHBIX CHCTEM, C TOYKH 3pEHUs

CTH

Tema 6.
IIporpamMmmMHO-
TEXHUYECKUN
ypOBEHBL o0ecrte-
yeHus: HMH(oOpMa-
IUOHHOW HH(pOP-
MaIu

obecnieuenus Ub.

3. ApxurektypHasi 0€301acHOCTb.

Konnoxseuym no nabopamopnou pabome Nel2.
Jlabopamopnas paboma 1.

Paspabomra xknuenm-cepgeepnozo npunosiceHus 6

Delphi.

Camocmosmenvhas paboma:

1. OcHoBHble mpoOsieMbl B mocTtpoenun C3U,
CBSI3aHHBIX C pa3BUTHEM HH(POPMALMOHHBIX
TEXHOJIOTUH.

2. IlepeuncauTe  OPUHLUIBL  apXUTEKTYpPHOU
Oe3omacHoOCTH ISt obecrieyeHus
koH(puaeHnmansHoctu UP.

3. Ilepeuncnure NOPUHLHMIBI  APXUTEKTYPHOMH
O6e3omacHOCTH Il OOECIeYeHHs  BBICOKOH
JOCTYITHOCTH (HEepepbIBHOCTH

¢bysakunonuposanus) k MC.

3anamus
UCNONb3068AHUEM
CReyuanu3UpOB8aAHHO20
110.

Koncynomayus
UCNONb3068AHUEM
INEKMPOHHOU NOYMBbL.

Jlexyus 8. Cepeucwvi UbB: naznauenue, @yuxyuu,
Memoowbl peanuzayuu cepeucos UP.

Cooeparcanue 3anamusi:

1. Hoenmugpuxayus u aymenmugpuxayus nonvso-
eameinell.

2. Ynpasnenue oocmynom Kk ungpopmayuu.

3. Ilpomoxkonuposanue u ayoum HUPp.

4. bazogvle Memoobl Kpunmozpaguieckozo npe-
00pazo8anusi OAHHbBIX.

5. Okpanuposanue kax sawuma uxgopmayuu 6

cemsix.

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.
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Konnoxseuym no nabopamopnou pabome Ne4.
Camocmosmenvuas paboma:

1. Ocnoguvie epynnvi memooos aymenmuguxa-
yuu.

1. Ocobennocmu npomokoIUpoO8anus ayouma.

2. OcHogHbie epynnbl  KIACCO8 3aUjUUYeHHOCMU
Uuc.

2. CummempuuHsle u accumempuynsvle KpUnmocu-
cmembl.

3. Komnvromepnas cmeeanoepagus.

4. OcHoBHbIe KIACCHI MEHCCEMesblX IKPAHOB.

Bausmus c
UCNONIb308AHUEM
Cneyuanu3sUpoOBaHHO20
110.

Ilposepka odomawmnezo
3a0aHUS.

Koncynomayus
UCNONb3068AHUEM
INIEKMPOHHOU NOYMDbL.

Pazpen 3. Cu-
cTeMa  3allMThI
HHpopmManuu
Tema 7.
OcHOBHBIE TI0JIO-
KEHUs 10 opra-
HU3AIUH  3alUTHI
uHpopManuu

Jlexyua 9 Paszsumue cucmemvl 3auwjumel ungop-
mayuu.

Cooeporcanue 3anamus:

1. Drtambl pa3BUTUS CUCTEMBI 3alIUTHI UHPOpMa-
LIMU B HACTOSIIIEE BpEMS

2. T'ocynapcTBeHHasi cucreMa 00ecledyeHUs] HMH-
dbopmarmonnoit 6e3omnacuoctu (I'C3N)

3. Knmaccudukanus HapyImuTens.
4. Ortanbl peanu3anus yrpos
MHpOpPMALUU HAPYLITUTEIIEM.

5. Kanansl yreuku, IyTH HECAHKIIMOHUPOBAHHOTO
JOCTYyTIA K 3allUIIaeMoi HHPOpMAaLIUH.
Camocmosmenvhas paboma:

1. CTpykTypa rocyJapcTBEHHON CUCTEMBI 3aIUThI
uHpOpMalLKK, 3a/1a4l OPraHOB 3aKOHOAATEIbHOM,
UCTIOJTHUTENILHON U Cyne0HOM BIAcTH MO CO37a-
HUIO YCJIOBUH MO oOecredeHruto HHEPOpMAaIMOH-
HOM 6€30MaCHOCTH.

2. Knaccugukanus HapymuTeneid mo BO3MOXKHO-
CTH JOCTyINa K OOBEKTY 3alIUThI, CTETIEHU IOATO-
TOBKHM M OCHAIIICHHOCTH CPEJICTBaMH B3JioMa, 00-
XOJa CPEJCTB 3aLIUTHI UH()OPMAIIHH.

3. Bo3MOXHBIE  IPUYMHBL,  yCIOBUSA U
OOCTOSITENILCTBA, CO3JAIOIIUE MPEANOCHIIKH IS
CBEpILIEHUS NPECTYIICHUH (IpaBOHAPYILIEHUN ).

0€e30I1acHOCTH

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynomayus
UCNONb308AHUEM
INIEKMPOHHOU NOYMBbL.

Pazpen 3. Cu-
cTeMa  3allUThI
HHpopmannu
Tema 8.
ITopsimok mocTpo-
eHue CHUCTEMBI
3ammThl  MH)OP-
Maluu

Jlexyus 10. Ilocmpoenue cucmemvl 3auumaol UH-
dopmayuu.

CoO0eporcanue 3auamusi:

1. KoMIekCHBIN MOAXO0 K TOCTPOEHUIO CUCTEMBI
3aIUThl UHPOPMAITUH.

2. CuctemMHBIH NMOAXOA K MOCTPOEHHUIO CHUCTEMBI
3aIUThl UHHOPMAITUH.

3. Ilopsmok MOCTPOEHHSI CUCTEMBl 3aIUThl HH-
dopmanuu.

4. MeTronbl OLEHKH 3aLIUIIEHHOCTH CHCTEMBI 3a-
MIUTHI THPOPMALIUU HA TIPEAIPUATHH.
Jlabopamopnas paboma No2.

Pewenue 6  noxanvnou  cemu
aymenmugurayus noiv3oeameliell.
Camocmosmenvuas paboma:

3a0aqu

1. Uto moHMMaeTcs 104, KOMIIJICKCHBIM ITOAXO0J0M

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

3anamus c
UCNONb3068AHUEM
CReyuanu3UpOB8aAHHO20
110.

Koncynomayus c

UCNOJlb306AHUEM
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K 3al1uTe NHPOpPMaLUH.

2. Yto noHMMaeTcs MoJ CUCTEMHBIM MOJAXOAO0M K
3anuTe HHPOpPMaLUH.

3. Kakue ucxo/Hble JaHHBIE I IOCTPOECHUS CU-
CTEMBI 3aLUThI UH()OPMAIIHH.

4. CTpyKTypa CUCTEMBbI 3aIIUTHl UH(OPMAIMK Ha
MIPEANPUATHSIX.

5. Ilepeuncnure 3Tambl W THepedyeHb paboOT IO
CO3JIAHHMIO CHCTEMBbI 3aIUTHl HH(POpMAITUH.

3JZ€Kmp0HH012 noumaol.

Pasznen 4. Kon-
TPOJIb M OTBET-
CTBEHHOCTh 11O
odecnevYeHuIo
HH(popManoH-
HOii 0e3omacHo-
CTH M 3allHUThI
HHpopmannu
Tema 9. Konrpoib
COCTOSHUS PEXKU-
Ma 0€30IacCHOCTH
148 3alIUThI HH-
bopmarmu

lexyusl I. KoHTpoab 1o o0ecrnieyeHnio HHPpopma-
IIMOHHO 0E30MaCHOCTH U 3aIIUTHI HHPOPMALIUH.
Cooeporcanue 3anamus:

1. Llenu, 3a1a4n ¥ IPUHLIUIIBI KOHTPOJISL.

2. OCHOBHBIE MEPOIIPUSTHSI 110 OCYILIECTBICHUIO
KOHTPOJISI.

3. IIpoBepka (KOHTPONB) pekuUMa KOHGMUICHITH-
JIbHOCTH, HAJIWYMA KOH(PUICHIMAIBHBIX JIOKY-
MEHTOB W HMHBIX HOCHUTENEeH KOHQUIACHIIMATLHON
uHpOpMaLUH.

CamocrodrenbHas padoTa:

1. OcHOBHBIE TIOJIOKEHUS IO OCYLIECTBIIECHUIO
KoHTpods. Llenu, 3a1a4u, MPUHIUITEI KOHTPOJIS.

2. OCHOBHBIE MEPOIPHUATHS IO OCYILIECTBICHUIO
KOHTPOJISI.

3. IIpoBepka (KOHTPOJb) HAMWYHsI KOH(PUIACHIIN-
aJIbHBIX JJOKYMEHTOB M MHBIX HOCHTEJeH KOH(pHU-
JICHLIUAIBHBIX CBEICHUH.

4. TIposenenue ciyKeOGHOTO pPACCIEIOBAHUS IO
¢dakTam HapylieHus TpeOOBaHUN pexkuMa KOH(HU-
JCHIUAIBHOCTH. .

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynomayus
UCNONb3068AHUEM
IEKMPOHHOU NOYMBbL.

Pasznen 4. Kon-
TPOJIb M OTBET-
CTBEHHOCTb  TIO
odecreyeHu1o
HH(popManoH-
HOIl Oe3omacHo-
CTH W 3alIUThI
HHpopmannu
Tema 10. OrtBert-
CTBEHHOCTh 3a
MIPaBOHAPYIICHUS
U MPECTYIUICHUS B
obmactu  uHpOp-
MaIllMOHHOK  0e3-
OTMacHOCTH M 3a-
mUTEl  UHPOpMa-
005071

Vlexyua 12. OmeemcmeenHOCMb 34 NpasoHApy-
WeHUs u npecmynjieHusi 8 ooaacmu uHgopmayu-
OHHOU 6€30NaACHOCMU U 3AUUMbL UHPOPMAYUU.
Cooeporcanue 3anamus:

1. ITonsTHE M BUABI IOPUINYECKON OTBETCTBEHHO-
CTH 3a HapyILLIEHUE MPABOBBIX HOPM.

2. Mepbl TUCUUIUIMHAPHOW OTBETCTBEHHOCTH CO-
macHo Tpynosoro kogekca POD.

3. AIMUHUCTpaTUBHAs OTBETCTBEHHOCTH 3a IIpa-
BOHapylLIeHUss B 00JacTé KOHQUACHIINATLHON
uHpOpMaLUH.

4. Yroj0BHas OTBETCTBEHHOCTh 32 IIPaBOHAapyIIe-
HUS U TMPECTYIUICHUS B 00JIACTH KOH(PHICHIINATb-
HOW MH(pOpMaLIUH.

5. YroyioBHas OTBETCTBEHHOCTbH 3a IIpaBOHApyLIe-
HUS ¥ TIPECTYIUIEHUS B 00J1aCTH 3allUTHI TOCYAap-
CTBEHHOH TalHBI.

Camocmosmenvhas paboma:

1. ITonsarue " BUIBI FOPUANYECKON
OTBETCTBEHHOCTH 3a HapyLIECHHE IIPABOBBIX HOPM

Mo 3amure HHHOpMaIH.

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynomayus
UCNONb3068AHUEM
INEKMPOHHOU NOYMBbL.
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2. Mepbl AMCUMIITIMHAPHON OTBETCTBEHHOCTU CO-
rimacHo Tpynosoro xoxekca PO.

3. AIMMHHCTpPAaTHBHAsl OTBETCTBEHHOCTh 3a IIpa-
BOHAPYIICHUS B 00JIACTH 3aLIUThI HH(OPMAIIHH.

4. YronoBHasi OTBETCTBEHHOCTDb 3a IPaBOHapyIIe-
HYSI U TIPECTYIUICHUsI B 001acTH KOH(UICHIINAb-
HOW HH(OpPMAITUH.

5. YrosoBHas OTBETCTBEHHOCTH 3a IIpaBOHapyLIe-
HUSI ¥ [IPECTYIJICHUS B 00JaCTH roCy1apCTBEHHON

TaNHEL.

5. OneHka IVIaHNPYeMBbIX Pe3yJIbTaTOB 00y4eHHus

5.1. Cucrema olileHUBaHUA

®opMa KOHTPOJIA Makc. Konu4yecTBo 0aJlioB
3a onmHy pa{Bcero
ooty
Texynui KOHTPOJIb:
- onpoc; 5 6annos 30 6annos
-3auuma 1a60pamopHuix pabom, 5 6annos 20 6annos
- mecmuposanue, 10 6annos 10 6annos
IIpomexyTouHas aTTecTanus 40 6annos
(3auem);
HToro 3a cemecTp (IUCLMILIUHY). 100 6annos

Texywuit Konmpono

Ilpu ouenusanuu ycmunoz2o onpoca u yuacmus 6 OUCKyCCUU HA CeMUHape y4umoléaiom-
ca:
- CTENEHb PAacKpBITHs coaepkanus Marepuaina (0-2 d6anna);
- M3JI0KEHHE MaTepuana (rpaMOTHOCTb PEYM, TOUHOCTh MCIOJIb30BaHUS TEPMUHOJIOTMA U CUMBO-
JIUKH, JIOTUYECKas OCIEA0BaTEIHbHOCTE U310xKeH!s Matepuaina (0-2 6amna);
- 3HaHUE TEOPUHU M3YUYCHHBIX BOINPOCOB, CHOPMUPOBAHHOCTD U YCTOWYMBOCTH UCIOIB3YyEMbIX IPU
oTBeTe yMeHMiA U HaBbIKOB (0-1 6am).

Ilpu ouyenusanuu 3auumol 1a60PamopHOIL padomsl y4UMbIEAIOMCA:

- TIOJTHOTA BBIMOJIHEHHOW paboTHl (3a/laHHE BBINOJIHEHO HE MOJHOCTBHIO W/WIM JOMYIICHbI
nBe 1 Oosiee OMMOKY MM TP U Oojiee HeTOUHOCTH) — 1-4 Gana;

- 000CHOBAHHOCTB COJIEPKaHMS M BBIBOAOB pabOTHI (33aHUE BBIMOJIHEHO IMOJHOCTBIO, HO
000CHOBaHHUE COAEPIKAHUS M BHIBOJIOB HEJIOCTATOYHBI, HO PACCYKJIEHHs BEpHBI) — 5-8 0aios;

- paboTa BBINOJHEHA IOJIHOCTHIO, B PACCYXKACHUSAX M OOOCHOBAaHMHM HET NPOOEIOB HIIU
OIIMOOK, BO3MOKHA OJIHA HETOYHOCTh -9-10 Oaos.

Ilpu oyenusanuu KOHMPOILHOI, NPAKMUUECKOU PAOOMIBL YUUMBIGAIOMCA:
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- TIOJIHOTA BBITIOJTHEHHOW paboTHI (3a/1aHUe BBHIITOJHEHO HE TIOJIHOCTHIO M/MIIU JOMYIICHBI 1B U 00-
Jiee OIMOKK WK TpU U OoJiee HeTOYHOCTH) — 1-4 Garna;
- 000CHOBAaHHOCTH COJICPKAHUS U BBIBOJOB PAa0OTHI (3a/laHUE BBIMTOIHEHO MOJHOCTHIO, HO 000CHO-
BaHUE COJIEP>KaHMs U BBIBOJOB HEJIOCTATOUYHBI, HO PAcCy’KICHUS BEPHBI) — 5-8 OaIJIOB;
- paboTa BBINOJIHEHA MOJHOCTBIO, B PACCYKIEHHUSIX U OOOCHOBAHMHU HET MPOOETIOB MM OLIMOOK,
BO3MOYKHA O/IHA HETOYHOCTH -9-10 6amos.

Kpumepuu oyenuganus npu mecmuposanuu.
[Tpu TecTUpOBaHUM CTYJCHT AOJDKEH OTBETUTH Ha 20 BOIIPOCOB.

[Tpu ouleHUBaHUM OTBETA HA BONIPOC YUUTHIBACTCS:
- oTBET coepkuT menee 20% mpaBmibHOTO OoTBeTa (1-4 Ganna);
- otBeT conepxut 21-50 % mpaBuibHOTrO OTBETA (5-9 OaNIoB);
- otBeT conepxut 51-80 % mpaBunbHoro oreera (10-14 6annos);
- otBeT coaepxkuT 90% u Gonee mpaBuisHOTO O0TBETA (15-20 OGaoB).

Kpumepuu oyenuganusa npu coaue 3auemoe.

ITpu cnave 3avera CTyIEHT JOJDKEH OTBETUTH Ha 3 BOIpoca (JBa BOIPOCA TEOPETHYECKOTO
XapakTepa M OJIMH BOIIPOC MPAKTHUYECKOTO XapaKTepa).

[Tpu ouleHUBaHUM OTBETA HA BONPOC TEOPETUUECKOTO XapaKTepa YUUTHIBACTCS:
- TEOPETUYECKOE COJIepKaHNE HE OCBOEHO, 3HAHWE MaTepualla HOCUT (pparMeHTapHBIN XapakTep,
HaJIm4yue rpyosIx ommOok B otBete (1-3 Oanna);
- TEOPETUYECKOE COJIep’KaHHEe OCBOCHO YaCTUYHO, JOIYIIEHO He Oosiee IBYyX-TpeX HeloueToB (4-7
0amoB);
- TEOPETHYECKOE COJIEPKAaHHE OCBOEHO MOYTH IOJHOCTHIO, JOMYLIEHO He OoJjiee OIHOTO-IBYX
HEJ0YETOB, HO 00YJAIOIIUKCS CMOT OBl X UCIIPABUTH CAMOCTOSTENBHO (8-11 6amioB);
- TEOPETUYECKOE COJECPKAHNUE OCBOEHO IMOJIHOCTBIO, OTBET IMOCTPOEH MO0 COOCTBEHHOMY Iutany (12-
15 6anoB).

[Tpu ouleHUBaHMM OTBETA HA BONPOC MPAKTUYECKOTO XapaKTepa yUUTHIBACTCS:
- oTBET coepkuT Menee 20% mpaBmibHOTO penieHus (1-2 6amna);
- oTBeT coaepkutr 21-89 % mpaBmibHOTrO pemenus (3-8 6amioB);
- otBeT coaepxutT 90% u Gosnee mpaBuIbHOTO perieHus (9-10 6amios).
[Tomy4yeHHBIN COBOKYIHBIN pe3ynbTaT KOHBEPTUPYETCS B TPAAULMOHHYIO IIKAITY OLEHOK U B IIKATY
orleHOK EBporeiickoit cucteMbl mepeHoca W HakoruieHus: kpeautoB (European Credit Transfer

System; nanee — ECTS) B cOOTBETCTBUY C TaOJIUIICH:

JIISO'6aHHLHaH [HKa- TpaguuMOHHAs MKana lIxana ECTS
95 - 100 OTJINYHO A
83 _ 94 3a4TCHO B
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68 — 82 XOpOIIO C
56 — 67 D
30-55 YIOBIIETBOPUTEIHHO E
20 — 49 FX
0_19 HCYAOBJICTBOPHUTCIBLHO HE 3a4TCHO F

5.2.Kputepuu BbICTaBICHUS OLICHOK

Bbanael/
HIxana
ECTS

Ounenka mno jauc-
HUILJTAHE

Kpurepun oneHku pe3yabTaToB O0y4YeHHs IO AUCLH-
IUIMHE

100-83/
A.B

«OTIIHYHOY/
«3a4TEHO
HO)»/
«3aYTEHO»

(oTnu-

BricraBnsiercss o0yyaromemycs, eciii OH IIyOOKO U Ipouy-
HO YCBOWJI TEOPETHYECKMH M IPAKTUYECKUM MarTepual,
MOXET IIPOJEMOHCTPUPOBATH 3TO HA 3aHATUAX U B XOJE
IIPOMEKYTOYHON aTTECTALUU.

OOyuaronuiicss HICYEPITBIBAIONIE U JIOTHYECKA CTPOWHO U3-
JaraeT y4yeOHBI Marepuain, YMEeT YBS3bIBaTh TEOPHIO C
NPAaKTUKOM, CIIPaBIseTCsA ¢ PELIeHneM 3ajad npogdeccuo-
HaJIbHOM HAaIPaBJICHHOCTH BBICOKOI'O YPOBHS CJIOYKHOCTH,
MIPAaBUIILHO OOOCHOBBIBAET MPUHSATHIC PEIICHUSI.

CB00OoHO OpueHTHpYETCsl B y4eOHOW U MpoeccHoHalb-
HOU JIUTEpaType.

OreHka Mo JUCHUIUIMHE BBICTABIISIOTCS 00YyYaromeMycs C
y4€TOM pe3yJbTaTOB TEKYILIEH M IPOMEKYTOYHOM arre-
CTaluu.

Komnerenmuu, 3akperui€éHHble 32 TUCIMILIMHOMN, copmu-
pOBaHbI HA YPOBHE — «BBICOKHI».

82-68/

«XOpOoLIo»/
«3a4TEHO
1110 ) »/
«3a4TEHO»

(xopo-

BricTaBisiercs 00ydaroemMycsi, €Clid OH 3HAeT TeopeTHye-
CKMM U NPAKTUYECKUI MaTepHUall, IPAMOTHO U 10 CYIIECTBY
M3JIaraeT ero Ha 3aHATUSAX U B XOJ€ IPOMEXYTOYHOM aTTe-
CTalUU, HE OIyCKasl CYLIECTBEHHBIX HETOYHOCTEH.
OOyuaronuiicss MpaBUIILHO MPUMEHSET TEOPETUYECKHE T0-
JIOXKEHUS TP PEIICHUH MPAKTUYECKUX 3a/1a4 mpodeccro-
HaJIbHOM HAIPABJICHHOCTH Pa3HOIO0 YPOBHS CJIOXKHOCTH,
BJIaJIe€T HEOOXOIMMBIMH JUIsI 3TOTO HAaBBIKAMH M NpHEMa-
MH.

JIOCTaTOuHO XOpOIIO OPHEHTUpPYETCS B y4eOHOH u mpo-
(beccuoHambHOM TUTEpaTypE.

OreHka Mo JUCHUIUIMHE BBICTABIISIOTCS 00YyYaromeMycs C
y4€TOM pe3yJbTaTOB TEKYILIEH M IPOMEKYTOYHOM arre-
CTaluu.

Komnerenmuu, 3akperui€éHHble 32 TUCHMILIMHOMN, copmu-
POBaHBI HA YPOBHE — «XOPOLLHIY.

67-50/
D.E

«YIOBIETBOPH-
TEIHHOY/

«3auTeHo (yaoBlie-
TBOPHU-TEJIHHO)»/
«3a4TECHO»

BrictaBnsiercs oOydaromieMycsi, €CM OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUM M IPAKTUYECKUM MaTepual, Io-
MYCKAeT OTJENIbHBIEC OIIMOKHU MPHU €ro W3JI0KEHUN Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOUYHOU aTTECTALHH.

OOyuaronuiicss UCTIBITHIBACT OIpPENeIEHHBIC 3aTPyIHEHHS
B NPUMEHEHUHN TEOPETHUECKUX IOJIO)KEHUN NPU PELIEHUU
MPAaKTUYECKHX 3a7iad MPOopEeCCUOHATHLHON HAPaBICHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXKHOCTH, BJIaJIeeT HEOOXOIUMBI-

16




Banael/
HIxana
ECTS

Ounenka mno jauc-
HUILTAHE

Kpurepun oneHku pe3yabTaToB 00y4YeHHs IO AUCIH-
IUIMHE

MHU JUISI TOTO 0a30BBIMU HaBBIKAMU M TPUEMaAMHU.
JIeMOHCTpHPYET NOCTAaTOYHBIM YpPOBEHb 3HAHUS Y4EeOHOMH
JIUTEPaTyphl 10 JUCLUIIIINHE.

OreHka Mo JUCHUIUIMHE BBICTABIISIOTCS 00YyYaromeMycs C
y4€TOM pe3yJbTaTOB TEKYILIEH M IPOMEKYTOYHOM arre-
CTalUu.

Komnerenmuu, 3akperui€éHHble 32 TUCHMILIMHOMN, copmu-
POBaHBI HA YPOBHE — «IOCTATOYHBINY.

49-0/
F,FX

«HEYIOBIETBOPH-
TEJILHOY/
HE 3a4TEHO

BrictaBnsiercss oOyuaromemycsi, €ciii OH He 3HaeT Ha 6a30-
BOM YpPOBHE TEOPETHYECKHM M IPAKTUYECKHI Marepual,
JIOITyCKaeT TpyOble OMMOKY MPU €ro U3J0KEHUU Ha 3aHs-
TUSIX U B XOJI€ IPOMEKYTOYHOM aTTECTAIlUH.
OOyuaronuiicss UCHBITHIBAET CEphE3HBIC 3aTPyAHEHHS B
NPUMEHEHUH TEOPETHUYECKUX TOJ0KEHUH MpHU pEIICHUU
MPaKTUYECKHX 3a71ad MPOopeCCUOHATLHON HAPaBICHHOCTH
CTaHJAPTHOTO YPOBHA CJIOXHOCTH, HE BJIaZieeT HEOOXOIu-
MBIMH JIJIS1 3TOTO HAaBBIKAMU U IPUEMAMHU.

JleMoHCTpHpYeT (pparMeHTapHbIC 3HAHUS y4yeOHOH JHTe-
patypsbl 10 TUCIUITIIHHE.

OreHka Mo JUCHUIUIMHE BBICTABIISIOTCS 00YyYaromeMycs C
y4€TOM pe3yJbTaTOB TEKYILIEH M IPOMEKYTOYHOM arre-
CTaLlUH.

KomnereHiumn Ha ypoBHE «I0CTaTOYHBINY, 3aKpEIIEHHBIE
3a AMCUUIUIMHON, He C(OPMHPOBAHBI.

5.3. OueHouHBbIe cpecTBa (MaTepuasl) JUsl TEKYLIETO KOHTPOJIS yCIIEBAEMOCTH,

HpOMeXCYTOqHOﬁ aTTeCTaluu OGy‘lﬁIOH.[I/IXCSI 110 JUCHUIIIINHEC

Texkyninii KOHTPOJIb

YcTHBI onipoc

YceTHBIH onpoc — 3TO CPeACTBO KOHTPOJIS,, OpraHW30BAaHHOE KaK CIelHMaibHas Oecena mpe-

mogaBaTeiid C OGy‘IﬁIOH.[I/IMCSI Ha TCMBI, CBA3aHHBIC C HsyqaeMoﬁ Z[PICLIPIHJIPIHOfI, " PACCYUTAHHOC Ha

BBISICHEHHE 00beMa 3HaHU 00ydaroIerocs Mo OMpeeIEeHHOMY pa3ieny, TeMe, MPoOIeMe U T.1.

AU o

Ilepeuensv ycmuvix 60npocoe 01s npoeepKu 3HAHUI

IIpuMeps! yrpo3 JOCTYIHOCTH.

Konuenmus 00beKTHO-OpUEHTUPOBAHHOTO TI01X01a K obecnieyenuto Ub.
OcHoBHBIE cocTaBIsIOLIIE HHPOpMaMOHHOM 6e3omacHocTH (VD).
Henocratku TpagunmoHHOTO MoaxoAa k oodecrneueHuto Ub.
XapakreprcTuka HanboJsiee pacrpoCTpaHEHHbBIX YTPo3.

Kpurepun knaccudukanuu yrpos.

OCHOBHBIE YTPO3bI LIETOCTHOCTH
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21
22.
23.
24.
25.
26.
27.
28.

29.
30.

31.

32.
33.
34.
35.
36.
37.
38.

OcHOBHBIE YIPO3bl KOHPHUICHIIMATLHOCTH.

UYro Takoe 3aKoHOAATENbHBIN ypoBeHb b 1 nmouemy oH BaskeH?
OcHoBuble 3ak0HbI PD B o6nactu Ub.

OcHoBHbIE 3apyOekHbIe cTaHAapThl B obmactu Ub.

UYro Takoe OIICHOYHBIE CTAHAPTHI U TEXHUYECKHe crnenudukannuu?
Pexomennaum X.800.

Crannapr ISO/ IEC.

Yro Takoe MoJUTHKa 0€301MaCHOCTH U €€ aKTyaJIbHOCTh?

Yro Takoe mporpamma 6e30MacHOCTH U €€ aKTyalbHOCTh?
Oransl yIpaBleHUs PUCKaMU B CHCTEME 3aIllUThl HH(POpMaIum.
OcCHOBHBIE IPOTPAMMHO-TEXHUYECKUE MEPHI 3AIIUTHI.
TexHonorus uACHTUPUKAIMY U ayTeHTU(DUKALTUH.

TexHonorus ynpasiaeHUs: JOCTYIIOM.

. IIpoTokonupoBaHue U ayaur.

Texnonorus mmdposanus.

ApPXHUTEKTYpHBIE aCTIEKThl IKPAHUPOBAHHSI.

Krnaccudukanus MexceTeBbIX SKPaHOB.

BpenonocHoe nporpaMmHoe oOecriedeHue.

AHanu3 3aUUIIeHHOCTH.

B03MOXHOCTH THIIHYHBIE CXEM TYHHEIIUPOBAHHUS.

3amaun OpraHOB 3aKOHOJATEIHHOW, HUCIIOJHUTEIBHOW M CyJNeOHON BIIACTH IO CO3JaHHIO
yCIIOBUH TIO 00eCTIeYeHNIO NH(POPMAIIMOHHOM 0€301MacHOCTH.

Knaccudukanus Hapymmreneil mo BO3MOKHOCTH TOCTYIA K OOBEKTY 3aIlUThI,

Bo3MokHBIE IPUUMHBI, YCIOBHS U OOCTOATENBCTBA, CO3/AIOIME MPEATIOCHUIKH ISl CBEp-
LIEHMSI IPECTYIUIEHUH (IIPaBOHAPYLIEHU).

Kananer yreuku mH(pOpManuy, MyTH HECAHKIIMOHUPOBAHHOTO JOCTYIA (MIPOHHUKHOBEHHS)
HaAPYIICHHUS.

UTo noHMMaeTCs o] KOMIUIEKCHBIM IMOAXO0I0M K 3aluTe HH(opMaIuy.

UTo mNOHMMAaETCs TOJ] CHCTEMHBIM MOAXO0/I0M K 3alUTe WH()OPMAIIUH.

Kakue ucxonHbie JaHHBIE HEOOXOIUMBI JJIsI TOCTPOCHUS CUCTEMBI 3aIIUTHI HH(POPMAITUH.
[lepeuncaure 3Tamel U epedeHb padoT MO CO3/IaHUI0 CUCTEMBI 3AIIUTHI HHPOPMALIUH.
[Mopsimox pa3paboTku BepOATLHOTO 0OBEKTA 3AIIUTHI

OCHOBHBIE TIOJIOKEHUS TI0 OCYIIECTBICHHUIO KOHTpoist. Llenu, 3aqauun, MpUHIMIBI KOHTPOJISL.

OcHoBHBIC MCPONPUATHUSA 1O OCYHICCTBJICHUIO KOHTPOJIA.
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39. TIpoBepka (KOHTPOJIb) HATWYUS KOH(PHUIECHIIUAIBHBIX JOKYMEHTOB U MHBIX HOCUTENIEH KOH-
¢buneHIaTbHBIX CBEICHUH.

40. TIpoBenenue ciy>keOHOrO pacciefoBaHUs MO (akTaM HapyLIeHUs TpeOOBaHUM pexuma
KOH(HUICHIINATLHOCTH.

41. TlonsiTve ¥ BUABI FOPUAMYECKONW OTBETCTBEHHOCTH 33 HapyIIEHUE PABOBBIX HOPM IO 3alllH-
Te nHpopMaIuu.

42. Mepsbl IUCIUIUIMHAPHON OTBETCTBEHHOCTH coriacHo TpyaoBoro koaekca PO.

43. AIMUHHUCTpaTUBHAsT OTBETCTBEHHOCTDH 32 MPAaBOHAPYILICHHUS B 00JACTH 3alIUThI MHPOpMA-
IUH.

44. YronoBHas OTBETCTBEHHOCTh 33 MPAaBOHAPYIICHUS U MPECTYIUICHUS B 00JacTH KOH(DUICH-
UaTbHON MH(POPMALIUH.

45. YronoBHas OTBETCTBEHHOCTb 3a MPABOHAPYIICHUS U NPECTYIUIGHUS B 00JacTd rocynap-
CTBEHHOH TalHBI.

KoHTpoJLHOE TeCTHPOBaHME (TEKVIIIHI KOHTPOJIb)

IIpumepHbIe TeCTOBbIE 3aJaAHUS:
1. B coomeemcmeuu c¢ oeiicmeyomum 3akonom P® nonamue «ungpopmayusny, komopasa noo-
Jiexcum 3aujume, onpeoesiAenca Kax:
1) cBenmeHus o MIAx, MpeaMeTax, (hakrax, COOBITUSAX, IBJICHHUIX U MpoIeccax He3aBUCUMO OT (op-
MBI UX TIPEJICTABIICHUS;
2) ceedenus (coobwenus, OanHble) He3a8UCUMO OM POPMbL UX NPEOCABTIeHUsL,
3) cBeneHus, paccMaTpUBacMbIe B TIPOIECCE UX MEePEAaud WM BOCTIPUSATHS, TTO3BOJISIONINE PACIIIU-
PUTH 3HAHUS 00 HHTEPECYIONIEM O0BEKTE;
4) cBeneHwusl, repenaBaeMble OAHUMH JTIOABMH IPYTHM JIOJSM YCTHBIM, TUCHbMEHHBIM WIIA KaKHM-
100 IPYTUM CIIOCOOOM.
2. Kongpuoenyuanvnocms ungpopmayuu:
1)  cBemeHus, B yCTAaHOBIGHHOM IOPSJIKE OTHECEHHBIE PYKOBOJIUTENEM K MH(OPMAIIUUA OTpaHH-
YEHHOT'O J0CTYTIA;
2)  OOKYMEeHmUposamHasi uHgopmayus, 00OCMyn K KOmopou 02paHUdUBAemcs 8 cOOmMeemcmeuu ¢
3axonodamenscmeom PD;
3)  oTHmenbHBIC 3aKPBITHIE JOKYMEHTHI (MAacCHUBBI JOKYMEHTOB B 3aKPBITHIX HH(OPMAIIMOHHBIX
CUCTEMAX);
4)  3aduKCcHpOBaHHAs HA MATEPUATBHOM HOCUTENE WH(OPMAIUS C PEKBU3UTAMHU, TTO3BOJISIOIIH-
MU €€ HICHTUDHUITUPOBATS.
3. B coomeemcmeuu c oeiicmeyroumium 3akonom P®@ ungopmayuonnasn 6ezonacnocms onpede-

Jaemca Kak:

19



1) mporecc opraHu3anyy 3alUIIEHHOCTH HH(POPMAITMOHHON cpellbl OT BO3ACUCTBUS UCTOYHUKOB
yrpo3, obecreunBaromiee e¢ GopMHUPOBaHKE, UCTIOIB30BAHUE, PA3BUTHE B MHTEpPECaX TpakaaH, 00-
IIECTBA, TOCY1apCTBAa;

2) cocmosanue 3aWUWYEHHOCMU UHDOPMAYUOHHOU CPedbl Om B030€UCMBUs UCMOYHUKOE Y2pO3,
obecneuusarowee eé Gopmuposanue, UCNOIbLIOBAHUE, PA3BUMUE 8 UHMepecax 2paxcoa, oduje-
cmea, 2ocyoapcmaa;

3) cocTosiHME 3AMMIIEHHOCTH MH()OPMALMOHHBIX PECYpPCOB OT BO3JCHCTBUS MCTOYHHUKOB YTIpO3,
obecnieunBaronee e€ (GopMUpOBaHME, UCIIOIB30BAHNE, PA3BUTHE B MHTEpECaX rpakaaH, oOIIecTBa,
roCyJ1apcTBa;

4) cocTosiHME 3alUIIEHHOCTH HH()OPMAIMOHHBIX CHCTEM OT BO3JCHCTBUS HCTOYHHUKOB YTpPO3,
obecnieunBaronee e€¢ (GopMUpOBaHKE, UCIIOIB30BAHUE, PA3BUTHE B MHTEpECaX rpakaaH, oOIIecTBa,
rocyJapcTBa.

4. 3awuma ungpopmayuu om HecaHKYUOHUPOBAHHO20 0OCMYNA:

1)  3amwra nHGOpMANMH, HATIPABJICHHAS Ha MPeIOTBpAIleHUe OTYUYCHHUs 3aluIaeMoil nHpop-
MalM 3aMHTEPECOBAHHBIMU CyOBEKTaMHU C HapylICHHEM TPeOOBaHUII HOPMATHUBHBIX M IPABOBBIX
JOKYMEHTOB;

2)  3amwra uH(pOpPMAIMK, HANIPABJICHHAs HA MPEJAOTBPAIICHUE MTOTYyYSHHS 3aIlUIaeMoil HHOp-
MaIllM 3aMHTEPECOBAaHHBIMU CYOBEKTaMH C HApYyIICHUEM TpaB o0safaTe siMu HHPOPMALIUY;

3)  sawuma ungopmayuu, HANpPasieHHAs HA NPeOoMepaweHue NOAY4YeHUs 3auWUuaemol. UH-
Gopmayuu 3aunmepeco8aHHbIMU CYOLEKMAMU C HaApYULeHUEeM YCMAHOBLEHHbIX HOPMAMUBHBIMU U
npagosuiMu OOKYMEHMamu (akmamu) ui ooraoamenamu uHGOpMayuu npas uiu npasui pazepa-
HU4eHUs 00CMyna K sauuuaemorl uHgopmayuis,

4)  TpeAOTBpalICHUE TOJyYEHHs 3alIUIIaeMOl HH(GOpPMAIMM C HApyIIEHHEM YCTaHOBJIEHHBIX
TpeOOBaHUH K 3aIIUIIaeMOi HHPOPMALIUH.

5. Hcmounuk yzpo3ul 6e3onacnocmu ungopmayuu:

1) cyOwekT ((hu3mueckoe JIHI0), SIBISIFOIIMICS HETMOCPEICTBEHHONW MPUYMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(OpMAITHIH;

2)  cyOmekT (pusudeckoe JUI0, MATEPUAITBHBIN 00BEKT), MEHSIOUINI COCTOsTHUE WH(POPMAIIMOH-
HOI 0€30IMacHOCTH;

3)  cybvexm (Qusuueckoe auyo, Mamepuarbhsill 00veKm uiu guzuieckoe sgienue), A8IAOUUNC
HenocpeocmeeHHol NPUYUHOU BO3HUKHOBEHUS YePO3bl 6€30NACHOCMU UHDOPpMAYULL,

4)  cyObekT (pu3ndecKoe M0, MATEPHATBHBIN 00BEKT WK (PU3NIECKOE SBICHHE), CO3AIOTNX
MOTEHIMATIBHYIO MM PEaibHO CYIIECTBYIONIYIO OMACHOCTh HapyIIEHUs 0€30MacHOCTH HWH(pOopMa-
IUH.

6. Yepo3a 6e3onacnocmu ungpopmawuu:
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1)  COBOKYMHOCThH YCIOBHH M (JAKTOPOB, CO3MAIONIUX MMOTEHIIMAIBLHYIO OMACHOCTh HApPYIICHUS
6e30macHOCTH HH(POPMALINY;

2)  CcoBOKYNHOCMb YCI08Ull U (hAKMOPO8, CO30AIOWUX NOMEHYUANLHYIO UTU PEalbHO CYUeCmE)-
IOWYI0 ONACHOCMb HAPYUleHUs Oe30NaAcHOCmU UHDOpMayul,

3)  cyOmekT (¢pu3ndeckoe JHI0, MATEPHATbHBINH O0BEKT), SIBISIOLUINICS HEITOCPEICTBEHHOM MPH-
YMHOM BO3ZHUKHOBEHHUS YTPO3bl 0€30MaCHOCTH UH(OPMAIIHH;

4)  cyOwekT ((hu3mueckoe JNHIO0, MaTepUATbHBIA OOBEKT), SBJISIONIMICS MPUINHONW W3MEHEHUS
cocTosiHuS 0€30MacHOCTH HH(DOPMAITUH.

7. K ocnoenvim memooam peanuszayuu HC/] k ungpopmayuu ne omnocumes:

1) «mackapany;

2) «MOJKIaAbIBAHUE CBUHBIY,

3) «kapuasany;

4) «atakay;

8. bopvoy c komnviomepuvimu npecmynnenuamu é Poccuu ne éedym:

1) ctpyxtypst ®Chb;

2) omoenvt oenapmamenma «C» MYC Poccuu;

3) otnensl «K» MBJI Poccuu;

4) cneunoapaszaeneHus YnpasieHus o 6opsde ¢ s3koHOMHYecKHMMH TpectymienusmMu MBJ[ Poc-
CHH.

9. Kakoui u3 6u006 KOMnbiomepHvlX npecmynjieHuil Haubojaee pacnpocmpanen é Hacmosaujee
epema?

1) kpaxxa cpecTB KOMIIBIOTEPHON TEXHUKH;

2) HeCaHKYUOHUPOBAHHBII OOCMYN K UHDOpMAayULL,

3) U3rOTOBJICHHUE WK PACTIPOCTPAHEHUE BPEIOHOCHBIX MPOTPaMM;

4) nepexBat HHPpOPMALIUH.

10. K ocnoenvim ceoiicmeam ungopmayuu, nooaexcauwium 3aujume, He OMHOCUMCA:

1) JOCTYMHOCT®H;

2) KOH(PHUICHIINATHHOCT;

3) oocmoseprocms,

4) 11IeTI0OCTHOCT.

11. B coomeemcmeuu ¢ oeiicmeyrouyum 3aKOHOM «KOHQUOEHYUATbHOCMb UHGOpMayuu» onpe-
oenaemces Kak:

1) cBoiicTBO MH(pOpPMAIIUH, TTO3BOJISAIONIEE €€ 00IaaTeNI0 MPU CYIIECTBYIOIIUX UM BO3MOXKHBIX
00CTOSITENIbCTBAX YBEIMUUTh JOXOJbI, N30€KaTh HEOMPABIAHHBIX PACXO0JI0OB, COXPAHUTH IOJOXKe-

HUE Ha PBIHKE TOBAPOB, Pa0dOT, YCIYT WU MOIYYUTh HHYIO KOMMEPUYECKYIO BBITOTY;

21



2) ob6azamenvrnoe 01a GbLINOJIHEHUA JUWOM, ROAYUUGUIUM OOCHIYR K ONPEOe1eHHOU
uHpopmayuu, mpedosanue He nepeoasamv MAKyl0 UHPOPMAUUI) Mpemvbum Jauyam oe3
coznacus ee oonaoamens;

3) cBoiicTBO HH(pOpMaNUM, JOCTYI K KOTOPOl OrpaHUYMBAaeTcs B COOTBETCTBHM C
3aK0HOJaTeJbCTBOM PD;

4) o0s3aTenbHOE ISl COOIOICHUST (PUBNIECKUM WU FOPUIUYECKUM JIHIIOM TpeOOBaHUE HE JOITyC-
KaTh pacnpocTpaHeHue nupopMmaiu 6e3 coraacus e€ obmaaaTens.

12. Ilpu peanuzayuu Manoamuoii nOJIUMUKU OOCHLYNA He Peanu3yemcsa C1e0yiouuii Kpumepui:
1) Bce cyOBEKTHI M OOBEKTHI CUCTEMBI JOJKHBI OBITh NACHTU(UIIMPOBAHBI,

2) npasa docmyna cybvekma Kk 00beKmy cucmembvl ONpedenaomcs Ha 0CHOBAHUU HEKOMOPO20 Npa-
euna;

3) kKaKaOMy 00BEKTY CUCTEMBI TPUCBAUBACTCS METKA KPUTUYHOCTH;

4) kaxI0My CyOBEKTY CHUCTEMBI TPHUCBOCH YpPOBEHH MPO3PAYHOCTH, OMPEICIISIONINI MaKCUMAaTbHOE
3HAYEHUE METKU KPUTHYHOCTH OOBEKTOB, K KOTOPBIM CyOBEKT UMEET IOCTYII.

13. Umo ne npeocmaeneno ¢ mampuye 00cmyna K ungpopmayuu:

1) cyOobekT goctyna;

2) BUJ 1OCTYIA;

3) npasuno docmyna;

4) 00BeKT JocTyma.

14. Hoeoe cemeiicmeo mexcOyHapoOHbIX CAHOAPMOE8 HA CUCHEMbl YRPAGIeHUA UHpopmayu-
OHHOU 06e30nacHOCmbI0 uMeem Koo:

1) 17000;

2) 27000;

3) 37000;

4) 47000.

15. B kpunmocucmemax ucnonb3yemcs 6 0CHOBHOM CeOYIOU{UIl MUN WUPPOBAHUA:

1) bnounvlii;

2) MOTOKOBBI;

3) CUMBOJIbHBI;

4) cMelIaHHbBIN.

16. Kakoe u3 nujce nepequcieHHvIX HANPAGIECHUI HE 6X00UNL 8 COCIMAE PU3UUECKOI 3aUiUnblL:
1) pusndeckoe ynpaBieHue 10CTYIIOM;

2) pazdeneHue 0ocmyna noav3osameinetl,

3) 3amuTa OT nepexsara JaHHbIX;

4) 3amura noasepKuBaromeil HHPpPacTpyKTyphI.
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17. 'ammuposanue — ymo:
1) onuH u3 GYyHKIIMOHATBLHBIX METOJIOB ayTCHTH(UKAINH;
2) pa3HOBUIHOCTH CTETaHOTPapUUECKOTO METOIa 3aIlUTHI HH(pOpMAIIHH;
3) cnocob wugposarnus ungopmayuu,
4) MeTos MOArOTOBKH COOOIICHUS ISl IPEOIOJICHUS MEXCETEBOI0 IKpaHa.
18. Umo aenaemca 06vekmom 3auumol ¢ 001ACMU UHPOPMAYUOHHOI DE30NACHOCMU U 3aUiU-
mol uHopmayuu:
1) nadopmarnus;
2) HocuTenu uH(popMaIumy;
3) uHbOpPMAIMOHHBIE POIIECCHI;
4) uadopmanus, HOCUTEIN HHPOPMALIUU, UH(HOPMAIIMOHHBIE TPOLIECCHI.
19. Kakozo cpedcmea 0na 3augumol uHgopmayuu unu €€ YHUYmoHceHus He CyujeCmeyem:
1) «unpopMaMOHHBIH celi(;
2) «IyHaAMU»,
3) «mopHaooy,
4) «TeHbY.
20. Ilpozpammmusie upycot He Knaccu@uuyupyromcs no cieoyouiemy npusHaKy:
1) mo cpene obuTaHus BUpyca;
2) o crioco0y 3apakxeHus;
3) O AECTPYKTUBHBIM BO3MOXHOCTSIM;
4) no cnocoby pazmuodicenus.
21. Ilpeumywiecmeom ManOamuozo Memooa ynpasieHus 00CMynom He aeiaemca:
1) obecnieuenue Oomee BHICOKOW HAIEKHOCTH paboThl camoii NC;
2) mpocToTa ONpEENICHUs IPABUII pa3rpaHUUEHUs JOCTYIIA;
3) wupokoe pacnpocmparenue 0aHHo20 memooa 0isi pabomsl ¢ KOHPUOESHYUANbHOU UHGOpMayU-
eu;
4) npeoTBpalIeHUEe YTEUKH HH(OPMAIIUU U3 0OBEKTOB C BHICOKOH METKOW KOH(UICHIIMATbHOCTH
B 00BEKTHI C HU3KOW METKON KOH(PHUICHIUATBHOCTH.
22. Cospemennas Kpunmozpagusa ne eKirouaem ciedyrouiuil pazoen:
1) cummeTprUYHBIE KPUIITOCUCTEMBIL;
2) KpUIITOCUCTEMBI C OTKPBITHIM KIIIOUOM;
3) cucmemvl popmuposarus X3ui-GyHKyu,;
4) ynpaBieHUe KIIOYaMH.
23. Cummempuynsie KpUnmocucmemsl He UCHOIb3YIOM C1e0YIOWUIL AI20PUMM WUPPOBaAHUA:
1) DES;
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2) IDEA;

3) TOCT 28147-89;

4) aneopumm Jupu-Xenimana;

24. Ykasxcume, Kakoil u3 yKazanHHwvlxX Memoooe 3aKpvlmus ungpopmayuu Haubdoiee mpyooémox:
1) nepecraHoBKa;

2) ananumuyeckue npeobpazos8anus;

3) raMMHpOBaHUE;

4) 3ameHa.

25. B uucno ocHoeHbIX NPUHUUNOB, HEOOXOOUMBIX 011 OOCHIUNCEHUA APXUMEKMYPHOU 0e3-
ONACHOCMU 3AU{UUAEMBIX CUCIEM, HE 6X00UM C1eOYIOWUIL:

1) HEBO3MOXKHOCTh MUHOBATH 3aIIUTHBIE CPE/ICTBA;

2) nukeudayus camozo ciaboeo 36ena;

3) HEBO3MOKHOCTB TIEPEX0/1a CHCTEMBI B HEOE3011aCHOE COCTOSHUE;

4) 311eIOHUPOBAHHOCTH OOOPOHHBI.

26. Kakouni u3 yKazamuwvlX (QYHKUUil He AGNAEMICA CEPEUCOM O ANNAPAMHO-RPOZPAMMHBIX
cpeocme 3auumol uHopmayuu:

1) uperTudukanus u ayTeHTHQUKAIIS;

2) xpunrorpaduyeckas 3aIuTa;

3) ynpaenenue nepcoHaniom;

4) sKxpaHUpOBaHUE.

27. Konuuecmeo Knaccoé 3aujuuyeHHOCmU 0151 MeXNCCemesvlx IKPAHO8:

1) Tpu;

2) 4eTsIpe;

3) nams,

28. K ocnoenvim mepam no 3aujume Kpunmozpaguueckux Karouell He OMmHOCUMCA C1e0yIoulasn:
1) orpannyeHue Kpyra Juil, JOMyIIEHHBIX K pad0oTe ¢ KII0UaMH;

2) periiaMeHTaIus PACCHUIKH, XPAHCHUSI M YHHUTOXKCHUS KITFOUCH;

3) pernameHTaIys NOPSAIKA CMEHBI KIIHOUEH;

4) npumenenue memooa KOHepYIHMHBIX ceyeHUll 0Jisl XPaHeHUsl Koell.

29. B nacmosauiee epemsa Opanomayip - ysmo:

1) cnenuanu3upoBaHHBIN IPOrPAMMHBINA KOMILIEKC;

2) crienalibHOE TEXHUYECKOE CPEICTBO;

3) cneyuanu3uposanHvlil NPOSPAMMHO-ANNAPAMHBIU KOMNLEKC;

4) pa3HOBUIHOCTH KPUMTOTPAUIECKOTO CPEICTBA 3aIUTHI HH(POPMAITUH.

30. Iens 3augumol ungpopmayuu:
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1) 3apaHee HaMEUYEHHBIM pe3yNabTaT 3alIUTHl HH()OPMAIIUK 110 TPEAOTBPALICHUIO yiiepba obnana-
TEI0 UHPOPMALIUY;

2) 3apaHee nameueHMbIll pe3yIbmam 3auumosl uHGopmayuy no npedomepaujeruro ywepoa oona-
oamenio uH@opmayuu u3-3a 603MONCHOU YMeuKu uHgopmayuu u (uiu) HecaHKyuoHUPOBAHHO20 U
HenpeoHamepeHH020 8030elicmauUsl Ha UHPOPMAYuUo;

3) uckitoyeHue (HeJOMyICHNs) pealn3alny yrpo3 0e30macHocTy HH(popMaIumy;

4) 3amura nHGOpMAIUH OT €€ YTEUKH.

31. Ippexkmusnocms 3augumeol ungopmayuu:

1) BemmonHeHune TpeOOBaHUI HOPMATHBHBIX JOKYMEHTOB TI0 3alUTe HH)OpMAIIHH;

2) BBITIOTTHEHUE PEKOMEHIAINN PYKOBOASIIUX JTOKYMEHTOB TI0 3aluTe HH()OpMAIIHH;

3) cTeneHb COOTBETCTBUS PE3YJIBTATOB 3aIIUTHI WH(MOpMALMK TPEeOOBAaHUS MO 3aluTe WH(pOpMa-
uuu;

4) cmenenb coomeemcmeus: pe3yibmamos 3auumsl UHGOpMayuL yeau 3auumsl UHGopmayuu.
pabouero JHs.

32. Munumu3zayusa npugune2uil 011 padomHuKa:

1) MuUHUMU3ALIMS TOTHOMOYHH 110 UCTIOTHEHHUIO CBUX CITYKEOHBIX 003aHHOCTEH;

2) svioenamsb noab308amenaim moabKo me npaga 0o0Cmynda, Komopbvie HeoOXo0UMbvl UM 05 8bINOJ-
HeHUsl CIYHCceOHbIX 0053aHHOCIel,

3) Tak pacmpeneNnsTh POJIU U OTBETCTBEHHOCTh, YTOOBI OJIMH YEJIOBEK HE MOT HApYIIMTh KPUTHYC-
CKH Ba)KHBIN JJIs1 OpraHU3aiuy IpoIecc;

4) MUHMMU3ALUS TIOCTABICHHBIX 3aJ1a4 JJIs IOCTUIKECHUS TIOCTABJICHHBIX LEJICH.

33. Pazoenenue odazannocmeit 011 padomuuka:

1) MuUHUMU3AIIMS TOTHOMOYHH 110 UCTIOTHEHHUIO CBUX CITYKEOHBIX 00S3aHHOCTEH;

2) BBIACIATH MOJB30BATEISIM TOJBKO T€ MPaBa JIOCTYIA, KOTOPbIE HEOOXOAMMBI UM JIJIsl BHITIOTHE-
HUS CITYKEOHBIX 00s13aHHOCTEH;

3) mak pacnpedenimsv poau U OMEEMCMEEHHOCHb, YMOObl 0OUH Yel08eK He MO2 HAPYUUMb KpU-
MUYECKU 8AXCHBLU 01 OP2AHU3AYUU NPOYECC,

4) MUHUMU3ALIUS TOJIHOMOYHH 110 UCTIOJTHEHHIO CBUX CITYKEOHBIX 00s13aHHOCTEH.

34. OcnoeHoll yenvlo KOHmMpPOa (RPoeepPKu) COCMOAHUA 3auiUmbl KOHPUOCHYUATbHOU UHPOp-
MaAyuu HA RPEONPUAMUN AGNACHCA:

1) ycTaHOBJIEHHE TIPABUII IO 3AIUTE CBEICHUI OTPaHUYCHHOTO JOCTYTIA;

2) nposepka Hanuuus Hocumenell c8e0eHUull KOHPUOEHYUATbHO20 XapaKmepa u coOI00eHUs ycma-
HOBIEHHO20 NOPAOKA 00PAUeHUs C HUMU,

3) mpoBepka coOmoneHus] TpeOOBaHUI MO TOPSIKY 3aCEKPEUMBAHUS CBEIACHUNH U MPUCBOCHUIO

rpuda CeKpETHOCTH HOCUTEIISIM;
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4) nmpoBepKa NpaBUWIBHOCTH y4YeTa, XPAaHEHUS, PA3MHOXKECHUS, YHUUTOKECHHUSI HOCUTEJIEH CBEICHU.
35. Konmpons r¢pgpekmuenocmu 3augumeol ungpopmayuu:

1) mpoBepKka COOTBETCTBUS KaUeCTBEHHBIX MOKa3zarenel 3(h(heKTHBHOCTH MEPONPUATHI MO 3alIuTe
uHpopMaLuu TpeOOBaAaHUAM WM HOPMaM 3PPEKTUBHOCTH 3aLIUTHI HH(OPMAIIUH;

2) npoeepxa coomeemcmeus KauecmeeHHbIX U KOJIUYeCmEEeHHbIX noKazamenel 3¢ggpexmuenocmu
Meponpusmuil no 3awume UHGopmayuu mpeboSaHusM UIU HOPMAM dPhekmusHocmu 3auumaol
ungopmayuu;

3) npoBepka cOOTBETCTBHUS 3()(HEKTUBHOCTH MEPONPHUATUH MO 3aIIuTe MH(OPMAIMM HAa OOBEKTE
3alIUThl TPEOOBAHUAM MM HOpMaM 3(h(PeKTUBHOCTH 3aIIUTHI HHPOPMALIUY;

4) npoBepKa COOTBETCTBUS BBHITIOJHEHUSI HA OOBEKTE 3aIuTe TPeOOBAHUH 10 3aIuTe HH(POPMAIIHH.
36. B coomeemcmeuu ¢ YK P® nenpagomepustii 00cnyn K KOMRbIOMEPHOU UHPopmayuu:

1) cr.271;

2)em.272;

3)cr.273;

4) c1.274;

KoHTpoJibHbIE BONPOCHI IJIfl CAA4YM 3a4eTa (MPOMEKYTOYHASA aTTecTANS)

1. OcHoBHbIE OHATHA WHPOPMALIUU, HICTOYHUKH UH(OPMAIMH, CBOWCTBA MH()OPMAIIHH.

2. Knaccudukanus uHpopMayy B MPAaBOBOM CHUCTEME OT MOPSIKA €€ MPEeI0CTaBICHUS
WIN PAcIIpOCTPaHEHHUSI.

3. Tlonsitue uHpOpMaMOHHOW 0€30MacHOCTH, IENH, 3aJa4yd, MPUHIUIBI 00eCIIeUCHIUs
6e30macHOCTH UHPOPMALIUH.

4. BaXHOCTb U CIOKHOCTh MPOOIIeMbl HHPOPMALIMOHHOI 0€301MacHOCTH.

5. TloTeHuuWanbHblE HCTOYHMKH YIpo3 M CIOCOOBI HapymeHus HH()OpMAIMOHHON
0€30MacHOCTH.

6. Ormpenenenue U KpUTEPHH Kiaccuukanuu yrpo3 0e30macHOCTH HHPOpMAITUH.

7. Haubonee pacrpocTpaHEHHBIE YTPO3bI JOCTYITHOCTH.

8. OCHOBHBIE YTPO3bI LIETOCTHOCTH.

9. OcHoBHBIE YyIp0o3bl KOH(PUICHIUATHHOCTH.

10. HopmatuBHOe mpaBoBoe obecrieueHne MHPOpMannoHHOM Oe3zomacHocTn Poccuiickoii
denepauuu.

11. Crannmaptsl u cienuuKauy B 00;1acTH HHHOPMAIIMOHHON 0€30IacHOCTH.

12. Crannmaptel U cneuudukanuu B 00JacTH UH(GOPMAIIMOHHON 0€30IaCHOCTH, PYKOBOJIS-
e nokymeHThl @CTOK (I'octexkomuccun) Poccum.

13. AIMUHHCTpAaTUBHBIA ypOBEHb WH(POPMAIIMOHHON O0€30MacHOCTU: OCHOBHBIC MOHSTHA,

Oeiau U 3aaadyu, IIOJIUTHUKA 0C30I1acCHOCTH.
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14. AIMUHHCTpAaTUBHBIA YpOBEeHb WH(POPMALIMOHHON 0E30MacHOCTH, MOJIUTHKA WHpOpMa-
LIUOHHOM 0€30I1aCHOCTH.

15. AIMUHHCTpAaTUBHBIA YpOBEeHb WH(POPMALMOHHON 0€30MacHOCTH, Mporpamma HHQOp-
MAaIMOHHOM 0€30MacHOCTH.

16. YrpaBieHusi pucKaMu: MOHATHS 0 aHAJIU3y PUCKOB, OCHOBHBIC ATaIlbl YIPABICHHS
pPHCKaMH.

17. IpouenypHslid ypoBeHb HH(POPMAIIMOHHOW OE30MaCHOCTH: OCHOBHBIC KJIaCCHI MeEp
MPOIIElypPHOTO YPOBHS.

18. IlpouenypHslil ypoBeHb HH(OPMAIIMOHHON 0€30IaCHOCTH: YIIPABICHHE EPCOHATIOM.

19. IpouenypHslii ypoBeHb HWHPOPMAIMOHHON Oe3omacHocTH: (u3MUeckasl 3allluTa,
nojiep>kanue paboTocrnocoOHOCTH.

20. IIpouenypHslii  ypoBeHb HWH(MOPMANMOHHOW OE30MACHOCTH: pearupoBaHUE Ha
HapyIIeHHs pekuMa 0€30MacHOCTH, IJIAHUPOBAHUE BOCCTAHOBUTEIBHBIX PA0OT.

21. OcHOBHBIE  TOHATUS  MPOrPAMMHO-TEXHHYECKOTO  YpOBHS  MH(POPMALMOHHOM
0€30MacHOCTH.

22. IIpuHIMIBI TOCTPOEHUS APXUTEKTYPHOM 0€30MacHOCTH MH(POPMAITMOHHBIX CUCTEM.

23. Unentuduxanus U ayTeHTU(DHUKALMS: OCHOBHBIC TIOHATHSL.

24. Unentudukanus M ayTeHTU(UKALMI: TapojbHAas ayTeHTU(UKAIU, OIHOPa30BbIC
napoJu.

25. Unentuduxanus u ayTeHTUUKams: cepsep ayreHTuukanun Kerberos.

26. Unentuduxanus/ayTeHTUPHUKAIMS C TTOMOIIbI0 OMOMETPUYECKUX JTaHHBIX.

27. YupaBieHue J0CTYIIOM: OCHOBHBIE TIOHSTHSI, POJIEBOE YIPABJICHUE IOCTYTIOM.

28. YmpaBieHue JOCTYIOM: BO3MOXHBIH TOAXOA K YIPaBICHHIO JOCTYIIOM B
pacripenielieHHO 00BEKTHOH cperie.

29. KoMnbroTepHbIE BUPYCHL: ONpeeNieHHe KOMIIBIOTEPHOI'O BUPYCa, BHIBI U CIIOCOOBI pa3-
MHO)KEHHS, CTeTIeHh HAaHECEHUs! yliepOa KOMITbIOTEpPHOTO BUpYcCa.

30. KomnbroTepHbIE BUPYChI: METO/IBI M CPEJICTBA HEUTpATM3ALIMH IPOTPAMMHBIX BUPYCOB.

31. IIpoTokoaupoBaHKE U ayIUT: Ha3HAYCHHUE, 3a/1a41, (PYHKIINH.

32. lludpoanre wuHMOpPMALUK: HA3HAYCHHWE, METOJIbI U CHOCOOBI MmHUdpOBaHU
uHpOpMaLUH.

33. KoHTpoIb 1IEIOCTHOCTH TaHHBIX: HA3HAUYEHUE, 33124, (PYHKIIUH.

34. MexceTreBble SKPaHbl: APXUTEKTYPHBIE ACTIEKTHI MEKCETEBBIX IKPAHOB.

35. MexceTeBble 3KpaHbl: KJIaccu(UKAIUSI MEKCETEBBIX IKPAHOB.

36. CepBuc aHanu3a 3alUIIEHHOCTH: 3a]]a4H, HA3HAYCHHE.
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37. TynHenupoBaHHWE M YyIpaBJCHHWE: Ha3HAuU€HHE, 3aJaud, (YHKIMOHAIbHbIE 00JacTh
yIpaBJIEHUS.

38. OGecnieueHre BBHICOKOM JOCTYITHOCTH: OCHOBHBIE MOHSATHUS, OCHOBBI MEp OOecredeHus
BBICOKOU JIOCTYITHOCTH.

39. OGecnieueHne BEICOKOM JOCTYITHOCTH: OTKA30yCTOWYMBOCTD U 30HA PHUCKA.

40. ObGecnieueHre  BBICOKOW  JOCTYNMHOCTH:  OOecreueHHe  OTKa30yCTOWYMBOCTH
MH(POPMALIMOHHBIX CHCTEM.

41. CtpyKTypa rocyJapCTBEHHOI cUCTeMBbI 3amuThl HHGpopMmanuu PO, 3anaun opraHos 3a-
KOHOJIATEIbHOM, MCIIOTHUTEIHHOW U CYJeOHON BJIACTU MO CO3JAaHUIO YCIOBHH MO O0ECTICUCHUIO
MH(POPMALIMOHHOM 6€30MacHOCTH.

42. Knaccudukanus HapyIIUTENIeH M0 BO3MOXXHOCTU JOCTyNa K 00BeKTy (MpenMery) 3a-
IIUTHI, CTETICHNU MOJATOTOBKU U OCHAIIEHHOCTH CPEACTBAMH B3JIOMa, 00X0/a CPECTB 3allUThl UH-
dbopmanuu.

43. BO3MOXHbBIE NPUYMHBI, YCIOBUS M OOCTOSITEIBCTBA, CO3JAIOIINE MPEATOCHUIKH IS
CBEpILEHUS NPECTYIUIEHUH (IpaBOHAPYILIEHUN ).

44. Kananel yTedkd MH(OpMAIMH, MYTH HECAaHKIIMOHUPOBAHHOTO JOCTyNa (TPOHUKHOBE-
HUS) HApYIIEHUs K OOBEKTY 3alHTHI.

45. Meronpl ciocoObl HecaHkMoHupoBanHoro nocryna (HC/I) x nnpopmanuu npu ee 06-
pabotke Ha CBT (AC).

46. KoMIUIEKCHBIN MOJIX0A K MOCTPOSHHUIO CUCTEMBI 3aIIUThl HH(POPMAITUH.

47. CucTeMHBbIi TOIXO0/ K 3alIUTe HHPOPMALIUH.

48. VcxonHble TaHHBIE TSl IOCTPOSHUS CUCTEMBI 3aIUThl HHPOPMAIIUH.

49. TumnoBast CTpyKTypa CUCTEMBbI 3aIIUTHl HH(POPMAITUH HA TPEATIPHITUSAX.

50. Llenn u 3amauM CUCTEMbI YIPABICHUM W OpPraHU3allui paboT mo obecrmeueHHio 0e3-
OIMACHOCTH MH(OPMAIMU Ha MPEITPUITHH.

51. OcHOBHBIE NOJIOKEHUS IO OCYIIECTBIECHUIO KOHTPOJIS.

52. OcHOBHBIE MEPONPUATHUS IO OCYILIECTBIEHNUIO KOHTPOJIS.

53. IIpoBepka (KOHTPOJIb) HATWYKS KOH(MUICHIIMAIBHBIX TOKYMEHTOB M WHBIX HOCHTEICH
KOH(HICHIINATIbHBIX CBEACHUH.

54. TlpoBeneHue ciayxeOHOro paccieoBaHus M0 (pakTaM HapylIeHUs] TpeOOBaHUM pexnMa
KOH(HUICHIINATBHOCTH.

55. IloHATHE ¥ BUIBI IOPUIUYECKON OTBETCTBEHHOCTH 3a HAPYIICHHUE IIPABOBBIX HOPM I10
3anuTe HHPOpPMaLUH.

56. Mepbl IUCHUIUIMHAPHONW OTBETCTBEHHOCTH corylacHO TpynoBoro koaekca Pd.
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57. AnMUHHCTpaTUBHAs OTBETCTBEHHOCTH 3a MPABOHAPYLICHHUS B 00JIACTH 3allUTHl HHTEI-

JIEKTYaJIbHOM COOCTBEHHOCTH U MH(OPMAITMOHHON 6€30MacHOCTH.

58. YronoBHas OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B 00JAaCTH KOH(PHUICHIINAIHHON HH-

dbopmanuu.

10.

11.

12.

13

6. YueOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 0O0ecnevyeHue TUCHUIINHBI

6.1.Ciucok UCTOYHUKOB U JIUTEPATYPhI

Hoktpuna uHpopmarmonHoi 6ezonacHoctu P®. Yr1Bepxkaena Ilpesunenrom Poccuiickoii

@eneparyu ot 05.12.2016r. Ne646.

®enepanbublif 3ak0H PO O06 nnpopmaryy, nHHOPMAIIMOHHBIX TEXHOIOTUAX U O 3aIIUTE UH-

dbopmarum» ot 27 uross 2006 Ne 149-03.

I'OCT P 50922-2006. 3ammra uapopmanuu. OCHOBHbIE TEPMUHBI U ONPEACTICHHS

I'OCT P 51275-2006 3amura uapopmanuu. O6bekT nHpopmanuu. OOIne moI0KEeHUS

I'OCT P UCO/M3BK 17799-2005 IlpakThueckue mpaBuia yIrpaBieHHs HHPOPMALUOHHON

0€301aCHOCTBIO

I'OCT P NCO/MO3K 15408-1 (15408-2, 15408-3) Kpurepuu oueHku 6e30macHOCTH UHQOP-

MAIMOHHBIX TEXHOJIOTUI

P/1. Konuenuus 3amuThl CPEJCTB BHIYUCIUTEIBHON TEXHUKN M aBTOMATU3UPOBAHHBIX CUCTEM

OT HECaHKIIMOHMPOBAHHOTO J0CTyNa K uHpopmauuu, Pemenue IIpencenarens I'ocrexkomuc-

cuu Poccum ot 30.03.1992

P. AC. 3aummra ot HCJ] x unpopmanuu. Knaccudukauus AC u TpeGoBaHHUS 1O 3alIUTe

unpopmanuu. Pemenne Ipencenarens ['ocrexkomuccun Poccun ot 30. 03.1992
Pekomenodyemasn numepamypa (ocnoeHnas)

B.A. Bopona. B.A. Tuxonos, JI.B. MurpsikoBa, TeopeTnueckue oCHOBBEI obecrieueHue 6e3-

OIMAaCHOCTH OOBEKTOB MH(pOpMaTHU3aLUK, yueOHoe mocodue it By3oB M: 'opsunuas muHus

— Tenexom, 2016 -304c. ISBN 978-5-9912-0524-5

Menbauko B.I1., KielimenoB C.A, IletpakoB A.M. WHdopmannoHHas 0€30MacHOCTE:

yueOHUK IS By30B. - [7-¢ u3a.]. - M.: Akan. npoekrt, 2012.

ApyTtionos B.B., I'ynos I''H. MHdopmannonHas 6e30mMacHOCTh U 3amuTa MH(pOpMamm. —

M.: MOIOA, 2012. - 360 c.

Bemnpes C.b., Xamsnun /1.b., Jlobames A.K., I'ynos I'.H. «IIpoTtuBoneiictBue 3x0HOMHYE-

CKOMY IIIMTUOHAXKY» DJIEKTPOHHOE yueOHO-MeToandeckoe nocodue, OO0 M3narensckuii 10M

«Adunay C-I12013r.

. T'ynos I'.H. Opranuzanus u ynpajieHue CIIyX00i 3amuThl HHPOpManuu. YuyeOHoe mocodue

M.: MOIOA, 2016. - 234c.
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14.

15.

16.

17.

LleHnTp nccnenoBaHUs KOMIBIOTEPHOMN NMPECTYNMHOCTH [DNeKTpoHHBIN pecype]. I'. Makiakos,
HayuyHO-MeTo10/I0THYeCKHEe aCTeKThl MOATOTOBKU CIELUAIUCTOB B 00JaCTH MH(pOpPMAIMOH-

HOI 0€30MacHOCTH, CTaThs - http://www.crime-research.ru/

00630p 3apy0eKHOr0 3aKOHOJATENHLCTBA B 00JACTH MHPOPMAIIMOHHON Oe30macHoCTH [DIeK-

TPOHHBIN pecypc], cTaThs - http://www.intuit.ru/department/security/secbasics/4/4.html

Kypnan «MupopmanmonHoe npaBo» [DnekTpoHHBIH pecypc]. http://www.infolaw.ru/lib /

2005-1-internet-and-law.

Wutepuer-Texnonorun: Yuebnoe nocodue / C.P. I'ypukos. - M.: ®opym: HULl UHOPA-M,
2015. - 184 c.Pexum nocryna: http://znanium.com/catalog.php?bookinfo=488074

ITeyaTHble u3nanns, uMewmuecs: B Haauunu B Hayunoit 6méanorexe PI'TY (Ha Bcex Teppu-

TOPHAX)

18. TloxroroBka o0bekTa HHPOPMATU3ALMH K aTTeCTAalluH MO TpeboBaHusM Oe3omacHocTr / E. T'.
Bopo6res, C. B. BoiiiexoBckuii ; moa pea. H. M. Muxaiinosa. - 88 c. ; U. 2 :, [2013].

19. Jlobames A.K., Xamsmur J1.B6., ['ynos I'.H. [IpotuBoneiictBue sxoHOMUbecKoMy mrioHaxy (MHdop-
MaroHHoe ocodre Ha CD). —CT16.: M3narensckuii nom «Adunay, 2012.

20. KommueKkT opraHu3alMOHHO-PACIOPSIUTENbHBIX JOKYMEHTOB Ul aTTeCTallud OObEKTOB HH-

(dopmaTH3anuy aBTOMATU3UPOBAHHONW HHPOpMaLMOoHHOM cuctemsr; Y. 3:, [2013].

Pekomenoyemasn numepamypa (0ononnumenvHas):

21.

22.

23.

bamuer I1. H. Madopmarmonnas 6e30MacHOCTh U 3aluTa UHGOpMAIK [ DJIEKTPOHHBINA pe-
cypc] : Yueonuk / I1. H. Bamer, A. B. babam, E. K. bapanosa. - M.: PUOP, 2013. - 222 c.
benbiit A.®. Ynpasienue (QyHKIMOHAIBHONW YCTOHUMBOCTBIO KOMIUIEKCOB CPEJCTB aBTOMa-
TH3AIMM B YCJIOBHUSIX NPOTrPaMMHO-aNMapaTHbIX Bo3neiicTBuii /Crparernueckas cTaOuib-
HocTh Ne4 (57), 2011, ¢.34-36.

Tuxonos B. A., Paiix B. B. Undopmannonnas 0ezonacHocts. KonnenryansHbie, MpaBoBbIE,
OpraHM3alMOHHbIE U TeXHUYecKue acnekTsl. — M.: I'enmnoc APB, 2006.-275¢

6.2. Ilepeuennb pecypcoB HH(POPMALMOHHO-TEJIeKOMMYHUKAIIMOHHOM ceTH «AHTEepHET»
Nudopmanuonnsiii Oromnerens Jet Info [Dnekrponnsiit pecype]. - DnekTpoH. maH. - [M.,
2014]. - Pexxum noctymna cBobo.: http://www.jetinfo.ru/ .

Odunmanbupiii cailt Poccuiickoll rocyaapcTBEHHOW OMONMHMOTEKH [DIEKTPOHHBINA pecypc]. -
DnexTpoH. naH. - [M., 2013]. - Pexxum noctymna csobo.: http:// www.rsl.ru/ .

Odwunmaneupiii caiit Poccuiickoil HarnpoHanbHOW OMOMHMOTEKH [DIEKTPOHHBIN pecypc]. -
DnexTpoH. naH. - [M., 2014]. - Pexwum noctymna csobdox.: http:// www.nlr.ru/ .

Glossary Commander. Ciry»x0a TeMaTH4€CKHX TOJIKOBBIX CIIOBapei [ DIeK-TpOHHBINA pecypc].
- DnekTpoH. AaH. - [M., 2008]. - Pexxum goctyma cBo6oz.: http://glossary.ru/ .

CaliT cpaBOYHO-IIPAaBOBOW CHUCTEMbI MO (elepaJbHOMY M PErHOHAJIBHBIM 3aKOHOJATEINb-
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crBaM Poccuu - http://pravo.ru/

6.  OdunuanbHBI HHTEPHET-TIOPTAN IPaBOBOW MH(POpMaLuu - http://pravo.gov.ru
7. VndopmanmoHHbIHA opTai B 001acTy 3amThl nHGOopMaruu http://www.securitylab.ru
8. 00630p 3apy0e)KHOTO 3aKOHOJATEIHCTBA B 00JIACTH MH(POPMAIIMOHHON 0€30macHOCTH [DIek-

TPOHHBIN pecypc], cTaThs - http://www.intuit.ru/department/security/secbasics/4/4.html.

9.  Topran ®CTIK http://www.fstec.ru

10.  Caiit snexktponHOi 6ubMMoTexu http://www.iprbookshop.ru

7. MaTrepuaibHO-TEXHUYECKOe o0ecredeHne TN CHUIIUHbI
Jlnist mpoBeIeHHsI 3aHATHUH 110 TUCIUIIMHE HEOOXO0IUMO:

1. Cepgep — 1.

2. I[13BM — 25 KOMIUIEKTOB, 00bEAMHEHHBIE B JIOKAIBHYIO CETh, C YCTaHOBIEHHBIM [10
MS WINDOS.

3. MynpTUMEAUNAHBINA BUAECONPOEKTOP.

4. DKpaH cO CTOMKOM.

JIEKLIMOHHBIX 3aHIATHH - ayAUTOPUS C KOMIIBIOTEPOM U IPOEKTOPOM,

71a00paTOPHBIX 3aHATUH — KOMIIBIOTEPHBIA Kiacc ¢ yctaHoBieHHbIM [10 MS WINDOS,
CSS, o0beTMHEHHBIN JOKAIbHONH MH()OPMAITMOHHON CEThIO 1O TEXHOJOTMU KIUEHT-CepBep, MHTE-
ITPUPOBAHHOM B JJOMEH C BBIX00M B MIHTEpHET

IIPOMEXYTOUYHOM aTTeCTalMM (3aUeT C OLIEHKOM) — ayAUTOPHUS.

JlaGopaTopHble paOOThI 3aHATHS MPOBOATCA B YUEOHBIX rpynnax (MOArpyIax) 1 UMEIOT
CBOEH LIENBIO:
1) 3akperieHre TeOpeTUIECKMX OCHOB AUCLMILIMHBI, U31araéMbIX B JIEKIIMIOHHOM KypcCe, a TaKKe
CaMOCTOSITENIBHO U3yYaeMBbIX CTYJEHTAMH;
2) ¢hopMHUpOBaHKE MPAKTUIECKUX HABBIKOB MO UCTIOIb30BAHUIO TEXHHUECKUX CPEICTB 3aLIUThI HH-
bopmarmu;
3) HayuuTh CTYACHTOB UCIOJIb30BaTh TEXHUKU SKCIIEPUMEHTAIBHBIX UCCIEAOBAHUN U aHAIN3a I10-
JyYEHHBIX PE3yJbTATOB;
4) npuBUTHE HABBIKOB PA0OTHI € IAOOPATOPHBIM 000PYI0BaHUEM, KOHTPOJIBHO-U3MEPUTEIbHBIMU
npubOpaMy U BBIYUCIUTEIBHON TEXHUKOM.
K BbImonHeHno 1abopaTopHbIX padoT AOMyCKaloTCsl 00y4yaeMble, ySICHUBIINE TEMY, LIeNb, COJep-
’KaHue paboThl, MpaBUIia TEXHUKH 0e30MacHOCTH U 3kcrutyaranuu [I9BM u 3Haromue Teopetuye-
CKHUil MaTepual 1o Teme 1a0opaTopHOil paboTHI.
Jlnist MaTepuaIbHO-TEXHUYECKOT0 o0ecTedeHns: AMCUUIUTNHBL « TexHuueckas 3amura nHdopma-

LU HEOOXOIUMBI:
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[Tpu moaroToBKe K 1a00opaTopHOil paboTe HEOOX0IUMO:

1. U3yunTh npaBuiia TEXHUKH O€30MAaCHOCTH U MpaBUiIa TEXHUUECKOH skcIutyatauuu [I19BM u
nporpammsl Electronics Workbench.

2. [ToarotoBuTh OIaHK OTYETA 1O JaOOPATOPHOI paboTe, Ky1a 3aHECTH TEMY, IIeJIb pabOThI, €€ COo-
Jiep KaHue, COCTAaB U Ha3HAYCHUE MPUMEHSIEMBIX JJIs1 U3MEPEHUN IPUOOPOB, a TAaKKe TaOIHIIbI
HaOJI0ACHUI U3MEPSAEMBIX BEJTHUUH.

3. IloAroToBUTHCA K MHAWBUIYATBHOMY COOECE0BAHUIO T10 TEME JIAOOPATOPHOU PaOOTHI.
Ilpasuna mexnuku 6ezonacnocmu npu pavome na II3BM.

Kaxnp1it 00yuaemblii 00s13aH 3HaTh M HEYKOCHUTEIBHO BBIIOJIHATH OCHOBHBIE TPEOOBAHUS ITPABHIT
TEXHUKH OE€30MAaCHOCTH U PACIHCATHCS 32 UX U3YUYCHHUE.

K camocTtosTensHoii padore B kinacce [I9BM nomyckarores nuia, Mporieine HHCTPYKTax Mo
TEXHHUKE O€30IaCHOCTH.

Obwue mpebosanus:

1. K pabore na [I3BM, He cBsi3aHHOH C UX 00CITYyKMBaHUEM, JIOITYyCKAIOTCA JIMLA, 00y4YeHHBIE 0e3-
ornacHbIM MeToziaM paboTsl ¢ [I9BM, a takxke nporieaiye NpoBepKy 3HAHUN U EPUOTNIECKUN
MHCTPYKTaX.

2. I[I3BM n0mKHBI YOBIETBOPSTD CIEAYIOLUIMM OCHOBHBIM TPEOOBAHHSIM:

a) OBICTPO BKIIIOYATHCS U OTKIIIOUATHCS OT AJIEKTPOCETH (HO HE CaMOIIPOU3BOJIBHO);

0) ObITH Oe30MmacHBIMU B pab0Te U UIMETh HEJOCTYIIHBIE JJISl CITy4aifHOr0 MPUKOCHOBEHHS TOKOBE-
AyIIMEe 4acTH,

B) MOAKIIIOYATHCA K PO3ETKE 000PYI0BaHHON JOTOIHUTEIBHOM 3a3eMIISIONIEH KUIION HITH UMETh
3a3€MJIEHHBIN KOPITYC.

Ilepeo nauanom pabomet na I[I13BM neobxooumo npogepumu:

1. CocrosiHue ceTeBOro Kabdensi, eTOCTHOCTh U30JISIIUU, OTCYTCTBUE U3JI0Ma KT, HAIEKHOCTh
KpPEIUIEHUSI CETEBOM BHIJIKU.

2. McipaBHOCTH 3a3€MJICHUS], 3ALIUTHBIX OTKJIIOYAIOLINX YCTPOMCTB.

[Tpu oOHapykeHNH KaKuX-Tn00 HencnpaBHocTel padoTta Ha [I9BM nomkHa ObITh HEMETIEHHO
npeKpaiieHa u 00 3TOM JOJI0KEHO MPETNOAABATENIO WM HHXEHEPY (TEXHUKY ) 1abopaTopuu.

Bo eépema pavomuvr na I1DBM 3anpewjaemcs:

1. Haunnats paboty Ha [I9BM 6e3 npoxoskaeHnss HHCTPYKTaxa 1o MepaM 0e301acHOCTH IpH pa-
6ote ¢ [IDBM.

2. Bxmowats [I13BM 6e3 pasperienus npenogaBaTess.

3. CamocrosaTenbHO (6€3 yKazaHus MpernoaaBaTeis) U3MEHITh YTO-TH00 B CXeMe WK YJalsATh Ka-

KHe-n60 (aiipl B AUPEKTOPUU C YCTAHOBIEHHON MPOTPAMMOM.
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4. bes pa3pelieHus 3aBeAyIOIIero J1adopaTopuu, NHKEHEpa WK TEXHUKA IIEPEHOCUTD C MeCTa Ha
MECTO CUCTEMHBIE OJIOKM, MOHUTOPHI, Apyrue Komiuiekryomue [I9BM u nepudepuiinbie ycTpoii-
CTBa.

5. CHUMATB 3aIIUTHBIA KOKYX CHCTEMHOT0 0JI0Ka 1 MOHUTOPA U MPOU3BOAUTH CAMUM KaKO#-1100
pemoHT (kak [I9BM, tak u apyroro o6opy0BaHusi, pa3HOro poja Kabenei u T.11.).

6. JlepxaTh ceTeBO Kabelb, KacaThCsl OTKPHITHIX TOKOHECYIIHX 3JIE€MEHTOB, KacaTbCsl OJJTHOBpE-
MeHHO Kopryca [I9BM (metammyeckux yacteld nepudepuitHpIX yCTPOHCTB) U 3a3EMIISIOLIETO
IIPOBOJIA.

7. loaxmouaTs Kk padotaromieit [I9BM u oTkimouaTh OT Hee nepudepuiitHbie yCTponcTBa, poBe-
PATH HAJIEKHOCTh MOJIKJIIOUEHHBIX KaOemen.

8. KacaTbcs ceTeBbIX TEPMUHATOPOB U KOHHEKTOPOB, BBIHUMATh X U3 Pa3bEMOB CETEBBIX KapT.

9. Pa3bupathb CHIIOBBIC PO3ETKH, TOMEUIATh B HUX ITOCTOPOHHHE MPEIMETHI.

[lepeyeHb TUIIEH3UOHHOTO MPOTPAMMHOTO 00ECIICUEHHSI, UCIIOIb3yEMOT0 Ha JICKIIMOHHBIX U
cemuHapckux 3aHsaTHsaX: Microsoft Office; Adobe Acrobat; Adobe Master Collection CS4;
Windows 10 Pro; AutoCAD 2010 Student; Archicad 21 Rus Student; SPSS Statisctics 22;
Microsoft Share Point 2010; SPSS Statisctics 25; Microsoft Office 2013; OC «AnpT O6pa3zoBaHue»
8; Kaspersky Endpoint Security; Visual Studio 2019; Adobe Creative Cloud.

Cocras nporpammuoro ooecnedyenus (I10), coBpeMmeHHBIX NMPOdeCCHOHAIBHBIX
0a3 nannbix (b/1) u nndgopmanmonno-cnpasounsie cuctem (MCC) (2017 r.)

1. Ilepeuens 11O

Tabauya 1
Nen Haumenoanue 110 ITpousBopurens | CnocoO pacnpocTpaHeHus
/i (MuUYeH3UoOHHOEe UL C8O-
O00HO pacnpocmparsaemoe)
1 Adobe Master Collection CS4 Adobe JINIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
3 Windows 7 Pro Microsoft JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
11 | Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE
2. Ilepeyens B u UCC
Tabauya 2

Neri/im HaumenoBanue
MexnyHapopHble pedepatuBHble HaykomeTpuueckue B/, foctynHbie B
paMKax HauuMoHanbHOU noanucku B 2017 r.
Web of Science
Scopus
[Tpodeccrnonanbhbie nonHoTeKCTOBbIE B/, TOCTYMHBIE B paMKax Hauo-
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HanbHON nognucku B 2017 r.
Kypnanb! Oxford University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnainel Taylor and Francis

[Ipodeccrnonanbhbie NONMHOTEKCTOBbIE B/]
JSTOR
M3pnanus no oOeCTBEHHbIM 1 T'YMAHUTAPHBIM HayKaM

KOMHLIOTCprIG CITPAaBOYHLIC ITPABOBLIC CUCTEMBbI
Koncynbsrant Imoc,
I'apanT

Cocras nporpammuoro odecnedyenus (I10), coBpemeHHbIX NpogecCHOHAIBHBIX
0a3 pannbix (b/1) u nndgopmammonno-cnpapounsie cuctem (MCC) (2018 r.)

1. Ilepeuens 11O

2. Ilepeyens B u UCC

Tabauya 1
Nenn Haumenosanue 110 [Tpouszsogutens | CrnocoO pacnpocTpaHeHust
/i (MuUYeH3UoOHHOE UL C8O-
O0O0HO pacnpocmparsemoe)
1 Adobe Master Collection CS4 Adobe JINIEH3OHHOE
2 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
3 Windows 7 Pro Microsoft JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
11 | Kaspersky Endpoint Security Kaspersky JIMLEH3UOHHOE

Tabauya 2

Nerr/

HanmeHnoBanue

MexayHapopHble pedepaTuBHbie HayKkoMmeTpuueckue B, tocTynHbie B
paMKax HauMOHaIbHOU noanucku B 2018 r.

Web of Science

Scopus

IIpopeccnonanbibie momHoTeKCTOBBIE B/, HOCTYMHBIE B paMKax Halyo-
HanbHON mognucku B 2018 r.

Kypnanb! Oxford University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnainbl Taylor and Francis

[IpodeccrnonanbHble TOMTHOTEKCTOBbIE BT
JSTOR
M3pnanus no oOEeCTBEHHbIM U T'YMAHUTAPHBIM HayKaM

KOMHLIOTCprIG CITPAaBOYHLIC ITPABOBLIC CUCTCMbI
Koncynbsrant Imoc,
I'apanT
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Cocras nporpammuoro ooecnevyenus (I10), coBpemeHHBIX NPOdheCCHOHAIBHBIX
0a3 nannbix (b/1) u nndgopmamnmonno-cnpapounsie cuctem (MCC) (2019 r.)

1. Ilepeuens 11O

Tabauya 1
Nen/ Haunmenosanue 10 ITpoussopuTens Crnioco06 pacnpocTpaHeHust (1u-
n UEH3UOHHOEe U c60000HO pac-
npocmparsemoe)
1 Adobe Master Collection CS4 Adobe JINIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
3 Windows 7 Pro Microsoft JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIEH3OHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLEH3UOHHOE
2. Ilepeyens B u UCC
Tabauya 2

Neri/im HaumenoBanue
MexnyHapopHble pedepaTuBHble HaykomeTpuueckue B/, mocTynHblie B
paMKax HauuMoHanbHOU noanucku B 2019 r.

Web of Science

Scopus
[Ipodeccrnonanbhbie noMHOTEKCTOBBIE B/, TOCTYMHBIE B paMKax HAMO-
HanbHON nognucku B 2019 r.

Kypuanbt Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnaine! Taylor and Francis

DJIEKTPOHHbIE U3[IaHKs U3/IaTeIbCTBA Springer
[Ipodeccrnonanbhbie NOMHOTEKCTOBbIE B/]

JSTOR

W3panus no o0111eCTBEHHBIM ¥ TYMaHUTAPHBIM HAyKam
KOMHLIOTCprIe CITPAaBOYHLIC ITPABOBLIC CUCTEMBbI

Koncyabrant [1ntoc,

I'apanT

8. Obecneuyenune 00pa3oBaTEIbHOI0 MPOLECCa ISl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH

3/10pPOBbSI

B X04€ peain3alu JUCHUIINIMHBI UCIIOJb3YKOTCSA CICAYIONIHUC NOIMOJHHUTCIIb-
HBIC
MECTOJbI O6y‘-IeHI/IH, TCKYHIICTO KOHTPOJIA YyCIICBACMOCTH U HpOMe)KYTOqHOfI aTrTeCTa-
JR0505¢ o6yqa}0m1/1xcs1 B 3aBUCMMOCTH OT UX MHIAUBUAYAJIbHBIX 0COOEHHOCTEN:
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® 7Sl CTEMBIX U CIIA00BUISIIIIHNX:

- JIGKUUHU OQOPMIIIIOTCS B BHUJI€ DJIEKTPOHHOTO JOKYMEHTA, IOCTYMHOTO C MOMO-
IIHI0 KOMITBIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHUEM;

- MUCHbMEHHBIE 33JIaHUS BBITOJHSIOTCS Ha KOMIBIOTEPE CO CHEIUATU3UPOBAHHBIM
MPOTPaMMHBIM 00€CTIEUEHUEM, WU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieuynBaeTCs WHIUBUAYAIbHOE paBHOMEpPHOE ocBemieHue He meHee 300
JIIOKC;

- NIl BBITIOJHEHUS 3aJaHus MPU HEOOXOJUMOCTHU MPEIOCTABIACTCS YBEIUYUBA-
I0IlI€€ YCTPOMCTBO; BO3MOXKHO TAaK)K€ MCMOJb30BAHHE COOCTBEHHBIX YBEIUYUBAIO-
IIUX YCTPOMCTB;

- MUCbMEHHBIE 3aJ]aHusI O(POPMIIAIOTCS YBEIUYEHHBIM HIPUDTOM;

- DK3aMEH U 3a4€T MPOBOJATCS B YCTHOUM (hOpME MIIH BBITIOJIHSIOTCS B TUChbMEHHON
dhopMe Ha KOMIIBIOTEPE.

® ISl TUIYXUX U CIa0OCIBIIIAIINX:

- IeKIuu oQOPMIIIIOTCS B BHUJIE 3JIEKTPOHHOIO JOKYMEHTA, TU00 MPEeJoCTaBIsAeT-
Csl 3ByKOYCHJIMBAIOIIas anmnaparypa UHIMBUAYaJIbHOTO MOJb30BaHUS;

- MUCbMEHHBIE 3aJJaHUS BBIMOJHSIOTCS Ha KOMIIbIOTEPE B MUCbMEHHOU (popMme;

- DK3aMEH U 3a4€T MPOBOAATCS B MUCbMEHHOU (hOpME Ha KOMITbIOTEPE; BO3ZMOKHO
MpoBeJIeHHE B (JOpME TECTUPOBAHUS.

® JIJIsl JTUI[ C HAPYIICHUSIMU OIIOPHO-/IBUTATEILHOTO allapara:

- JIGKUUHU OPOPMIIIIOTCS B BHUJI€ DJIEKTPOHHOTO JOKYMEHTA, IOCTYMHOTO C MOMO-
I[HI0 KOMITBIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHUEM;

- MUCHbMEHHBIE 33/IaHUS BBIMOJIHSIOTCS Ha KOMIBIOTEPE CO CHEIUATU3UPOBAHHBIM
MPOrPaAaMMHBIM 00ECIICUCHUEM;

- 9K3aMEH MPOBOJUTCS B YCTHOHM (hopMe Wik B TUCbMEHHOM (DOopMe Ha KOMITbIOTE-
pe.

[Ipu HEoOXOAMMOCTH MpEeayCMATPUBACTCS  YBEJIMYECHHE BPEMEHU IS
MOJITOTOBKHU OTBETA.

[Iponienypa mnpoBeleHHUs TPOMEXKYTOUHOM artecTauuul sl 00ydaroluxcs
YCTaHABJIMBAETCS C YUYETOM UX MHIAUBUIYATbHBIX NCUXO(DHU3NUYECKUX OCOOCHHOCTEH.
[TpomexyTouHast aTTeCTAIMS MOXKET MPOBOAUTHLCS B HECKOJIBKO ATAIOB.

[Ipu mpoBeneHMHM  MpOUEAYpbl  OLEHHMBAHUSA  PE3yIbTaTOB  OOYUYEHHS
MpeAyCMaTpUBAETCA UCTIOIb30BAHUE TEXHUUECKUX CPENCTB, HEOOXOIUMBIX B CBSI3U C
WHJIUBUAYAJIbHBIMH OCOOEHHOCTSIMU OOydJaroumuxcsi. OTU CpeACTBa MOTYT OBITh
MPEAOCTABICHbl YHUBEPCUTETOM, WJIM MOTYT HCIOJIb30BaThCA COOCTBEHHBIE
TEXHUYECKHE CPEJICTRA.

[IpoBenenue mpoueaypbl OIEHUBAHUS PE3YJIBTATOB OOYyYEHHUSI IOMYCKAETCS C
WCIIOIb30BAHUEM JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.
OOGecnieunBaeTcss JOCTyN K MH(DOPMALMOHHBIM U OuOIMoOrpaduuecKuM pecyp-
caM B cetu MHTepHeT /i Kaxaoro odyuaronierocst B ¢Gopmax, aJalTUPOBAHHBIX K
OTPAHUYCHUSIM UX 3JI0POBbSI U BOCIIPUATHS UH(POpMALIIH:
® ISl CIEMBIX U CIIA00BUISIIIIHX:
- B Ie4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM;
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- B (hopMe AIEKTPOHHOTO JOKYMEHTA;

- B hopme ayaunodaiina.

® ISl TIIYXUX M CITA0O0CIBINIAIITNX

- B TIe4aTHOM hopMme;

- B (hopMe AIEKTPOHHOTO JOKYMEHTA.

e 7151 00YUaIONIMXCS C HAPYIICHUSIMUA OMTOPHO-/IBUTATEIILHOTO amnmapara:

- B TIe4aTHoOM hopMme;

- B (hopMe AIEKTPOHHOTO JOKYMEHTA;

- B hopme ayaunodaiina.

VYyeOHble ayAuTOpUM JJisl BCEX BUJOB KOHTAKTHOM M CaMOCTOSATENIbHOU pabOTHI,

Hay4yHasi OuOMMOTEKa U MHBbIE TTOMEUIEHUS JJIsi 00YUYEHUs] OCHAIIEHBI CIEeINaTbHBIM
000pynOBaHUEM U YUYEOHBIMU MECTaMH C TEXHUUYECKUMH CPEICTBAMU O0yUECHUS:

® 7Sl CTEMBIX U CIIA00BUISIIIIMX:
- YCTPOMCTBOM JJIsl CKAaHUpOBaHUs U uTeHus ¢ kamepoir SARA CE;
- nucnneeM bpaiing PAC Mate 20;
- npunTepom bpaitns EmBraille ViewPlus;
® ISl TUIYXUX M CIa0OCTBIIIAIINX:
- aBTOMATH3UPOBAHHBIM PAaObOYMM MECTOM [JIsl JIIOAEH ¢ HapyUIEHUEM CilyXa U
cJ1a00CTBIIIIAINX;
- AaKyCTUYECKUH YCUIHNTENb U KOJIOHKH;

e 7151 00YUYaIONIMXCS C HAPYIICHUSIMUA OMTOPHO-JIBUTATEIILHOTO ammapara:
- IEPEABUKHBIMH, PETYIUPYEMBIMH 3proHoMu4YeckuMu naprtamu CHU-1;
- KOMITBIOTEPHOM TEXHUKOU CO CIEHATIbHBIM IPOrPAMMHBIM 00ECIIEUEHHUEM.

9. MeToguyeckue MaTepHaJbl

VYcnemHoe 0CBOEHHE TUCIMIUIMHBI CTYAEHTOM OINpPEAEsIeTCs, HECKOJIbKUMH (PaKTOpaMu:
MIOCEIICHUE ayTUTOPHBIX 3aHATHUH, IOATOTOBKA U BBIMOJHEHUE JOMAITHUX 3aJaHHH, MPAKTUYECKUX
¥ KOHTPOJIBHBIX pabOT, CBOEBPEMEHHOE BBITIOJIHEHUE 3aINTAHMPOBAHHBIX (JOPM OTUYETHOCTH.

9.1. Il1anb! 1a00pPaTOPHBIX 3AHATHH

CamocrosiTeNbHbIC 3aHATUS HANpaBJICHbl HAa 3aKPEIUICHUE IOJyYEHHBIX HABBIKOB W IS
npuoOpEeTeHUs] HOBBIX TEOPETHUYECKUX M (PAKTUYECKUX 3HAHMM, BBIMOJIHIECTCS B YUTAIBLHOM 3aJie
OUOJIMOTEKH M B JOMAIIHUX YCJIOBHUSX, MOJKPEIUIETCS Y4eOHO-METOANYECKHMM M MH(POPMALIMOH-
HBIM obOecrieueHreM (y4eOHUKH, Y4eOHO-METOANYECKHUE TTOCOOHSI, KOHCIIEKTHI JIEKIIUN ).

CamocrosTenbHbIe 3aHATHS BBIONHAETCSA ¢ ucnoib3oBanueM [IK B gomamHux yciioBusX,
1100 B OMOIMOTEKE MHCTUTYTA MO CIIEHUAIBHBIM 3aJJaHUSIM B COOTBETCTBHH C METOJUYECKUMHU Ma-
TepuajaM, BBLIAaHHBIMU mpenoaaBareneM. CaMOCTOSTENbHbIC 3aHATHS BKJIIOYAET OTPAOOTKY
HaBBIKOB aHAJM3a CUTYyalllu, CO3JaHUE MOJIENIM CUTYalllu, KOTOpasl UCIOIb3yeTCsl B JaHHOM KOH-
KPETHOM METOJIE, M PEIICHHE 3aJau, TAKKE K CaMOCTOATEIbHOM paboTe OTHOCHUTCS BBIIIOJHEHHE

3alaHui 110 IPOUIEHHOMY MaTepuaity. [IoaroroBka no reMam MpoOIyIEHHBIX 3aHATUH.
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Hauunnas ¢ mepBoro 3aHsATHA, MpENoaaBaTeilb OOBIBIAET CTYyICHTaM TEMY CIIEIYIOLIEro 3a-
HATHUS U COUCOK JIuTeparypbl. CTyI€HT JOHKEH 03HAKOMUTHCS € MPEJIOKEHHBIMU HCTOUHUKAMU, B
TaKOM CJIy4ae OH Ha CJIeyIOIEeM 3aHsATUH OyIeT TOTOB K BOCIIPUATHIO HOBOTO MaTepuUaia.

CryneHT Ui caMOCTOATENbHOM paboThl JOJKEH UMETh NMPOrpaMMy Kypca, BOIPOCH K JK-
3aMEHY, CIIUCOK OCHOBHOM U JIOIIOJIHUTEIILHOM JINTEPATyPhI 110 KypCy.

ITocne kaxaoro 3aHsATHs, Iepe] CICAYIOIUM, CTYACHT IOJKEH 03HAKOMUTBLCS C MPOMICH-
HbIM MartepuanaoM. IIpy BO3HMKHOBEHHMH BOIIPOCOB WJIM HEIIOHMMAaHUs, CTYICHT NOJDKEH U3Yy4HTh
PEKOMEHIOBAaHHYIO U JOIOJHUTEIbHYIO JIUTEPATYPY 10 KypCy.

[Iporiecc m3yuyeHHs JUCUMIUIMHBI TPEAyCMAaTPUBAET BBINOJHEHHE OOYyYarOIIUMUCS

CJICOAYIOIUX BUIOB CaMOCTOSATEIbHOM paGOTLII

IOoArOTOBKA K JICKIIUAM,

MPAKTUYCCKUM 3aHATUAM, YCTHBIM OIIPpOCaM,

BBIINMOJIHCHHUEC ITMCBMCHHBIX pa60T,

MIOArOTOBKA K UTOTOBOM aTTECTALIUH.
Bonpocwt ona camocmoamenvnoii npopadbomKku u CAMOKOHMPOA
Paznen Ne 1 Metogonornyeckue acnekTbl MH(popmanuonHoil 0esomacHoctu (MB) m
3ammThl nHGpopmanuu (3N)
1 OcBoeHue OCHOBHBIX TEPMHUHOB U ONpeaenaeHui, moustuid B oonactu Ub u 1.
Cesi3p b ¢ undpopmaTuzamueii odmecrtsa.
Heo6xonumocTs 1 3HaYeHHE HOPMATUBHO-TIPABOBOTO OTIPEIEICHUS OCHOBHBIX IOHSATHIA.

Knaccudukarus yrpos b, kananos HCJI x uadopmarmu B C. IToaroroBka K TECTUPOBAHHIO.

OcHoBHble ucTouHMKHU yrpo3 st C.

2
3
4
5 Kakue 00bexTsI 3amuThl B HHPOpManmonHsix cuctemax (MC).
6
7  XapakTepHble yrpo3bl sl UH(OpMAIMOHHBIX pecypcos (HP).
8

[ToaroToBka gomaiiHeil paboTHI 1O 331aHUI0 TPETOaBaTENs.
Pasznen Ne 2 Undopmanmnonnas 0esonacHoctb. Mepsbl o0ecnievyeHnst ”HGOPMALMOHH O
0e3omacHoCTH

1. TlonsTHE U Ha3HaYEHHE CTAaHAAPTOB.

Bupl cTanIapTOB M KPUTEPUU OLEHKH COCTOSTHUS MH(OPMAIIMOHHOM 0€30MacHOCTH.
Poccuiickue HopMaTHBHO-TIpaBOBbIE aKkThI B 001actu Ub.

ba3zoBbie MpUHIMIIBI 3alMTHl UHPOpPMALUU OT HecaHKuuoHupoBaHHoro nocryma (HCJ) B
COOTBETCTBUM C HOPMAaTUBHO-IIPAaBOBBIMU JJOKYMEHTaMU

OcHoBHbIE Tpynnbl KiiaccoB 3amuieHnoctu UC.

D

OcHoBHBIE pa3ziensl U coaepkanue nonutuku 1b.
OcHoBHbIE pa3zensl U coaepxkanue nporpammsl Ub.
ba3oBbIe MHCTPYMEHTAIBHBIE CPECTBA IS aHAJIN3a PUCKOB.
Crpareruu ynpaBieHHs PUCKaMU.

WO O
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10.

11.
12.

13.

14.

15.

16.
17.
18.
19.
20.
21.

= oo

MuHMMU3aLUs TPUBWIETUH M paclpenesieHue OO0S3aHHOCTEH MeXIy IepCcOHaloM, Kak
OCHOBHOH NPHUHIMIT UCKJIIOUEHHS OT CIyYalHBIX OHMIMOOK M peaau3aliy MpeIHaMEepPeHHbIX
yrpo3

OcHoBHBIE TPEOOBaHMSI K IIEPCOHAITY 0 MOAepKaHuIo paboTocnocodbnoctu. NC,

OcHOBHBIE MTpaBUJIa TI0 UCKIIOYEHUH JAECTAOMIM3UPYIOMUX (PAKTOPOB HAPYIIEHUS] COCTOSHUS
Nb

JleiicTBUsI MepcoHana MO0 MUHUMH3aLUU yuiepOa NpU IUIAHWUPOBAHHME BOCCTAHOBUTEIBHBIX

pabot

OcHoBHble mpoOneMbl B moctpoeHun C3U, CBsI3aHHBIX C pa3BUTHEM HWH(POPMALMOHHBIX
TEXHOJIOTUH.

Ilepeuncnure IIPUHLUIIBL ApPXUTEKTYPHOHI 0e30macHOCTH JUTS obecrieueHus
koH(puaeHnuansHoctu UP.

OCHOBHBIE TPYIIIBI METO/I0B ayTEHTU(UKALIIH.

OcobeHHOCTH MTPOTOKOIMpOBaHus 1 aynuta. 1b.

CHUMMeTpHUYHbIE U ACCUMETPUYHBIE KPUIITOCUCTEMBI.

KommerorepHas creranorpadus.

OCHOBHBIE KJ1aCChl MEKCETEBBIX IKPAHOB.

[TonroroBka qoMariHei paboTHI MO 33AaHUI0 TPENOJaBaTeIsl.

Pa3nea 3. Cucrema 3ammuThl HHPOPMALMH

CTpyKTypa rocyAapCTBEHHOW CHUCTEMbI 3aIIUTHl MH(POpPMAIMH, 337a4dl OPraHOB 3aKOHOJA-
TEJIbHOM, MCIIONHUTEIBHON U CyAeOHON BIACTH MO CO3JaHUIO YCIOBUH MO0 00ECTICYCHHUIO UH-
(dhopMaInmoHHON 6E30MaCHOCTH.

Ha3zoBute rocynapcTBeHHbIE OpraHbl 10 KOHTPOJIO M HAA30py 3a oOecreueHHeM 3allluThl
rOCyJapCTBEHHOH TaltHBI 1 KOH(UACHIIMATEHOW HHPOPMALIMHU UX 3a/1a4H U (PYHKLIUH.
Knaccudukarnus Hapymmreneil mo BO3MOKHOCTH JIOCTyNa K O00BbEKTy (IpeAMEeTy) 3alluThl,
CTENEHH TMOATOTOBKM M OCHAIICHHOCTH CPEICTBAMHU B3JIOMa, 00X0/a CPEACTB 3alUTHl MH-
dbopmanuu.

Bo3MokHBIE TIPUUMHBI, YCIOBHS U OOCTOATENBCTBA, CO3/AAIOUINE MPEANOCHUIKH IS

CBEpILEHUS NPECTYIUIEHUH (IpaBOHAPYILIEHUN).

Yro nmoHUMaeTCs 1oJi KOMIJICKCHBIM ITOAXO0I0M K 3alUTe HHPOPMALIUH.

Yro moHUMAaETCs MOJI CHCTEMHBIM IOAXO0I0M K 3alluTe HH(POpMaIUH.

Kakune ucxoupie JaHHbIC 17151 IOCTPOSHUS CUCTEMBbI 3aIUTHl HHPOPMAITUH.
CTpyKTypa CUCTEMBI 3alIUThl HH()OPMAIK HA MPEATIPUATHUSAX.

[lepeuncaure 3Tambl U epeueHb padoT MO CO3/IaHUI0 CUCTEMBI 3aIIUTHI HHPOPMALIUH.

IoATOTOBKA I[OM&IHHCﬁ pa60TBI M0 3aJaHUT0 IIPCIOAaBaTCIIA.

Paznen 4. KOHTPoJIb M OTBETCTBEHHOCTh IO oO0ecnmeYeHHI0 HH(OPMAIMOHHOMH

0e301aCHOCTH U 3alUTHI HHPOPMALHHU

OCHOBHBIE TIOJIOKEHUS TI0 OCYIIECTBICHHUIO KOHTpois. Llenu, 3aqauun, MpUHIUIIBI KOHTPOJISL.
OCHOBHBIE MEPOTIPHUSATHS IO OCYILIECTBICHUIO KOHTPOJIS.

ITpoBepka (KOHTPOJIb) HAMMYUS KOH(PUACHIMATBHBIX JOKYMEHTOB W MHBIX HOCHTEIEH KOH-
¢buneHIaTbHBIX CBEACHUH.

[TpoBenenue ciyxeOHOTO pacciiefioBaHUs MO (akTaM HapylleHHs TpeOOBaHUI pexuMa

KOH(HICHIINATBHOCTH.

ITonsiTHE ¥ BUABI FOPUANYECKON OTBETCTBEHHOCTH 3a HAPYLICHUE IIPABOBBIX HOPM I10 3aILUTE
uHpOpMaLUH.
Meps! IUCHUIIIMHAPHOW OTBETCTBEHHOCTH corIacHO Tpynosoro koaekca PO.
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7.  AJMUHUCTpaTHBHAs OTBETCTBEHHOCTD 3a IPABOHAPYLICHHUS B 00JIACTH 3aLIUTHI HH()OPMALIHH.

8. YronoBHas OTBETCTBEHHOCTh 32 MPABOHAPYIICHUS U MPECTYIUICHHUs B 00JacTH KOH(UICHIU-
aJIbHOW MH(pOpMAaLIUH.
9. VromoBHas OTBETCTBEHHOCTb 32 TpPABOHAPYIICHUS M TPECTYIUIGHUS B  oOjacTu

rOCyJIapCTBEHHOW TalHBbI.

10. TloxaroroBka qoMariHei paboTHI MO 331aHUIO TIPENoJaBaTeIsl.

MeTonnyeckue yKa3aHusi 10 OPraHU3alUM U MPOBeIEHMI0 J1a00paTOPHBIX padoT

JlabopaTopHasi paGora Ne 1. Pazpabomka knuenm-cepgeprozo npunosxycenus ¢ Delphi.

Llenb paGoThl: MI3yuynTh COBpEMEHHBIE CPEACTBA CO3/1aHUS KIMEHT-CEPBEPHBIX MPUIOKEHUI
B cucreme Delphi. Hayuntbes nmpakrtudeckoil paboTe 1Mo opraHu3aliy U peuIeHuIo 3a1ad uHQop-
MAaIMOHHOM 0€30MacHOCTHU B CETH.

3aoanue na nabopamopuyio pabomy

1. MByunTh TEOpEeTHUECKUN MaTepHal 1o JaHHOH J1abopaTopHOi paboTe.

2. O3HaKOMUTHCS € YKa3aHUAMH IO IPOrpaMMHUpPOBaHMIO B Ha si3bike Pascal B cpene Delphi.

3. PazpaboraTh mporpaMMHBI KOMILJIEKC, MPEICTABISAIOUINNA COO0O0M KIMEHT-CEpBEPHOE
npusoxenue B cpene Delphi, ocymecTsisitomiee nepeaady JaHHBIX MEKIY ABYMSI XOCTaMH B CETH.

4. BrpimonHUTh NpoOHOE MmHUppoBaHUe/pacinpOBKY TAHHBIX, IEPElaBaeMbIX MO CETH B
paMKax KOMITBIOTEPHOTO Kijlacca. BCTaBUTh B OTYET MOJydYEHHBIC TaHHBIC, OMMCATh METOIUKY BbI-
TIOJTHEHHUS 3aJJaHuU.

5. OTBeTUTH HA KOHTPOJIbHBIE BOTIPOCHI B KOHIIE 33JJaHMUS.

Teopemuueckuiit mamepuann.

PaccmoTpuM npoueypsl Co31aHusI IPHIIOKEHHH Ui 0OMeHa COOOIEHUSIMH B CETH TI0 TPO-
tokonam TCP/IP.

Pazpabotka TCP-cepsepa B Delphi.

1. Hanecem Ha ¢popmy Delphi komnonenty TidServer ¢ Bknagku IndyServer.

2. B ero cpoiictBe Bindings yxaxem [P-agpec nmaHHOro KOMIbioTepa U HOMEp HOPTa, Ha
KOTOpOM cepBep OyleT 0’KHIaTh BbI30Ba OT KJIMEHTa (HOMEp MopTa — MPOU3BOJIILHOE YUCIIO OT 1 110
65767, HO XenaTenbHO UCII0JIb30BaTh HOMeEpa Bbllle 1024, T. K. HOPTHI ¢ MEHBIIMMHU HOMEpaMH 3a-
pe3epBUPOBAHBI JJISl CTAHAAPTHBIX CITYKO),

3. B cBoiictBe MaxConnections ykaxkure 5 (MaKCHMaJIbHOE YUCIIO COCTUHEHUI K CEPBEPY),
B cBoiicTBo Default Port 3anummre 3HaueHne mopTa Mo yMOJI4aHHIO, a B CBOMCTBO Active 3amuIim-
Te true.

4. Jlo6aBbTe Ha dopmy snemMeHT Thrna TMemo It BEIBOJA B HETO COOOIIEHUH, MOTy4YeH-

HBIX OT KJIMCHTA,
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5. Ilpu BbI3OBe KiHMeHTa BbIpabateiBaeTcsi coObiTue OnExecute snementa IdServerl. Jlms

ero oopaboTka oTkpoiTe BKIaaky Events IHcniekTopa 0OBEKTOB U IIEIKHUTE ABAXKABI B TOJIE MPO-

uenypst OnExecute.

6. B oTkpbIBLIEH NIpoLIeIype BBEAUTE CIECAYIOUTUN KOI:
Procedure TForm1.IdTCTServer1Execute(Athread:TidPeerConnection);
Begin

with Athread. Connection do

begin

Memol.Lines. Add(CurrentReadBuffer);
Writeln(‘Coobmienne nomydeHo’);

Disconnect;

end;

End;

[Tpunoxenne TCT-kauent B Delphi.

1. Hanecute Ha dopmy amemenT TidTCPClient ¢ manenu IndyClient, nBa snemenTa Tuma

Tedit n1st BBoZa cooOIIEeHMI cepBepy U MOJTyUeHHs OTBETa, M KHONKY TButton.

2. B cBoiictBe Host anementa TidTCPClient ykaxure IP-agpec cepsepa, a B cBoiicTBe Port

3aJ1aliTe HOMep nopra (TOT K€, UTO Y CEPBEPA).

Kon:

3. IlenknuTe nBaXKabl 0 AmMeMeHTY Buttonl u B mosiBUBILIEMCSI OKHE BBEJIUTE CIIETYIOLIUIN

Procedure TForm1.Button1click(Sender: TObject);

Begin

IdTCPClientl.Connect;

IdTCPClientl.Writeln(Edit1.Text);

Edit2.Text:= IdTCPClient1.ReadLn;

IdTCPClientl.Disconnect;

End;

4. Jlo6aBbre ko1 GpyHkunu MDS, B3sThIH 13 onucanus 1abopaTopHOit paboTs! Ne3.
5. 3amycTute 00a NPUIOKEHHS U POTECTUPYHUTE MOITYUYEHHYIO IPOrpamMmy.
KonTpoJsbHbBIe BOpOCHI

1. Ha kaxoii Bkinaake Delphi HaxomsiTcss KOMIOHEHTHI JJIsi CO3JaHUS KIMEHT-CEPBEPHOTO

MIPUIOKEHUA?

2. Kakue oCHOBHBIE CBOWMCTBA HAJJ0 yCTaHOBUTH B KoMioHeHTe Indy Server?

3. Kaxue ocHOBHBIE CBOHCTBA HaJ0 yCTaHOBUTH B kKomnoHneHTe Indy Client?
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4. Kakoii mpoTokon ncnoin3yot komnoHeHTsl Indy Server u Indy Client anst yctaHoBieHus
CBSI3M 110 JIOKAJIbHOM ceTH? MOKHO JIM UCTIOJIb30BaTh NpUiloxkeHue B cetu MHTepHeT?

JlabopaTopHass paGora Ne 2. Peuienue ¢ 10KaIbHOU cemu 3a0auu aymeHmupurayus
nonv3oeamenei.

[lenb. O3HAKOMHUTBCSA C OCHOBHBIMHU QJITOPUTMAMH ayTEHTHU(HUKAIIMK TOJIb30BaTENEH B ce-
TH, SJIEKTPOHHOH noamnucH, ceptuduxanuu. Pazpadorars koMruieke nporpamMm B Delphi s nepe-
CBUIKH M MTPOBEPKH HJICHTU()HUKATOPOB MOJIb30BATEINEH, pEIIeH s 3a/1a4H paclpe/ieIeHUs] CeKPETHO-
ro KJIt04a, HISHTU()UKALNY TOCTaHUNA Ha OCHOBE 3JIEKTPOHHO - IIM(POBOI MOINUCH U CepTH(HKA-
TOB.

[TporpammHo-anmnapaTHbie cpefcTBa. KommnbroTepHast 1ab0paTopusi, COCTOAIIAS U3 KOMIIb-
IOTEPOB, COCIMHEHHBIX B JIOKAJIbHYIO ceTh, makeT Delphi 7 (Delphi 2005).

3aoanue na nabopamopuyio pabomy

1. MByunTh TeOpeTHUECKUN MaTepHal 1o JaHHOH JabopaTopHOi paboTe.

2. Pazpabotars nporpaMMHbIii KoMmIUieke B cpene Delphi renepannu napamerpoB merona
RSA u nepecbuiku (IyOIuKaumi) OTKPHITOTO KIFOYA B CETH.

3. Peanu3oBaTh aJITOPUTM IeHEpaIly 3JIEKTPOHHO - HU(POBOM MOAMKMCH C UCTIONb30BaHUE
3aKphITOro Kitoya Metofa RSA u ¢pynkuuum xemmposanus MDS.

4. Peanu3oBaTh aNropuTM MPOBEPKU AIIEKTPOHHO - HU(POBOM MOAMUCH C UCHOIH30BAHUE
OTKpBITOTO Kitoua Metoaa RSA u ¢pynkuun xemuposanust MDS.

5. BBINOMHUTHG NPOOHYIO MEPECHUIKY JAHHBIX B paMKax JIOKAIbHOM CETH KOMITbIOTEPHOTO
kiacca, cHaOxeHHbIx DLII. BcTaBuTh B OTYET MOMyYCHHBIE TaHHBIE, OMUCATh METOJIUKY BBIITOJHE-
HUS 3a/1aHUsL.

6. OTBETUTHh HA KOHTPOJIbHBIE BOIIPOCHI B KOHIIE 3a1aHMUS.

Teopemuueckuit mamepuan.

OpnHoil u3 Hanbosee BaXKHBIX CIIYy)KO 0€30MacHOCTH SBIAETCS ayTeHTHU(UKanusi. AyTeHTH-
(buKanys — 3T0 MOATBEPHKACHUE MOJIb30BATENIEM HH(OPMAIIMOHHBIX YCIYT CBOETO WICHTU(UKATO-
pa. AyTeHTU(UKAIHS BBIIOIHIETCS ¢ TOMOIIBIO Pa3HBIX METOJIOB, U3 KOTOPBIX MPOCTEHIIINM SIBIIS-
€TCsl MPEABABICHUS I0JIb30BATEIIEM CEPBEPY CEKPETHOTO CJIOBA — IApOJsi, U3BECTHOI'O TOJBKO
I10JIB30BATENIO U CEPBEPY.

Xew-ghynxyuu

Xen-GyHKIMKA WUTPaAlOT B MH(POPMALMOHHOM 3allUTe Ba)KHYIO POJIb, CO3JaBasi JJIS DJIEK-
TPOHHOTO JOKYMEHTa €r0 «MOMEHTAJIbHBIA CHUMOK» M TEM CaMbIM 3aIllMIIasi TOKYMEHT OT Jajlb-
HeHe Moau(UKAIIN WU TIOIMEHBI.

B mupokxom cMbicnie QyHKIMEH XemupoBaHus Ha3biBaeTcs GyHkims H, yaoBieTBopsromas

CJICAYIOIUM OCHOBHBIM CBOMCTBaAM:
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1. Xem-pynkust H MoxeT mpuMeHSThCS K OJIOKY JaHHBIX JIFOOOW JITHHBI.

2. Xem-¢yukmus H cozmaer Bbixon (pukcupoBaHHON AMUHBI (paBHO, Hanmpumep, 128 Out
IS Kiaccuueckoit pynkiun xemupoBanust MDS, u 160 6ut misa pynxkmun SHAT).

3. H (M) BeluncnsieTcss OTHOCUTENBHO OBICTPO (32 MOJMHOMHAIBHOE BpPEeMs OT JJIUHBI CO-
oOmenus M).

4. Jlns m000ro JaHHOTO 3HAYECHHUS XEII-KOAa h BRIYMCIMTEILHO HEBO3MOXKHO HaiiTu M Ta-
koe, uto H (M) = h.

5. Jlnst mo00T0 TaHHOTO X BBIUMCIUTEIHFHO HEBO3ZMOXKHO HaiTh y X, uto H(y) = H(X).

6. BpIuncINTENPHO HEBO3MOXKHO HAaWTH MPOMU3BOJIBHYIO Napy (X, y) Takyro, uto H(y) = H
(x).

TepMHUH BBIYMCINTENBHO HEBO3MOXKHO O3HA4aeT 37€Ch, YTO B HACTOSILEE BPEMs pEIICHUE
3TOHM 3amauu OO0 TpeOyeT CIMIIKOM OOJBIIOr0 MHTEpBaja BpeMEHH (Hampumep, Oosiee COTHU
JeT), IMO0 UCTIOIB30BAHUS CIUIIKOM OOJIBIINX BHIYUCIUTENBHBIX PECYPCOB, YTOOBI pEeLICHHE 3a/a-
Y1 UMEJIO CMBICI.

[TepBbie Tpu cBO¥iCTBA TPEOYIOT, YTOOBI XeHI-(DYHKIIHMS CO3aBaia Xem-Ko 1Jisl JTF000To co-
obmenus. YeTBepToe CBOWCTBO ompeaesseT TpeOOBaHWE OJJHOCTOPOHHOCTH XeHI-(DYHKIMH: JIETKO
CO3J1aTh XEUI-KOJ 0 JTaHHOMY COOOIIEHHUI0, HO HEBO3MOKHO BOCCTAHOBUTH COOOIIEHHUE IO JIaHHO-
My XEII-KOAY.

Cxembl aymenmugpuxayuu.

[TockonbKy mpu nepesave JaHHBIX 10 CETH HUKTO HE 3aCTPAXOBaH OT BO3MOKHOCTHU UTEHUS
JaHHBIX Ha TPOMEXYTOUYHBIX y3JaX, TO IMepejaya Mapojisi MO CETH B OTKPHITOM BHJIE SIBISIETCS
onacHbIM. [To3TOMy /U1 Ha/eKHOM ayTEeHTHU(PHUKAIMKA M COXPAaHEHHs MapoJisi OT B3JIOMa UCHOIb3Y-
IOTCS pa3HbIe CXEMBI CETEBOM ayTEHTU(UKAIIMH. 31€Ch MBI PACCMOTPHUM CJIEIYIONIUE TPU CXEMBI:

Cxema aymenmugukayuu Ha 0CHOBe C1106a-6b13064 U XeUl-C6ePHIKU.

B »TOl cXeme mOoJIb30BaTENlb 3apErUCTPUPOBABIINCH HA CEpBEpE, IOIY4YaeT CEKPETHBIN
K104 P, KOTOpBII coxpaHsieTcs Takxke Ha cepsepe. [Ipu BbIxozie Ha CBA3b MOJIH30BATENb MOCHLIAET
cHayasia cBod maeHTudukartop. [lomyunB mHAeHTH(UKATOP, CepBep MPOBEPSET HATHUUYUU TAKOTO
MOJIb30BATENsl 10 CBOEH 0a3e NaHHBIX M 3aT€M BO3BpAIaeT MOJIb30BATENIO CIydaiiHOE OOJbIIOe
yrcao N (00br9HO AnuHBI 16 0aiiT), Ha3pIBaeMoe CIOBOM—BBI30BOM. [loib30BaTenb, MOMYyYUB 3TO
grcno, popmupyet napy <N, P, TS>, rae P o6o3naugaet naposb noias3oBatesns, TS — TeKyuii Mo-
MmeHT Bpemenu (Time Stamp), moaBepraer ee Xem-nmpeoOpa3oOBaHUIO M OTIPABIAET MOITYYEHHOE
3nayeHue h=h(<N, P>) cepsepy. CepBep, noay4uB cBepTKy h, uzpiekaer u3 0a3bl JAHHBIX MAPOJIb
MI0JIb30BATEJs, BHIIOIHSET TO e npeodpazoBanue h(<N, P) u cpaBHuBaeT /1Ba MOIy4yeHHBIX 3HAaYe-
Hus h. Ecniu oHu coBnanu, To npoueaypa ayTeHTU()UKALNs CUUTACTCS YCISITHOM.

Cxema aymenmughukayuu na ocrnose rnekmpounoit noonucu (I11).
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B aT0i1 cxeme mosp30BaTeNb 3apETMCTPUPOBABIINCH HA CEPBEpE, IOJIY4YaeT IHapy OTKpHI-
ThIN/ceKpeTHBINH KiTrou P. OTKpBITHIA K04 coXpaHseTcs: Takke Ha cepsepe. [Ipu BeIXoe Ha CBS3b
nonb3oBarenb popmupyet Habop < Id, M, Ts>, rae Id o6o3HavaeT uaeHTUDUKATOP TOTH30BATEIS,
M — cooOuienue mosb3oBaTens, Ts — Merka Bpemenu (Time Stamp), monsepraer ero Xxemi-
npeobpazoBanuto h=h(< Id, M, Ts>) u mmdpyet 3akpbiTeiM K1r090M EncK3(h). [lonyuenHsbiii Ko
Ha3bIBAETCS JCKTPOHHO-IU(POBOM MOAMUCHIO U CIYXKHUT IJIsi TOATBEPKICHHUSI HEU3MEHHOCTH CO-
OOIIEHUs] U TPOBEPKU aBTOPCTBA IMociaHus. JiekTpoHHo-1udposas noanuck EncKo(h(< Id, M,
Ts>)) npuknaapiBaeTcs ¢ ucxomuomy coodmenuto < Id, M, Ts> u oTnpaBnsieTcs Ha cepBep.

Cepsep, nonyuus naker, pacmudposbiBaetr DI, uzBnekas ceeptky h(< Id, M, Ts>), na-
paJIeNbHO BBIYUCISAET TaKyro ke cBepTKy h= h(< Id, M, Ts>), ucnomne3ys Te e UCXOIHbIC TaHHBIC
U xem (yHKIHIO, U CPAaBHHUBAET JIBAa MOJY4YeHHbIX 3HaueHus h. Ecnu onu coBmanu, To mporeaypa
ayTeHTU(UKALUS CUUTAeTCs yCIenHol. BpeMenHas metka Ts BBIMOIHSAET POJIb CEAHCOBOTO KIIIOYa
JUI IPEIOTBPALLEHUS aTaK BOCIIPOU3BEACHHUS.

Hcnonb3oBanue xeu-(pyHKIMH B ’TOM METOJE HE SBISETCS 0053aTENbHBIM U CITY)KUT JIHIIb
IS YMEHBIIEHUS 00beMa BBIYUCICHUH IS IU(PPOBAHUS U COKPAILLICHHUS CETEBOT0 TpadukKa.

ONeKTpOHHO-IM(POBAs MOIMUCH MOXKET ObITh CPOPMUPOBAHA HA OCHOBE PA3IUUYHBIX METO-
JI0B ABYXKIJIIOUEBOW Kpunrorpaduu, Hapumep, RSA, Dnp-I"amans, >JIMnTHYEeCKUX KPUBBIX.

Cxema aymenmughukayuu na ocnose cepmuguxkama.

JlaHHas cxeMa IpeanoiaraeT Hajau4ue TPEeTbed CTOPOHBI, Ha3biBaeMou Y1l — ynocroseps-
fouM neHTpom uin LIC — nentpom ceptudukanuum, KoTopas BbIIACT YAOCTOBEPEHHUs (CepTH(HKa-
Thl) BCEM YYaCTHMKaM CETEBOT0O JIOMEHa, BXOJAlIEero B 30Hy AeiictBus nanHoro LIC. Ilpu peru-
CTpali HOBOTO IOJIb30BaTelsl Win cepBepa B fomene LIC BrijaeT HOBOMY yYacCTHUKY cepTU(UKAT,
COCTOAILUN U3 OTKPBITOM YacCTH, COEPKAILUNM TaKue JaHHBIC KaK:

1. Unentudukarop Bragensia ceprudukara,

2. Anpec Branenbua ceptudukara,

3. OTKpBITHIN KJIIOY BJaJeNbla cepTudukara,

4. Kareropus Bianenblia cepTudukara (Hanpumep, Mojib30BaTellb ¢ OTPAaHUYEHHBIMU T10JI-
HOMOYHSIMHU MJTH aJMHUHUCTPATOP MPOEKTA).

5. HaummenoBanue LIC u ero aapec,

6. ANropuUTMBI, HCIIOJB3yEMbIE TS TeHepauuu kiodei u popmuposanus DI, u ux Bep-
CHHM, U 3aKPBITON YacTH, COACPKALIMMA Ty e MHPOPMALIUIO, 3aKPEINIEHHON JIEKTPOHHO-IIU(PPOBOH
noanuchio LIC (T. e. moIBEpPrHyTOro Xemr - Npeodpa3oBaHMUIO M TOCIEAYIONeMy HIH(POBAHUIO C
oMouibo 3akpeiToro kiatoga L{C).

O06e yacTu BBIJAIOTCS COMCKATENIO B 3JICKTPOHHOM BHJE B BHUJE OJHOTO (haitna. 3akpbiTast

9acTh CIYXKUT JIJISl TOTO, 9YTOOBI HENb3sI OBLIO MOAAeTIaTh CePTH(PHUKAT.
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Kpome Toro, couckaTenpb MojiydaeT OTAEIBHO 3aKPBITHIM KIII0Y, COOTBETCTBYIOIUN OTKPHI-
TOMY KJIIOUY, HAXOJAIIEMYCsl B cepTU(HUKATE, KOTOPBII cOMCKaTeNnb 0053yeTCsl XpaHUTh B CEKpPETE.

Kpome Toro, oTKpbITast 4acTh cepTuuKaTa MOXKET BhIJIaHAa B BHJIE OYMa)XHOTO JJOKYMEHTa,
noaTBepkeHHoro nevyarso LIC.

[Tpu oOMeHe cooOIIeHUs KaXKAblil yYaCTHUK COMPOBOXKAAET CBOE MOCIaHUE METKOM Bpeme-
HU, 3JIEKTPOHHO-IIU(PPOBON MOAMHCHI0, CHOPMUPOBAHHOM HA OCHOBE CBOETO 3aKPBHITOTO KItoYa, U
ceptudukarom, BeiganHbM emy LIC. Ceptudukar 3nech ciayxut 1a yaoctosepenus DI ormpa-
BUTEJISA: MOJyYaTeNb MOAMHUCHIBACT CBOMM 3aKPBITHIM KJIIOUOM IOCJIAHUS, a MOJIydaTellb pacuiud-
posbiBaeT DI, ncnonb3ys OTKPBHITHIN KIIIOY OTIPaBUTENs, U3BJICUCHHBIH U3 ceptudukara. [loz-
JMHHOCTb cepTU(UKaTa MOATBEPKAACTCS IEKTPOHHO-IM(ppoBoil moanuckio L[C, koTopas MoxeT
OBITH POBEPEHA C TIOMOIIBIO PACHIM(PPOBKHU 3aKPBITOM YaCTH cepTU(UKATA C UCTIOTIH30BAHUEM OT-
kpbiToro kimtoua L{C, koTopslii siBisieTcst 00IEAOCTYITHBIM.

Ilpozpammuposanue xew-pynxyuit ¢ Delphi

Cuctema Delphi oOparmaercst K BCTpOGHHBIM CpEACTBaM OmeparuoHHon cucteMbl Windows
I IPOTPAMMUPOBAHUSL PA3IUYHBIX (YHKIMNA XEIIMPOBAHUS, METOJIOB IIHM(PPOBAHUS C UCIIOIB30-
BaHUEM KJIACCHYECKOH M IBYXKIIOUEBOH Kpunrorpaduu. BonbIIMHCTBO ATUX CPEICTB COIACPKHUTCS
B 6ubimotekax advapi32.dll u crypt32.dll, koTopsie JOKHBI OBITH MOAKIIOYEHBI K TpoekTy Delphi.
Jlist 3TOr0 B MPOEKT MPUIIOKEHUS Halo J00aBUTh MOAyib Werypt2.pas, KOTOPBIH MOXKHO CKadyaTb
0 aJpecy

http://www. delphikingdom. com/zip/headerCryptoAPI. rar. Kak BOCHOib30BaThCS 3TUM
MozyneMm B rpoekte Delphi moxHo npounTats B cratbe FO. Criekropa

http://www. delphikingdom. com/asp/viewitem. asp? catalogID=1271.

Ecnu HeT HE0O0XO0IMMOCTH HCIIONIb30BaTh BCE BO3MOYKHOCTH 3THUX OHMOJIHOTEK, TO MOXHO
BOCIIOJIb30BAThCsI TOTOBOM MporpaMMoit 1iist xenl-pyHkiun MDS (cM. mpuil. B KOHIIE).

YkazaHus K BBIIIOJHEHUIO JabopaTopHOii pabore.

JlabopaTopHasi padoTa 4 cOCTOMT M3 ABYX YacTel, KaxKIasi U3 KOTOPbIX BbINOJIHSIETCS
B ofHOM (popme Delphi.

B nepBoif wactu cienyer pazpaboTaTh KIMEHT-CEPBEPHOE TNPHIIOKEHHE IS YIAaJlCHHOM
ayTeHTU()UKALMU TOJIb30BaTENe Ha KOMIIbIOTEpPE-CEpPBEpPE COTJIACHO HOMEpPY CBOETO BapUaHTA.
JU1st 5TOro “Cnomb3yiTe pa3paboTKy, BHIIOJHEHHYIO B JabopaTOpHOI paboTte 2.

Bo BTOpO#i yacTH HaJO BBHIOIHUTH HANUCATh MPHIIOKEHHUE, MpeacTaBisgonee padory Llen-
tpa Ceprudukanmu X.509 no Bbiade ceptuduraroB X.509 npyrum mosb30BaTeNsiM CETH MO UX
3arpocam.

Bapuanmul 3a0anuii
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YerHsle BapuaHThl. Pa3paboTaTh NpHIOKEHHE, OCYIIECTBIISIONIEE ayTCHTU(DHUKAINIO TTOJIb-
30BaTelIeld Ha OCHOBE CJIOBA-BbI30BA.

Heuernsle BapuanThl. Pa3zpaboTaTh NpHIIOKEHHE, OCYLIECTABIAIONICEe ayTeHTU(DUKAIIUIO
MOJIb30BaTENe Ha OCHOBE AJIEKTPOHHO-IIM(POBOIN MOANUCH, TEHEPUPYEMOW C MOMOILIBIO METO/a
RSA.

KonTpoJsbHbIe BOpOCHI
UYro takoe ayrenTudukanus? [lepeuncianre oCHOBHbIE METOIbI Ay TEHTU(DUKALINY.

UYro takoe xem-npeodpazoBanue? [lepeuncianre 0OCHOBHbIE CBOMCTBA XENI-()yHKITHIA.
B gem 3akimovaercst ayTeHTU(UKAIUSA Ha OCHOBE CJIOBA-BbI30Ba?

Uro Takoe anekTpoHHO-Iu(poBas noanuck? Kak ona ¢popmupyercs?

A S

Kak BeInonHsercsa nposepka nocianus, noanucanuoro JLI1?

6. UYro takoe ceprudpukanus X.509? KakoBble npenMyIiecTBa UMeeT ayTeHTH(PUKaus Ha
OCHOBE CEpTU(UKATOB MO CPABHEHUIO C APYTUMH BUJAMH cepTUDUKAITIH?

7. Urto BXOIUT B cOCTaB cepTudukara?

8. Kakwue ocnoBHble QpyH1MK BeinonnseTcs Lentp Ceprudukamuun X.509?

9. CKONBKO Pa3NUYHBIX KIHOYEH MCIONIb3YeTCsl B MPOLEAYpe ayTeHTHU(HUKAIMI Ha OCHOBE
CepTHU(HKATOB, U KAKUM 00Pa30M pacHpOCTPAHAIOTCS ATU KIHOUN?

10. Kakum o0pa3om ocyuiecTBIseTCs IpOBepKa MOUIMHHOCTH cepTuukara?
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9.2. Meroanveckre peKOMEHIAIUH 10 MOAT0TOBKE MUChMEHHBIX paboT (pedepaTos,
JTOKJIAJIOB)
Pedepar, nokjaaa — NpoayKT caMOCTOSITEIbHON pabOThl CTyAEHTA, MPEACTABISIONUI CO-
0011 HarMcaHue yueOHbI paboThl M MyOIUYHOE BHICTYIUICHHE 10 MPEACTABICHUIO MOTYUYSHHBIX pe-
3yJIbTATOB PELICHUS OIpPEJeIeHHONH Yy4eOHO-IPAaKTUUECKOH, Yy4eOHO-MCClIeA0BATENbCKOM WIN
Hay4YHOU TEMBI.
IIpumepHbIii nepedyeHb TeM pedepaTos, 10KJIAT0B
1. OcHOBHbIE METOJUKH, UCIIOJIb3YEMBIE 1JIs1 OLIEHKH PUCKOB.
2. Ilpouenypa popMupOBaHUs SIEKTPOHHOM MOIHCH.
3. OcHoBHble KaHaNBI HecaHKIMOHUpoBaHHOTO aoctyna (HC/0 k undopmaruu npu ee odpa-
OOTKE C UCTIOIb30BAHUEM TEXHUYECKHUX CPEJICTB.
4.  Meronpl, crocoObl HecaHKiuoHupoBaHHoro pocryna (HCJ/]) x wuHpopmanmu npu ee
obpabotke Ha CBT (AC).
5. OcHoBHBIE YpOBHH obecrieueHus1 HH)OPMAIIMOHHON 6€30acHOCTH.
6. Kiaccuduxanms yrpo3, HICTOYHHKOB YIpo3 HH(POPMAIIMOHHON 0€30MacHOCTH Ipu 00padoTKe

I/IH(I)OpMaI_[I/II/I C UCIIOJIb30BAHUCM TCXHUYCCKUX CPCACTB.

7. Ocnouble nonoxenuss @3 «O6 uHpopmannu, THGOPMALMOHHBIX TEXHOJOTUAX U O 3alLUTE
uHpOpMALUN.
8.  KonnenrtyanpHble HOpMAaTUBHO-IIPAaBOBBIE akThl Poccuu B 001acT 3amuThl HHGOpMaLUH.
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10.
11.

12.
13.
14.
15.
16.
17.
18.

19.

20.

21.

22.

23.
24.
25.
26.

27.
28.
29.
30.
31.
32.
33.
34.

Ponbe B Poccun MexBeOMCTBEHHOW KOMHUCCHU TIO 3alIUTE TOCYAAPCTBEHHON TaitHBI B (Op-
MUPOBaHHU NEPEUHS CBEACHUH, COCTABISIOIINX TOCYJapCTBEHHYIO TaliHy.

Buns! u kiaccudukanys KOMIbIOTEPHBIX MPECTYIICHUH.

Buapl KOMITBIOTEPHBIX MPECTYIUICHUA, METOIbI IPOTUBOACUCTBUS KOMIBIOTEPHBIM MPECTYTI-
JICHUSM.

[NonuTrka nHGOPMAIIMOHHOM 6€30MACHOCTH, OCHOBHBIE TTOJIOKEHUS M ATAIbI €€ Pa3padoTKH.
[Iporpamma nH(pOPMALIMOHHOM O6€3011aCHOCTH, OCHOBHBIE TIOJIOKEHUS U 3TaIbl €€ pa3padoTKH.
OCHOBHBIE YTPO3bl KOMIIBIOTEPHBIM CHCTEMAaM.

MeToauKH OLEHKH PUCKOB sl ”HPOPMAIIMOHHBIX CUCTEM.

Crannaptsl B 001acTi pa3pabOTKH MOTUTUKH HHPOPMAIIMOHHOM 0€301acHOCTH.
HHcTpyMeHTabHbIE CPEICTBA TS aHAIM3a PUCKOB U YIIPABICHUS UMH.

3aKoHOJATENbHBI YPOBEHb WH(POPMALMOHHON 0€30MacHOCTH, OCHOBHBIE HOPMATHUBHO-
MIPaBOBBIE JOKYMEHTHI HEOOXOAMMBIE il oOecredeHuss 0e30MmacHOCTH WHpOpMaluud Ha
MPEIIPUSTHH.

AJIMUHUCTPAaTUBHBI ypOBEHb WH(OPMAIMOHHON 0€30macHOCTH, MOJUTHKA M Iporpamma
MH(POPMALIMOHHOM 6€30MacHOCTH.

AIMUHHCTPAaTUBHBIN ypOBEHb HH(OPMAIIMOHHON OE€30MAaCHOCTH, aHAJIN3, YUET U yIpaBJICHUS
PHUCKaMH.

[IponienypHbiii ypoBeHb HH(OPMAITMOHHONW 0€30MacHOCTH, Ha3HAYCHME, LIEJH U pelIaeMble
3aJauu.

[TporpaMMHO-TeXHUYECKHI YpOBEHb MH()OPMAIIMOHHON 0€3011aCHOCTH, HAa3HAUYEHHUE, LIETH U
pelaeMble 3a/1a4H,

[TpUHIUIIBI TOCTPOCHUS APXUTEKTYPHOU 6€30MaCHOCTH MH(POPMALIMOHHBIX CHCTEM.
OcCHOBHBIE TPYIIIBI NPOLIETYPHBIX MEp MO 00ecrieueHHI0 HH(OPMAIIMOHHOM 0€30MacHOCTH.
ba3oBbie HanpaBiIeHUs MOAIEPKKH pabOTOCIIOCOOHOCTH MHPOPMALIMOHHBIX CUCTEM.
OCHOBHBIE CEPBUCHI MPOTPAMMHBIX CPEACTB 3aIIUTHI HHPOPMAUN B HHPOPMALMOHHBIX CHU-
CTeMax.

bazoBbie rpynmbsl METOI0B Ay TEHTU(UKALHH.

OcHOBHBIE ITpaBUiIa NAPOJHHOM 3aIIUTHI B KOMITBIOTEPHBIX CUCTEMAaX.

bruomerpuueckue cucTeMbl HACHTU()UKALUY T10JIb30BaTENCH.

OcHOBHBIE BU/IbI YIPABJICHHUS JOCTYIIOM K HH(POPMALIUH.

Knaccudukanus nporpaMm-BHpYyCOB.

ba3oBbie BU/IbI aHTUBHPYCHBIX MIPOIPAMM.

Kraccudukarms BpeJOHOCHBIX TIPOTPAMM.

OcHOBHBIE CBOMCTBA aHTUBHPYCHOT'O IIPOTrpaMMHOT0 mpoaykra Jlaboparopun Kacnepckoro.
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35.
36.
37.
38.
39.
40.
41.
42.
43.
44.

45.
46.
47.
48.

Knaccudukanus MeTo10B KpunTorpadpuieckoro npeodpazoBaHus JaHHBIX.

bnoynoe u motokoBoe muppoBaHue.

OcHOBHBIE METO/IbI IU(PPOBAHUS JAHHBIX.

ba3oBeie kpunrorpadguyeckie CTaHIapTHI.

CuMMeTpHYHBIE U ACCUMETPHUYHBIE KPUIITOCUCTEMBI.

Creranorpaguyeckue CUCTEMBI IpU Tiepeaaye nH(POpMAIMK IO KaHAJIaM CBSI3H .

ba3oBeie pecypchl HHPOPMALMOHHBIX CUCTEM, MOJIEKAIIUX 3aIIHTE.

OCHOBHbBIE IPUHIIMIIBI APXUTEKTYPHOI 0€301MacHOCTH MH()OPMAITHOHHBIX CUCTEM.

CepBuchbl 0€30MaCHOCTH JUISI peaTu3alliy 3alIUTHRIX (YHKIUH BHIYMCIUTEIBHOMN CETH.
Hepapxusi cepBUCOB 0€30M1aCHOCTH B UH()OPMAIIMOHHBIX TEIEKOMMYHHUKAITMOHHBIX CHCTEMAax
(UTC).

KOpunnyeckas OTBETCTBEHHOCTD 32 HapyIICHHE MTPABOBBIX HOPM 10 3aIIUTe HH()OPMAITUH.
Mephb! JUCUMIUIMHAPHON 32 HapyIIEHHE TPABOBBIX HOPM IO 3aIUTe HH()OPMAITUH.
AZIMUHHCTpAaTHUBHAsI OTBETCTBEHHOCTD 3a MTPABOHAPYIICHHS B 00J1aCTH 3aIUTHl HHPOPMALIUH.
VYT0sI0BHast OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS U MPECTYIUICHHUs B 007acTH KOH(PUACHIIH-

aJIbHOW MH(pOpPMAaLIUH.
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Ilpunooswcenue 1
AHHOTAINUA JTUCHUIIJINHBI

Jucuumnuna «MHdopMaronHas 6€30MacHOCTb | 3aIIuTa HHPOPMALUN SIBIISETCS 4aCThIO
o0s3aTenbHOro HUKia (6JI0Ka) MUCIMILIMH HUKIA Y4eOHOro IJIaHa MO HAINpaBJICHHIO MOATOTOBKU
6akanaBpoB 46.03.02 «JlokyMEeHTOBEICHHE U apXUBOBEICHUECY.

Jucuumnnza peanusyercs Ha (akynbreTax JJOKyMEHTOBEICHUS M TEXHOTPOHHBIX apXHUBOB
U apxuBHOTO fena kadpeapoir KommnexcHoit 3amuts nHGpopmanuu MMHTH PITY.

Coneprxanue NUCIUILIMHBI OXBAaTBHIBAET KPYI BOIIPOCOB, CBS3aHHBIX C WH(MOPMAIMOHHOMN
0e30macHOCThIO U 3amuToi nHpopMmanuu B Poccuiickoit deneparyu.

Ienv oucuyunaunol:

U3yYeHHE TEOPETUUECKUX U MPHUKIATHBIX BOIPOCOB MHPOPMALMOHHON OE€30MaCHOCTH U 3a-
UTHI HHPOpManuu B cepe ToKyMeHTOoo0opoTa 1 apXuBHOro jaena B Poccuiickoit @enepannu.

3aoauu oucuuniumsl:

U3yYUTh UCTOPHUYECKUE ITAlbl Pa3BUTHSI MHPOPMALMOHHON 0E30MacHOCTH W 3allUThl MH-
bopmarmu;

OCBOUTH TEPMHUHOJIOTHIO M IOHATUIHBIN anmapar B 061acTu HH(OPMAIIMOHHON 0e301acHo-
CTH U 3aIIUTHl HHPOpMaIUH;

U3yYUTh HOPMATUBHO-TIPABOBYIO 0a3y, perynupylomiyio chepy uHpopmarmonHoi 6ezomnac-
HOCTH U 3aIIUTHI HH(POPMAIMK; U3YYUTh OCHOBHBIE CPEACTBA U METObI oOecrieueHust HH(opMaIu-
OHHOI1 O€30IMaCHOCTH;

HAYYHUTb ONPEIEINATh YTPO3bl, YI3BUMOCTH U PUCKH MH(POPMALMOHHON 06€30MacHOCTH; 00y-
YUTh HABBIKAM 3aIIUTHI HHPOPMALIUY;

HAYYHUTbh MPUMEHATH MOJyYEHHbIC 3HAHUS U HABBIKH MO MH(OPMAIIMOHHON 0€30MacHOCTH U
3amuTe HHpopManuu B chepe JOKyMEHTOO00pOTa U apXUBHOT'O JIea.

BrimycKHUK, OCBOMBIIHIA ITporpaMmy OakajgaBpuaTta, JOJDKEH 001a1aTh:

00UWEeKYTbMYPHBIMU KOMNEMEeHUUAMU:

— CIOCOOHOCTBIO MCIIOJIB30BaTh TEOPETUYECKHE 3HAHUS U METO/bl UCCIIEOBAHUS HA TPaK-
tuke (OIIK -1);

— BJIaZIcHHEM 0a30BBIMH 3HAHUSAMH B 00JaCTH MH()OPMAIIMOHHBIX TEXHOJOTHHA (IIpOrpamMm-
HBI€ MPOJYKTHI, HCIIOJIb3yEeMbIe B YIPABICHUN JOKYMEHTAMHU, CUCTEMBI 3JICKTPOHHOTO JOKYMEHTO-
000poTa, TEXHONOTHH CKaHupoBaHus T0KyMeHTOB) (OITK-2);

B pezynvmame oceoenun OucyuniuHsl 00yuaoujuiica 00cen:

3namo:
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— HCTOPHIO, COBPEMEHHOE COCTOSIHUE, MPOOJIEMbl U TEHACHIIUN PAa3BUTHUS CHCTEM HUHQOP-
MaIMOHHOHN 0€30MaCHOCTH U 3alIUThl HHPOPMAITUU

— HOPMATHBHO-TIPAaBOBYIO 0a3y oOecrieueHuss HHPOPMAIIMOHHON 0€30MacHOCTH W 3aIIUTHI
uHpopMauu

— CHUCTEMY OPTaHOB BIJIACTH, ONPEACISAIOMNX U PEATU3YIOIUX rOCy1apCTBEHHYIO MOJIUTHKY
B 001acTH UH(OPMAIIMOHHOH 0€30MacCHOCTH H 3alUThl HH()OpMaIHH

— CHCTeMY JOKYMEHTALMOHHOTO o0ecredeHns1 HH(OPMAIIMOHHON 0e30MacHOCTH M 3aIUTHI
uHpopManuu

— MECTO M pojib HH(POPMAITMOHHON 0OE30MAaCHOCTH U 3alMThl HH(pOpPMAIMK B 00IAaCTH J10-
KyMEHTO000pOTa U apXUBHOTO JIeNIa

— METOJIbl M CpeACTBa obecreueHus: HH(POPMAIIMOHHON 0€30MacHOCTH U 3alUThl HHPOpMa-
LIUH

Ymemes:

— aHAJIM3MPOBATH MPOOIEMBI HHPOPMAIIMOHHON 0E30MaCHOCTH M 3alUTHl HHPOPMALUU B
cucTeMax JOKyMEHTO000pOTa U apXUBHOM JIeNIe

— MPUMEHATH OTEUYECTBEHHbIE U 3apyOeKHbIE CTAaHAAPTHI B 00JIaCTH UH(OPMAIIMOHHOHN 6€3-
OIACHOCTH Y 3aIIUTHI HHPOPMALIUU

— OIIPEeNeNATh YIPO3bl, YA3BUMOCTH U PUCKU HH(DOPMAITMOHHON 6€30MTaCHOCTH

— pa3pabaTeIBaTh KOMILJIEKC Mep Mo obecredeHuto HH(HOpMamoHHONW 6e30MacHOCTH U 3a-
IUTHI HHPOpMaLKHU B chepe TOKyMEHTO000pOTa  apXUBHOTO JIeja

Bnaoemy:

— TEpMHUHOJIOTHEH M MOHATUIHBIM aImapaToM B 00JIACTH WH(POPMALMOHHON 0€301MacHOCTH
1 3aIIUTHl THPOPMALIUU

— HaBBIKAMHU MHCIIOJB30BAaHUSA METO/OB M CPEACTB oOecreyeHus MHPOPMALMOHHOW Oe3-
OIACHOCTH Y 3aIIUTHI HHPOPMALIUU

— HaBBIKAMH Pa3padOTKU JTOKYMEHTAllMOHHOTO olecrieueHuss HHPOPMALMOHHOM Oe3omac-
HOCTH M 3alIUTHI HH(POpMAINU

Paboueit mporpamMmoii peayCMOTPEHBI CIEAYIONUE BUABI KOHTPOJS: TEKYIIUHA KOHTPOIIb
ycrieBaeMocTH B (hopme 0030pa, 1oknaaa, pedepara, KOHTPOIBLHON pabOTHI, Ompoca.

HtoroBas atrectanms B Gopme 3ayera. OOIast TpyJ0EMKOCTh OCBOCHUS JAUCIUILIUHBI CO-

CTaBJISIET: 2 3aYETHBIX €IUHMIIBI, 72 Jaca.
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